KykoB A.E.
KDI/IHTOCI/ICTGMI)I CO BCTPOCHHBIMM ﬂa3EﬁKaMH

Kpunrorpadusi, peanu3oBaHHass B CHCTEMaxX THUNA «YEPHBIA SLIMK», TOJNy4ua B
MOCJIEIHEE  BPEMsl IIMPOKOE paclHpoCTpaHEHHWE — HalmpuMep, BCTPOCHHBIE
KPHIITOCHCTEMBI B COTOBBIX TenedoHax My smart-kaprax. OHaKko, KpUnrocucrema,
peanu30BaHHAs KaK «YEpHBIA SIMUK» (T.e. KOrZa II0Jb30BaTENb HUMEET JOCTYII
TOMPKO K WH(MOpMAIMA HAa BXOJE M BBIXOJE KpPUITOCHUCTEMBI), MOXET OBITH
MOCTPOCHAa TakuM 00pa3oM, YTOOBI TPEAOCTABIATH pPa3pabOTUNKy YHHUKAIBHBIE
BO3MOXKHOCTH JUIE ee B3noMa. OCHOBHAs CTpaTeTusi COCTOMT B TOM, YTOOBI
MOIUGHUIIMPOBATE KPUIITOCUCTEMY TaKHM 00pa3oM, 4To MHMOPMAIHI O CEKPETHOM
KIIfo4e OyAeT BKIIOYAThCS B BBIXOJHYIO HH(POPMALHUIO KPHNTOTpadhuIeckoro
ycrpoiictBa. Takue MoaudUKalMu MOXKHO OCYIIECTBUTH MCIOJB3YsI CKPBITHIN KaHal
nepegaun l/IH(l)OpMaLlI/II/I, T.K. U3MCHCHHSA HE€ OOJIKHBI OKa3bIBaThb BJIMSAHHUEC Ha
HOpMaJIbHYI0 paboTy ycTpoiicTBa. B paboTe paccMOTpEHBI Kak y)Ke M3BECTHBIC, TaK
Y HOBBIE ITTOJIXO/BI K IMOCTPOCHUIO KPHUIITOCHCTEM, COJIEPIKAIINX CKPBITHIC KaHAaJIbI
yTeuKkH UHQOpMaLuH.

BBEJIEHHUWE. IIpo0iieMa cyumiecTBOBaHMSA JIa3eeK B
KpUIOTOrpaguyecKux cucTreMax

B HacTosimee BpeMs COBpEMEHHbIE OOIIEAOCTYHHBIC JJIEKTPOHHBIE CETH CBS3U
UCIIOJIB3YIOTCS JUIsSl MEepEefadu caMod pa3iMyHOM, MOpoH Ype3BbIYaiHO IIEHHOW WH(pOpMaluu:
JUIsL BBITOJIHEHHST OaHKOBCKHMX OINeEpaluii, TOPTOBJIM, MPEAOCTaBICHUS YCIYT, MOIyYeHUs
uHbopMaluu 3 0a3 NaHHBIX, paclpeaeNeHHOW 00pabOTKHU M pelIeHHs MPAKTUYECKUX 3a7ad U
T.1. Bee 310 TpeGyer HOBBIX, O0Jiee COBEPIICHHBIX METOI0B 3aIUThl HHpopManuu. MHOXeCTBO
KOMMEpPUECKUX KOMIAaHUI IpeuiaraloT pa3HooOpa3Hble IPOrpaMMHO-aIlapaTHbIE CPEACTBA AJIs
pemenust 3ama4 wHOpMaIrMoHHOW Oe3omacHocTH. Ha peiHKe KpunTorpaduyeckux yciayr B
OOJBIIOM  KONMYECTBE  MPEACTaBICHbl MPOTPAMMHO W  amlmapaTHO  peaTu30BaHHbIC
KpUNTOrpadguyeckie aaropuTMbl, KOTOPBIE JUIS MOJB30BaTEIeH 3a4acTylo MPEACTaBIAIOTCS KakK
«YEepHBIC SIIUKW». OJTO WM aNlapaTHble YCTPOiCTBa MMHU(PPOBaHHS, JIOTHKA KOTOPBIX
peanu3oBaHa Ha HU3KOM YPOBHE, WIIM MAKEeT IpOorpaMM, 4acTo 0e3 HaJIM4YHsl UCXOJHBIX TEKCTOB.
[Ipy OTCYTCTBMM TEKCTOB HCXOIHBIX MpPOTpaMM Jake B MPOTPAMMHBIX MPOAYKTAX CIOKHO
OTCIEAUTh KOHKPETHYIO CTPYKTYpy ajroputma. B cBoo odepenp KOMIAHUM, INPOU3BOASAIINE
IporpaMMHOe oOecredeHHue Ajisi KpUNTOrpapuuecKoi 3allUThl JaHHBIX, HE 3aUHTEPECOBAHbI,
BBUJIy OUYEBUIHBIX NPUYUH, B PACKPHITHH U IyOJIMYHOM PACHpPOCTPAHEHUU HCXOIHBIX KOJOB
nporpamM. [IpomsBogutenu Kpuntorpaguueckux MPOAYKTOB, KENAIONUe U3 TMOHITHBIX W,
3aMeTHM, BIIOJIHE YECTHBIX COOOpakeHMil aepxkath cBou know-how B cekpere, mpeanpuHUMaIOT
BCEBO3MOXKHBIE YCWIIMSI, 3aTPYyJHSIOLUIME NEKOMIWIALNIO KOAOB mporpaMM. OJHAaKo, Jaxe B
cllydasix, Korja creuuukanys CTaHOBUTCS JOCTYIHOM /AJIsl MOJIb30BaTeNsl, MOCIEIHUN BecbhbMa

peaKo TPOBEPSIET COOTBETCTBUE HMMEIOIIETOCS B €ro PacloOpsKEHUU MPOIYKTa OQHUIMAIBHOM
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nokyMmeHTauuu. Takum o0pa3oM, MoIb30BaTENN 3a4acTyIO MOMYYaroT JIMIIb WITIO3HUIO 3aIUTHI.
Hcnonb3ys anroput™M, MOpUHIMI PAOOTBl KOTOPOrO M3BECTEH TOJNBKO €ro pa3paboT4HKY,
II0JIb30BATENNb PACIojaraeT €IUHCTBEHHOW TIapaHTHEW CTOMKOCTH — YTBEPXKIEHUEM CaMOIo
pa3paboTyrKa O Ha/Ie)KHOCTH aIropuT™Ma. B To ke Bpems pa3pabOoTUYMKU TOTOBBIX MPOTPAMMHBIX
IPOAYKTOB OOBEKTUBHO UMEIOT BO3MOKHOCTh BCTPOUTH J1a3€iKU B aITOPUTMBI MIN(POBAHUS 11O
CBOCH MHHUILIMATUBE WIN 3aKa3y KOHKYPEHTOB.

Kpunrorpadus, peanusoBaHHass B CHCTEMax THUINA «YEPHBIH SIIUK», OTKPHITO
NOJIEPKUBAETCS U Ucnob3yercs npaBuTeabcTBoM CIIIA. Takke oHa IHMPOKO pacpoCTpaHEeHa
HanpuMep, B BUJE BCTPOCHHBIX KPUNTOCHUCTEM B COTOBBIX TeleoHAX WIM CMapT-KapTax.
OpnHako, B psaae paboT ObLIO MPOJEMOHCTPUPOBAHO, YTO KPUNTOCHCTEMA, PEaln30BaHHAs KaK
«YEpHBIN SIUK» (T.€. KOTJa MOJb30BaTENb UMEET JAOCTYI TOJBKO K MH(OpMAaIMM Ha BXOJAE U
BBIXOJIE€ KPUIITOCUCTEMBI, PEaTM30BAHHOM MPOrPaMMHO WM alllapaTHO) MOXKET OBITh OCTPOCHA
TaKUM 00pa3oM, YTOOBI TPEIOCTABIATH Pa3pabOTUMKy YHUKAIbHBIE BO3MOXKHOCTH MJISI €e
B3oMa. Kak wu3BecTHO, oOmenpu3HaHHbIE cHUCTeMbl, Takue kak RSA, ElGamal, cxemsl
JIEKTPOHHOW MOJANUCH W ULENbIH psiA ApYTHX KpUNTOrpauuyecKUX NPUMHUTHBOB IIHPOKO U
CBOOOJTHO TPUMEHSIIOTCS B CaMBIX pa3IMYHBIX CHCTeMax oOecredeHuss HH()OpMaIMOHHON
6esomacHoctu. IlocnenHee o3HauaeT, 4YTO OHM BKJIIOYAIOTCS KaK CpeAcTBa oOOecreueHus
KOH(UICHIIMATIBHOCTH, ayTEeHTU(PHUKALMH, LEJTOCTHOCTH M JIp. KaK B MPOrpaMMHbIE MPOAYKTHI,
TaK M B Smart-KapThl ¥ Iipodee. Bompoc cOCTOUT B TOM, 4TO MOXKET CKa3aTh IOJIb30BATENIb O TOU
KOHKPETHON peaJn3alud KpUOTOrpauueckoro ajiropuTMa, KOTOpas HAxXOAMTCA B €ro
pacnopsbkeHuMH? Hackosibko B JI€HCTBUTENBHOCTH OHa ero 3amuuniaer? Hackoibko Jerko
IPOU3BOJUTENSAM MPOrPaMMHBIX MPOAYKTOB U smart-KapT BCTPOUTh JIa3eKy B CBOIO
OPOAYKIMIO TaK, YTO OHA OCTAHETCS HE3aMEUEHHOW, HO B TO JKE€ BPEMs IO3BOJIUT
NPOM3BOJUTENIO HAPYIIUTh KOH(PHUIEHIIMATBLHOCTD 110JIb30BaTENs?

HTak, OCHOBHBIMU BONPOCAaMH, BO3HUKAIOIIMMU TIPU MOJIb30BaHUM KpUNTOrpaduuecKuMU
«UYEPHBIMU SIIUKaAMI» SBISIOTCS CIELYIOIINE:

e [lpenocraBisieT aM aNrOpUTM HEAOKYMEHTHUPOBAaHHBIE BO3MOXXHOCTH M, B YaCTHOCTH,
COJIEPKUT JIM QJITOPUTM HE3asBIICHHBIE BKIIIOUEHUS, II03BOJISIIOIIME PEATU30BaTh
HEJ0KYMEHTHUPOBAaHHBIE BOZMOXKHOCTH?

e JlomycKaerT JId OH YTEUKy CeKpeTHOU MH(popMaruun?

e DBo3Hukaer 1M pUCK A IOJIB30BATENs, B CIydae YCIEIIHOTO PEBEPC-MHKECHEPUHIA

JTAHHOTO aJIrOpUTMa TPETheil CTOPOHOI?



CKPBITBIE KAHAJIBI IIEPEJAYN UTHOOPMAIINN

Bonpoc o cymecTtBoBaHHMU J1a3eek B KpUNTOrpaMuecKOM alrOpUTME TECHO CBSA3aH C
HOHSATHEM CKpPBITOrO KaHaia mepenadu MH@Gopmanuu. OnHAKO, CIOXKUBIIEHCS, OOIIENPUHATON
PYCCKOI TEpMUHOJIOTUU B 3TOH 00JacTH HET. boyiee TOro, UCHonab3yemasi B HACTOSIIEE BPEMs
AHTIIMICKAs TEPMUHOJIOTHS TaK)Ke HE MOXKET ObITh Mpu3HaHa ynawHoil. [Ipemmaraemas Huke
TEPMUHOJIOT M, Ha Hall B3I, 00Jiee yAaUuHO OTPAKAET CYIIHOCTh ONPEEIAEMbIX TOHITUH.

Kanan Ha3piBaeTcsi Hecmanoapmuuim (Henezanvrvim) — (B aHTIIMICKONH TEPMHUHOJIOTUHN —
hidden, covert) , eciu OH cHelIMAIBHO HE MPOESKTUPOBANICSA U U3HAYAIBHO HE Mpenoaraics s
nepenayn wH(pOpMArMK B OJCKTPOHHOW cucTeMe 00paboTku JaHHBIX. Ha mpaktuke,
HECTaHAAPTHOCTh KaHala yTeYKH HMH(OpMAlMM TPAKTyeTCs LIMpe M pacCMaTpUBAIOTCS HE
TOJIbKO HECTaHAAPTHBIE KaHalbl Iepefadyd HH(pOpMaluu, HO M HECTaHIAPTHHIE CHOCOOBI
nepeaayn uH(GOpMAIMK MO JIETATbHBIM KaHalaM. B kauecTBe mpumepa TakMX KaHAJIOB OOBIYHO
IPUBOJATCS CIIEAYIOIINE:

e Ilepenaua mHpOpPMAIUU C MTOMOIIBI0 MIAIIINX OWTOB B daiie ¢ m3o0pakeHneM (Kak
W3BECTHO, 3HAUCHHS MJIAJIIMX OWTOB B KOAHMPOBKE HM300paKCHUS TPAKTHYECKH HE
BJIMAIOT HAa €ro Ka4eCTBO, HO B TO )K€ BPeMs MOTYT HECTU MH(DOPMALHIO.

e [lycte nBa abOHEHTa, MEXy KOTOPHIMH OTCYTCTBYET JIETaJbHBIA KaHal CBS3U, UMEIOT
BO3MOXHOCTb 00pamiaTbCsi K OAHOMY M TOMY K€ pecypcy, IpH 3TOM pecypc
OJTHOBPEMEHHO MOJKET OOCIIy>KHBaTh TOJBKO OJHOIO IOJIb30BaTens. To ecTh, eciu B
JAHHBI MOMEHT pecypc OOCIy>KMBAaeT, Hampumep, Moyib3oBaTens A, Moib3oBaTens B,
00paTHUBILHUICS C 3alIPOCOM K pecypcy, NOIyduT oTka3. Torna Mexay nojab3oBaTessiMu A
U B MoxeT ObITh yCTaHOBIIEH CJEIYIOIIUI HeJlerajabHbIi KaHal rnepenayd MHGopMarum.
B ¢uxcupoBaHHble MOMEHTHI BPEMEHH MOJIb30BaTENb A UM 3aHUMAET WIM HE 3aHUMAaeT
pecypc. Ilonp3oBarens B, oOpariasch B T€ e MOMEHTBI BPEMEHHU K pecypcy, MOIydaeT
UH(POPMALIHIO O TOM 3aHST PECYPC WIIH HET.

SlcHO, 4TO Ha3bIBaTh ITH KaHalbl CKPHIThIMU, TaWHbIMHU (hidden, covert) MOXHO TOJBKO TIPH
YCIIOBHMHM, YTO 00 MX CYIIECTBOBAaHMM HUYErO HE M3BECTHO. B MpOTHBHOM cilydae TpeThe JMIIO,
uMeronee nHpopManuoo 00 3TUX KaHalaxX, OyJeT MOodydaTh BCIO MH(OPMAIUIO, TPOXOIAIIYIO
0 HUM M JaK€ MMETh BO3MOXHOCTh M3MEHSATH 3Ty MH(POPMAIUIO 10 CBOEMY YCMOTPEHHUIO.
[TosToMy, Ha Ham B3IJISIA, TakUe KaHaldbl yMECTHEE Ha3blBaTh HECTaHIAPTHBIMU WU
HeJlerajJbHbIMH.

HecrangapTHblil KaHam Ha3bIBACTCS CKpblmubIM (B aHTIIUHCKON TepMUHONIOTHH — subliminal

— MOACO3HATCIIbHBIM, TCPMHWH U3 ncnxoaHanma), €CJIM BOCIIOJB30BAThCA UM MOXET TOJIBKO
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oOnamaTenh COOTBETCTBYIONIEH WHGpopManuu. HeymadyHOCTh TepMHHA «IOJCO3HATEIBHBINA
KaHaJ», [I0-MOEMY OYEBU/IHA; B TO )K€ BpPeMs TaKH€ KaHaJIbl MOTYT OBbITh C MOJIHBIM OCHOBAaHHUEM

Ha3BaHbI CKPBITBIMU.

IMPUMEPBI CKPBITBIX KAHAJIOB IIEPEJJAYN NTH®OPMALIUU

B oTkpbITOl MeuaTu uies CKphITHIX KaHAJIOB Mepeaadyn HHPOpMAIMK BIIEPBbIE MOSIBIIIACH
B pabotax CummoHca (Simmons [5], [6]) Ha mpuMepe CKPHITOrO KaHaja B CHCTEME JIEKTPOHHOU
MOJIMUCH C OTKPBITBIM KitouyoM. Ha puc. 1 wm3o0pakeHa NpUHIMMUANBHAS cXema paboThI

CHCTEMBI DJIEKTPOHHOM noamucu. s cooOmeHus M; ¢ HOMOIIBIO CEKPETHOIO KiIrOua d

BLIpa6aTLIBaCTC$I OJICKTPOHHAsA MOANHCH, KOTOpas COBMCCTHO C MHCXOIHBIM COO6H.[CHI/ICM

o0pasyeT MOAIMCAaHHOE COOOIICHHE C; :(Ml-si) — KOPPEKTHOE MOANMHUCAHHOE COOOIICHHUE.

[Tonyyarens ¢ MOMOIIBIO OTKPHITOTO KJII0Ya € IMPOBEPSET COOTBETCTBUE MOAMUCH COOOILIEHUIO

U, B CIIly4ae MX COIIaCOBaHHOCTH, cOOOIEeHne M; paccMaTpUBaeTCs Kak ayTeHTHYHoe. Ecin xe

MOJTy4eHO HEKOPPEKTHOE IOJMUCAaHHOE COOOIIEeHHe ¢;, TO MpU TMPOBEpPKEe MOAMNHCH U

j 5
coo01ieHne He Oy IyT COOTBETCTBOBATH JIPYT JIPYTY M TOTJAa COOTBETCTBYIOIEe coolienne M i

paccMaTpruBaCTCA KaK HCAYTCHTUYHOC.

CEeKPeTHbIN OTKPBITHIH

KJII0Y , /{/ /////// ///// KJII0Y

o
e

Puc.1

OpnHako, ecii BHUMATEIbHO PAaCCMOTPETh AITOPUTMbI BEIPAOOTKH AJIEKTPOHHOMN MOAIUCH,
MOKHO Cpa3y 3aMeTHTh, YTO B MOJABIISIOIIEM OOJBIIMHCTBE W3 HUX MOMHUMO Kioueil e u d
¢burypupyer Takxke HEKOTOpOe ClyyaiiHOe 4HMCIo, BBIOMpaeMoe OTIIPaBUTENIEM KaKIbli pa3 Juis

BBIpAOOTKM OJHOW KOHKPETHOW moamnucu. YUCiIo 3TO JOKHO OcTaBaThesi B cekpere. [is
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N B TOM M B ApyroMm ciiydae MoOJy4daeTcsi KOPPEKTHO BhIpaOOTaHHAS MOAMHUCH (CM. puc. 3).
KoppeKkTHOCTb 3TOM MOANMCH MOKET MPOBEPHUTH JII000M, 3HAIOMIMI OTKPBITHINA KiTt04 e. Hukakoit
JIpyroi JOMOJIHUTENbHON MH(OpPMallMK OH MOJIYYUTh HE CMOXKET. B To ke Bpems moirydarenb,
3HAIOMIMHA CEKPETHBIN K04 ¢ W CEKPETHBIC DPa3OBble KIOUU ky W k| MOXET HAIPSIMYIO
IPOBEPUTH, C MOMOLIbIO KAKOT'O U3 JIBYX Pa30BbIX KiIoueil Oblia MojyyeHa JaHHas MOAINUCH H,

TEM CaMbIM, TIOJTYYHUTh JOMOJIHUTENbHYIO HH(popMaruio B 1 OuT (puc. 4).

Coobmienne M mpp
CeKpeTHblii BhipaGoTka OTKpBITHIN KIKWY €
e MOANMUCH *
«Ciy4yaiiHOe) =l Yecmnolii
uncio k;—

Ms noJib306ame.Jib.

Pa30BbIil KJII0Y

. \ 4
CexkpeTtHbiit Brao
KJII0Y d Jaoeney
Karoua d:
((CﬂyqaﬁHbIe)) BBIUUCJICHHUE Ry H M
qucaa k;
1 ouT
HeJIerajJabHoro
ke = ko wan J, [
COO0IIeHUA

Puc. 4

Pasymeercsi, mpuBeneHHas cxeMa HenpakTu4Ha. OHa NpUBENEHA WCKIIOYUTEIBHO IS
WUTIOCTPAllMM TPUHIMIA pabOThl CKPBHITOTO KaHalla B CHCTEME JJIGKTPOHHOW IOJIUCH.
OtmeTHM, 4TO JaHHBIA KaHal CYLIECTBYET 00beKmuHo, Al €ro CylecCTBOBAaHUS HE Tpedyercs

HUKAaKOI'O BMEIIATEIIbCTBA B CTPYKTYpy QJIrOpuTMa BBIPAOOTKU SJIEKTPOHHOW MMOAIMMUCH.
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PaccmotpuM Tenepep HEKOTOpBIE NMPUMEPHI CKPBITBIX KAaHAIOB, CYIIECTBYIOIIMX B PEAIBHBIX

o B3
CHUCTEMAX 3JICKTPOHHOU MOMAIKCH. )

Aaroputm DSA

Kparko pabora anmroputma DSA MoxeT ObITh oOmmcaHa cieayromuM obOpazom [3].
Bribupaercsi mpoctoe uncio p B nuanazone 512-1024 6ur u npoctoe uncio g anusael 160 our,

nensimiee uncio (p — 1). Beibupatorest uncna d < g u h < p—1; mocie 4ero BoIYUCISIIOTCS

r1
A . _d
g= mod p; e=g"” mod p.
Torma oTKpBITHIN KITI0Y — (P, ¢, €, €); CEKPETHBIN KITI0Y — d.
BripaboTka moanucu oCyIiecTBISETCS CIASAyOIUM 00pa3oM: myctb M — cooOiienue, k <

q — cryuatinoe Yucno — CEeKPETHBIH Pa3oBblil KoY. BBUUCIAIOTCS BETMUUHBI
r= (gk modp)modq; s = (k_l (H(M) +dr))m0dq ,
rae H — Hexotopas (GyHKUUs X3mupoBaHus. [TOAMMCAHHBIM COOOIIEHHEM sBISETCS Habop
(M, r,s).
Jlns TIPOBEPKH TIOMHCH BBIYHCIIAIOTCS BEJTMYUHbI w=s 'modgq,
u =(H(M)-w)modg, uy=rwmodg, v= (g”l -e"2 mod p)mod g. Toxmmuce mpusHaercs

KOPPEKTHOM, a COOOIICHNE ayTEHTUYHBIM €CITH BBIMOIHICTCS PABEHCTBO V=17 .

CkpbIThIi KaHaN paboTaeT ciemyromuM odpaszom [7]. B kadectBe ciywaitHOro umcna k
GepeM caMo COOBIICHHE M, KOTOpOoe TPeOyeTcst mepeath 1o CKphiToMy Kanamy: k=m. ) Ilpu
U3BECTHOM CEKPETHOM KIt0ue d CKPBITOE COOOIICHHE 7 JIETKO MOXET OBITh MOJYYEHO H3

JIETaJIbHOTO MOAMUCAaHHOTO coobmeHus: (M, r, s) mo popmye:
m=k= (s_l (H(M)+ dr))modq .

BaMeTI/IM, YTO HE 3Hasg d 3TU BBLIYMCICHHS npoaciatb HEBO3MOXKHO, T.C. YKaSaHHI)II\/JI KaHall

I[CI\/’ICTBI/ITGJ'IBHO ABJIACTCA CKPBITBIM.

;
) TIpHBOMMbIE HIKE TPUMEpBI B HEKOTOPBIX AETAISX OyZyT OTIMYAThCA OT NMPHUBOJUMBIX B MEPBOUCTOYHHKAX:
Halled IeTbI0 SABJSIETCS JEMOHCTpALUs Mexanusma pabomul CKpbITOro KaHama. OMNyIICHHBIE XK€ JEeTanud B
OCHOBHOM 00€CIEeYHBAIN TTOJIMHOMHAIBHYIO HEPa3JIMYUMOCTh BbIX0JI0B (cM. onpenenenne SETUP-mexanuzma)

EES

) Ha mnpakTuKe, pa3yMmeercs, B KauecTBe k ClemyeT OpaTh He COOOLIGHHE m B YHCTOM BHJE, a KAKOE-TO €ro
B3aMMHO OJIHO3HAYHOE MpeoOpa3oBaHue, NPUOIMKAOLIEEe €ro CTATUCTHYECKHE CBOMCTBA K CIyYalHbIM (HampuMmep,
32apXHUBUPOBAHHOE COOOLICHHE UK YTO-TO B 3TOM POJE).



OtkpoiThiil k1104 JleraabHoe coobuenue M

@, ¢, 2, ) OTKPBITHIH KII0Y
;9,8 €
CexpeTHblii
aword — 3l DSA v
«CayuaiiHoe» (M, r, S)> Yecmnubiii
meno k=m nob308amey:
M, r, S) IpoBEPKa

OTKpBITHIH KJIH0Y

P2 4> 8> €) ey Bnadeneu
Karoua d:

CereTHMﬁ/ BBIYHCJICHHE
K104 d M
?

HeslerajbHoe cooduenne: m = k = (s (H(M)+dr))mod ¢ I

Puc. 5

Aaroputm noanucu Ong-Schnorr-Shamir

st aToro BeIOUpaetcs 6omnbinoe n u ciaydaitnoe d, HOJ(n,d) = 1 u BeruncnseTcs BeIMUUHA

e=—d? (mod n) . OTKpBITHIN KITIOY: (71, €), CEKPETHBIN KITIOY: d.
BripaGoTka noanucu npoucxXouT Mo cleayromei cxeme: M — coollueHue, k — cayuainoe 4ucio

— CEKPETHBIH pa3oBbli KoY. Toraa noanucanHeIM cooOIEHHEM sBiAeTca Habop: (M, sy,5;),

rae s :%(%+kj(modn), Sy :%(%—kj(modn).

[TpoBepka MoANKCH: BHIYUCIISACTCS BEIUUUHA d = s12 +e- sg (mod n) . IToamuck mpu3HACTCSI

KOPPEKTHOM, a COOOIICHNE ayTEHTHYHBIM €CITU BhINONHSAeTCS paBeHcTBO M =a [1].

Jlns pabGoTel ckpeIToro kaHana [5], [6], ananornyno anroputmy DSA, B kauecTBe ciiy4aiHOTro
gyrcna k OGepeM caMo cooOIeHue m, KOTopoe TpedyeTcs mepeaarh Mo CKphITOMY KaHamy: k=m.
[Ipn u3BECTHOM CEKpPETHOM Kiltoue d COOOIIEHUE 7 MOXKET OBbITh MOJYUYEHO HETOCPEICTBEHHO

U3 MOJNUCAHHOTO coobuenus (M,s),s,) mo popmye:



m:k:Ll(modn).
S1 +S2'd_

3aMeTHM, 4TO U B 3TOM CiIy4yae yKa3aHHBIH KaHal nepeiadd HHPOPMAIUU SBISIETCS CKPBITHIM.

BCTPOEHHBIE KAHAJIBI YTEYKH THO®OPMAIIUU (JIABEMKH)

OmnpenenyM TOHATHE  Kaenmozpagua, Kak TEOPUIO MOCTPOCHHUS HH()OPMAIIMOHHBIX

) kaHamsl YTEUKH  CEKpeTHOM  HHpopMaIum.

CHCTEM,  COACPXAIIUX  CKPBITHIC.

Onpenenum monstue mmdpa c naszerikoil. ugp ¢ nazeinxon (trapdoor) — sto mmdp,
AJITOPUTM KOTOPOTO COJICPKUT HEKOTOPYIO CKPBITYIO CTPYKTYpy (/1a3eiiky), o0ecreunBaronryto
CYIIIECTBOBAHKME CKPBITOTO KaHaja nepeaadd HH(GOpMaIiu, 3HaHUE dTOH CTPYKTYPhI MO3BOJISET
HOJy4yaTh CEKpeTHyIo HH(opMaiuio (HampuMmep, O CEKpeTHOM Kitoue). be3 3HaHus sazelku

MUQp KaXKeTCsl HaJIEKHBIM.

[Ipu ananuze paboThl KiIenTorpaduyecKuX CHUCTEM CIEAYET BBIICIUTh CIEAYIOIIMX TPeX
YYaCTHUKOB:

e Paspadomuuk: obnanaer uHpopmanuend o naseiike, BIAACET CEKPETHBIM KIIOYOM K
na3eiike, He BIa/IEeT CEKPETHBIM KIIFOUOM IOJIb30BATENS.

e [lonv306amens: BIajeeT CEKPETHHIM KIIOYOM IIOJb30BATENs, B CIIydae YCIEIIHOIO
peBepc-uHkeHepuHra oOnamaer wuHpopmammel o Jnaszelike, HO HE BIAJEeT ee
CEKPETHBIM KJTIOUOM.

e 3n0oymbluienHUK: B Cly4ae  YCIEIIHOTO  PEBEpPC-WH)KEHEpHWHTa  o0iajgaer
nH(popMalrel o Jlazeke, HO HE BJIAJICET €€ CEKPETHBIM KIIIOUOM, a TaK¥K€ CEKPETHBIM

KJIIOYOM ITI0JIb30BaTCIIA.

OpauM w3 Hamboyiee BaXKHBIX THIIOB JIA3€€K, BCTPAMBAEMBIX B KPHUMNTOrpadudIecKue
aNropuTMBbl sBiisieTcss Tak HaszpiBaeMblii  SETUP-mexanuzm (SETUP — Secretly Embedded
Trapdoor with Universal Protection — cekpeTHO BCTpoeHHas Jja3elika C YHHBEPCAJIbHOU
samutoit) [11], [12]. SETUP-mexanu3M BUAOWU3MEHSIET 3aJaHHBIA KpunTorpaduueckuit
QITOPUTM TaKUM 00pa3oM, 4YTO TIO3BOJSET MPOU3BOJIUTENIO KPUIITOCHCTEMBI MOIydYaTh

CEKPETHYI0 MH(POPMALIMIO TOJIb30BaTeNsl (Yalie BCEro MHPOPMALIUIO O €r0 CEKPETHBIX KITI0Yax).

*
) B ToMm CMBICJIC, YTO I10JIb30BaThCsA 9THUMHU KaHaJlaMH MOXKET TOJIBKO pa3pa60Tq1/H< KPUINITOCUCTEMbI
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B T0 e Bpems s r000ro HaOMIOAaTeNs, OTIMYHOTO OT paspaboTymka, padora
MOIMDUIHPOBAHHOTO AITOPATMA HEOTIHYMMA OT PAGOTHI HCXOIHOTO .
MoaudunupoBaHHble  TaKUM ~ 00pa3oM  KPUIITOCUCTEMbl ~ HMHOTJA  HAa3bIBAIOT

3apaxceHHbImu (WA UHQUUUPOSAHHBIMU) KPUIITOCUCTEMAMHU.

Onpenesenune ([11], [12]). Ilycte C — »TO KpUNTOCHCTEMa C OOBSIBICHHOU
cnerudukanueit. O6bryabli SETUP-mexanusm — 370 Takas MoauduKaIiys KpUITOAITOpUTMA

C Bamropurm C1, 4TO:
1. Ilapamerpel Bxogma (] cornacyrorcss ¢ OObABICHHOW cneundukanueil BXOIHBIX

napameTpoB C.

2. Tlapamerpbl Bbixoga (] COOTBETCTBYIOT OOBSBICHHOM cHenM(UKalLuu MapamMeTpoB
Bbixoja C. B Toxe Bpems, Boixon, (| COIEPKUT CEKpETHbIE OUTHI (Hampumep, OUTHI

CCKPECTHOI'O KJIr04a HOJ'II)BOB&TCJ'I?I), KOTOPBIC JICTKO U3BJICKAIOTCA pa3pa60TqHK0M.

3. Ilo Bexomam amroputMbl C] u C TNOJIMHOMHAIBHO HEPA3NMYUMBI JUIsI BCEX, KpOME

pa3paboT4uka.

4. Beixox C] 30(eKTUBHO BBIYHMCISAECTCA C UCIHOJIb30BaHHMEM BCTpOeHHOH B (| (QyHKIMH

mudpoBaHUsT  C OTKPBITBIM KiI0YoM £E, a Takke, BO3MOXHO, APYruX (YHKIHH,

conepxkamuxcsi B CJ.
5. Cexpernas ¢pyHkuus pacmudposanus D, obpaTHas Kk E, He copepxkurcs B C| U U3BECTHA

TOJIBKO pa3paboTUHKY.

6. Ilocne obnapyxenus B peanuzanuu anroputma SETUP-mMexanuzma U BBISICHEHHS €ro
O0COOCHHOCTEM, Hampumep, MpU IOMOIIM PEBEPC-UHKEHEPUHIAa MpOrpamMMbl  WJIU
anmnapaTHOro 3allMIIEHHOr0 YCTPOMCTBA, U IOJIb30BATENHM U 3JIOYMBIIUIEHHUKH (Bce 3a
HCKJIIOUEHHEM pPa3pab0oTuMKa) HE MOTYT ONpEAEIUTh HCIOJb30BaHHbIE (WM Oyaymiue)
CeKpeTHble KiouM monb3oBatenss. B srom cmbicie SETUP-mexanuszm obecneunBaeT
«KPUITOCTOMKOCTB» CUCTEMBI II0 OTHOLIEHUIO KO BCEM 3JIOYMBIIUICHHHKAM, KPOME €€

pa3zpaboTuuka.

B paborax Adam Young m Moti Yung [11], [12], [13] moka3aHO, YTO WEIBIA PsI
OOIIENTPU3HAHHBIX KPUNITOTpaPUUIECKUX TPUMHUTHBOB MOXKET OBITh MOAU(MUIIMPOBAH ITyTEM

BKJIIOUEHUSI B Telno cooTBercTByromerd nporpammel SETUP-mexannmsma. Ilpu  sTOM,

R
) B tom CMBICIIE, UTO O€3 TPOBENICHHS PEBEPC-HHKCHEPHUHTA JaXKe IKCIIEPTHI HE MOTYT JIaTh OTBET O HAINIHU
JIa3eiKku
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MOIU(HUIMPOBAHHBIE  KPUNTOCHCTEMBl ~ WUMEIOT  CHEeHU(UKAIMH,  COBMAJAIOMINAE  CO

CHCHI/I(bI/IKaI_[I/IﬂMI/I HNCXOAHBIX KPUIITOCUCTEM.

JA3ENKH B KPUIITOCUCTEMAX C OTKPBITBIM KJIFOUOM

Jlazeliku, KOTOpBIE MBI PACCMOTPUM HIDKE, UCIONIB3YIOT KPUNTOTPAQUIECKUE CUCTEMBI C
OTKPBITBIM KITIOYOM, BCTPOCHHBIC B CTaHJApTHBIE KpHUNTorpaduyeckre npuMUTUBEL. OCHOBHOE
JOCTIDKEHHE TaKOro TOJXO0Ja COCTOMT B TOM, 4To OH peanmuzyer SETUP-mexanusm 06e3
MCIIONb30BaHUS SIBHBIX KaHAJIOB YTEUKH UH(DOPMAIIHH.

Kak u pasblie, npuMepsl B HEKOTOPHIX JETalsX OyIyT OTIMYATHCS OT NMPUBOJUMBIX B

NEPBOMCTOYHUKAX, HO COXPaHAT OCHOBHYIO H/I€t0 paboThl MexaHu3Ma yiazeek [11] —[13] u ap.

SETUP-mexanu3m B nporokose Audppu-Xsmuimana

Kpartko manmomaum npotoxon duddu-Xomamana (DH) as BeIpabOTKH CEKPETHOTO KITHOYa,
WCITOJIB3YIOMIUHI NI 0OMeHa MH(pOpMaIMe OTKPBITHIN KaHai cBsi3H. [Iporokon DH ucnons3yer

JUI 3TOTO MapaMeTphl p — OONBIIOE IPOCTOE YNUCIO U g — NPUMUTHBHBIN 3JIEMEHT 10 MOAYJIIO
p . OTH mapaMmeTpbl U3BeCTHbI. JJi1 BBIpaOOTKM CEKpPETHOro kitouya k monb3oBatenu A u B
MOCTYTAIOT CJIEAYIOUIMM 00pa3oM. A BBIOMpaeT ciydailHOe YHCIO @ Takoe, 4To a< p—1 —

Pa30BbIil KJII0Y MOJIb30BaTENs A. B aHaNOrn4Ho BBIOMpaAET ciiyyaifHOe YMCI0 b — pa3oBBIN KITHOY

nonw3oBarens B. A ornpaenser B cooOmenue Buma A=g“modp, a B, B cBOWO ouepenp,
otnpasisier A cooOuieHue B = gb mod p . [lociie 3TOro KaXaplii U3 HUX MOXKET BBIYUCIIHUTH

BEITUYUHY k=4"=pB% = gab(mod p), KOoTopasi B JaJIbHEHUIIIEM MOJKET HCIIOIbh30BaThCS Kak

CEKPETHBIN KJII0Y B CHMMETPUYHOU KPUIITOCUCTEME.

PaccMoTpuM clieyromyro KJICTOCHCTEMY, BCTPOCHHYO mmoib3oBareiio A. [Tycts Y = g5,

Ile O — CEKPETHO M M3BECTHO TOJIBKO paspaborumky. [Ipu BeIpaGoTKe k; — mepBoro kiroua

CHCTEMa HCIONB3YyeT CIy4dalHOe 4YMCIO g M COOOLIEHUE, OTIPaBIsAEMOE IOJIb30BaTeNleM A,
umeer Bun A =g%. Onmako, yxke Tpu BbIpaGoTKe k, — BTOpOro Kio4ya B Ka4ecTBe

mapaMeTpa @, CHCTeMa BHIOMpaeT BenmmumHy dp =YY + H(A4))= g&l1 +H(4), rne H —

HCKOTOpAasa «Xxopomas» XSI_H—(I)YHKI_[I/IH. COOTBETCTBEHHO COO6H.[€HI/IC, OTIIPABJIACMOC
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nosb3oBateneM A, umeet Bux A, = g2 . AHATOTHUHO, TIPH BEIPAGOTKE k; — TPETHErO KITOUa B
KauecTBe TapaMeTpa a3 BbiOMpaercs BemmuuHa a3 =Y + H(Ay)= g&’2 +H(4), un t.n

3aMETUM, YTO BEJIMYUHBI @; = gai—‘5 +H(4_)= (A' 1)5 + H(A;_;) MOTryT OBbITb BBIYHCIICHBI

i
s Beex i>1 ecnu u3BecTHBl A4, Ay,... u . Takum o0pa3oMm, B cilydae MHOI'OKPATHOTIO
UCTIONB30BAHUSI  3TOTO MPOTOKOJA pa3paboTUMK, MepeXBaTHBIIUK HH(DOpPMAIHIO, KOTOPOU
0O0MeHMBaIIUCh N0Nb30BaTeNN A U B, IMeeT BO3MOKHOCTh BOCCTAHOBUTH BEJIMUUHBI dy, d3,..., A

3HAa4YUT U BCC KIIHOYU ki , HAYHMHasg CO BTOPOTO.

Takoit mpoTOKOJ UMEeT CKPBITHIA KaHasl yTeuku uHpopMmanuu. IIpoTokon npeagocrtaBinseT
WCKJIFOUMTEIIbHBIC TIpaBa pa3paboTunKy. be3 3HaHWS BENWYMHBI 0, KOTOpas H3BECTHA TOJBKO

pa3pa60TqI/1Ky, 3alada OIPCACIICHUS CCKPCTHBLIX PA30BBIX KJIIouei ap CBCACTCA K PCHICHHUIO

3ala4 JUCKPETHOTI'O norapmanpOBaHm{, KOTOpass B HACTOAIICE BpPEMA ABJIACTCA OUYCHb

CJI0KHOM 3amaueii!

BerpanBaHue 1a3eKU B aJITOPUTM FeHepalMi KJIKYeH 1JI CXeMbl
ElGamal

HanoMHUM OCHOBHBIE MJEM Ha KOTOPBIX OCHOBaHa CXeéMa IIHU(POBAHUS C OTKPHITHIM
kiroyoM Oib-I'amans. Ilycte p — Gomblioe mpocToe YUCiao U g — NPUMHUTHUBHBIN AJIEMEHT 1O

Moayiito p . CeKpeTHBIN KITtoU mojb3oBareds d , riae d < p—1. OTKpPBITHIA KITI0Y MMOJIh30BaTENs

(e,g,p), THe e:gd mod p. Jlna Ttoro, utoObl 3ammdpoBath coobmenne M (M < p),

BBIOMPACTCSI CEKPETHOE CIyyaifHOE YMCIIO k — CEKPETHBIH pa3oBBIM KIIOY, Takoe, 4yTo k < p—1.
3ateM BBIYUCIAIOTCA 7 = gk modp, u s= M mod p. HludprexcTom sBisieTcs mapa 4ucenl

(r,s). Jns Toro, utoObl mOMy4YnTh M HEOOXOAMMO BHIYUCIUTE M =5/ r? mod p.
Berpoennsiii SETUP-mexanusm paboTaer Ha »Tame BBIPAaOOTKH KIIIOUCH ajaropurMa
ElGamal. Ilycts E(.)— HeKOTOpBIA anroput™ muppoBaHHs ¢ OTKPHITBEIM Kirodom, D(.)—

COOTBETCTBYIOIIIEE OOpaTHOE MpeoOpa3oBaHUE, H3BECTHOE TOJIBKO paspaboruuky. Torma B

mpollecce TEeHepaluu KiIro4ed ainroputMma Oib-lI'amans mepBOHa4YalbHO BBIOMPAOTCS p —

0oJbIIOE TPOCTOE YUCIO W d — CEKPEeTHBIM KIIOY TMOJb30BaTeNd. 3aTeéM BBIYUCIAETCS
- . _od d

g=FE(d). Eciu g — npUMUTHBHBIA dI€MEHT mo moaymo p, 1o e=g%(modp), B

IPOTUBHOM Clly4ae BbIOMpAeTCs HOBOE d W Mpolenypa nopropsercsa. ViMes OTKpBITHINA KoY

nosik30BaTess — (e, g, p), pa3paboTUHK JIETKO MOJTydaeT ero cekpeTHsii kimodu: d = D(g).
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BerpanBanme Jia3eilKy B aJITOPUTM reHepanum kiawded RSA
SETUP-mexaHu3M MOKeT ObITh BCTPOEH U B aJITOPUTM I'eHepaluu Kirouei cxemsl RSA.

Jns BeIpaOoTKM Kitouel cxembl RSA HeoO6xonumo BeIOpaTh p,q — OoJbIINe MPOCThIE YUCIa U

ciryqaitioe mcno 1 <e<n= pq,takoe, uro HOJl(e,(n))=1. Toraa OTKpBITHIM KIHOYOM

ABIIsIeTCS Tapa (7,€), a CeKPETHBIM KIFOYOM — BEIUYHMHA d = e_l(mod p(n)).

B pabore SETUP-mexanu3ma, kak U B NpeAblaylleM ciayyae, OyAyT HCIOJb30BaThCs

HEKOTOPBIH alropuT™M MU(POBaHKA C OTKPHITBIM KiarouoM £(.) u cooTBeTCTBYIONIEE 0OpATHOE
npeobpasosanue [(.), M3BeCTHOE TOJNBKO pa3paboTYMKy. B mpomecce reHepanuu KIroueit
SETUP-mMexaHn3MOM MepBOHAYAIBHO BBIOUPAIOTCS MPOCTHIC YHCIA p U ¢ . 3aTEM BBIYUCIISICTCS

e=FE(p). Eciu HO,[[(e, go(n))zl, TO € OOBSABIACTCS OTKPBITHIM KIIIOYOM U BBIYUCISECTCS

d :e_l(m0d¢(n)), B TPOTUBHOM CcCilydae BbIOMpaercs apyroe p . Ilo oTKpbsITOMy K04y

nonb3oBatess — (1,e) , pa3paboTUrK MOIyJaeT CeKpeTHbI mapametp p = D(e).

BCTPAUBAHMUME JIABEEK B CUMMETPHUYHBIE AJII'OPUTMbI
HIMOPOBAHUSA

IIpumep 06104HOTO MIM(PPa cO BCTPOEHHOI JIa3e KOl
W3naraemast HWKE cXeMa IOCTPOCHHUS HEJETaJbHOTO KaHajla yTEeYKH HH(pOpManuu B
6mouyHoM mmdpe Oazupyercs Ha wuaesx paborel [13]. Ompenenum anroputMm OIO0YHOTO
mdpoBaHus creayrmuM odpaszom. Pasmep uapopmarmonrnoro 6moka ([14]) paBen 64 ouram.
B undopmManuoHHOro 610Ka OTKPBITOrO TEKCTa M1 4epe3 M1y 0003HAYMM CTapIuui OMT, a 4epes3
m; — mmagmme 63 oura: m=(my,my); my € Ly, m; 6233. AHATIOTHYHO Cj, U ¢; 0003HAYAIOT
crapmuii 1 63 muagmux Outa WH(POPMAIMOHHOTO OJ0Ka MHU(PTEKCTa €, COOTBETCTBYIOIIETO
. o . 7 Z63 . Z63 Z63 o
OTKPBITOMY TeKCTy m: € =(Cy,C1);Cp €Ly, ¢y €Ly . Tlyers E:Z57 x K — 7157 — HeKoTOpblii
anroput™ OnouyHoro mudpoBaHus (0e3 nazeikn) ¢ 63-OMTHHIM HHPOPMAIIMOHHBIM OJIOKOM, a
D:Zg3xK —>Zg3— COOTBETCTBYIOUIMI alroput™M pacmmdpoBanus. Torga Hamr aaropuTM
npeobpasyeT OIOK OTKpBITOro Tekcta m=(my,m;) B Onox mmdprexcra c¢=(cy,c;) 1O

CJICAYIOIIUM ITpaBUJIaM:
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&l :E(ml,k)eZ63; a=Ti(k); cy=my, @aecly;

rne 1;(k) — i-ii 6ut wmoua k, a i — HoMmep mmppyemMoro HHOOPMALKOHHOTO OJIOKA.
CoOTBETCTBEHHO, AITOPUTM paciin(HpOBaHUS UMEET BHI:
=ENc;,k)eZ83; a=Ti(k); my=c, ®acZ
my=E"(c;,k)eZ>’; a=T;i(k); m =c, ®ael,.
B T0 ke BpeMs 3HaHue i-ro 06J0Ka OTKPBITOrO TEKCTA MO3BOJISAET MOTYyUUTh i-i OUT Kiltova:
Ti(k)y=a=my, @cy,.

3uanue t 10K08 OMKPLIMO20 MEKCMA NO3605en 80CCMAHO8UMb t bumoes kaoua!

PaccMoTpeHHBIN BbIIIe anropuT™M OJOYHOTO IMIM(POBAHUS WMEET HEJETaNbHBI KaHal

yTeUKH HH(POpMaIMU, KOTOPBI BIPOYEM HE SBISETCS OE30MaCHBIM, TaK KAaK WM MOXET

BOCITOJIB30BATHCS JTI000# 3HAKOMBIN CO CTPOSCHUEM aITOPUTMA.

IIpumep moTouHOro MIK(PpPa co BCTPOCHHOM JIa3elKou

[TonaBnsromniee GOIBIIMHCTBO UCIOIB3YEMbIX Ha MPAKTHUKE MOTOYHBIX HIM(PPOB OTHOCUTCS

K pa3psiiy aaJuTUBHBIX CHHXPOHHBIX IOTOYHBIX HIU(PPOB, padOTAOLIUX 10 CXEME:!

wugposanue: pacwugposanue:
yi=xitk; xi=yi—ki
rge X; — 3HAK OTKPBITONO TEKCTa, ); — COOTBETCTBYIOMA 3HAK mudprekcra, a k; —

COOTBCTCTBYIOHII/If/'I 3HaK KJIFOYCBOI'O ITOTOKA, KOTOpLIfI BI)Ipa6aTBIBa€TC$I HCKOTOPBIM aBTOHOMHO

paborarormum  aBTomatoM (running key generator — RKG), 3akoH (GyHKIMOHUPOBAHUS U
Ha4YaJIbHOC COCTOSHUC KOTOPOIr'o OMPCACIIACTCA KIIHOYOM CHCTCMBI k, HMCIOIIUM CYHICCTBCHHO

MEHBIIINNA 00bEM OTHOCUTENIBHO 00beMa mudpyemoro cooduieHus (puc.6).

Xi i Xi
+ > () >
01KPBI71BL1 \%
k. Kana/i c643u k.
RKG RKG
A A
k 4 > }
\
cexpemiivlil
KaHa/l c853u

Puc. 6



15

B xonctpykumu tunmumuHoro RKG npuHsATO BRIIEATH YHPaBISIONIYIO YacTh (driving part)

1 KOMOMHAIIMOHHYIO YacTh (combining part) (cMm. puc.7). Ympasisiomas 4acTh 3a4aeT MePexo/
U3 OJIHOTO BHYTPEHHETO COCTOSHUS aBTOHOMHOT'O aBTOMAarta B Ipyroe M odecrneynBaeT O0IbIIon
nepuon n Xopomue CTAaTUCTUYCCKUC CBOMCTBa BBIXOI[HOﬁ II0OCIIEI0BATCIIBHOCTH.
Kom0OuHanuonHast yactb HENMOCPEACTBEHHO MPUHUMAET y4acTHE B BbIPAOOTKE 3HAKOB BBIXOJHOU
MIOCJIEIOBATEIFHOCTA M OTBEYAET 3a €€ CJIIOKHOCTh M HEIMPEeICKa3yeMOCTh, HE pa3pymias Mpu

9TOM XOPOIIUX CBOWCTB, 00€CNeunBaeMbIX yIpaBistomei yacTbio [15].

Cexpemmblii K104

Omxkpoimbiii P
mekcm I :
| I
: VYnpasnstomas I
I 4acThb :
I
. I
| I
'RKG !
| I
I
I KomOunarmonHsas :
: 9acTb :
I
Hlu¢ppmexcm v e __ { ________ ]
< <
Puc. 7

PaccMoTpuM moTOUHBIH mUQp, IEMEHT andaBuTa U CEKPETHBIN KIIIOY KOTOPOTO SIBIISIOTCS
n-OMTHBIMU clIOBaMH. B KkadecTBe ympaBisiomied yactu OyJeM HCIOIb30BaTh OJIOUHBIN
anroput™M mH(pPOBaHUS C n-OMTHBIM HWH(POPMALMOHHBIM OJOKOM H 7-OMTHBIM KIIIOUOM,
paboTaromii MO cxeMe, NPEACTAaBICHHOW Ha pHC.S. Bxogom OnouHoro anropurma
mwnuQpoBaHus SIBISICTCS CEKpeTHbI Koy k. Kirodom 0Oj0uHOro anropurma mupoBaHHs
SIBJISICTCS 3HAYEHUE €T0 BBIXO0JIAa HAa MPEbIAYIel uTepannn. HavansHpiid K104 6J109HOTO MU pa

— BBIOMpAETCS MPOU3BOJLHO (HApUMEp, HYJICBOU BEKTOD).

k
n Bx00 6n0ounozo arcopumma
Biounbiit Knrou 6nounoeo
anzopumma
AITOPUTM <
G poBaHUs

Puc. 8
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B xauecTBe KOMOMHAIIMOHHOM YacTu Oy/IeM HCIIOJIb30BATh OJHOHAMPABIECHHYIO (DYHKIIHIO.

B uactHOCTH, /U1 3TOM 1LeNM MOXHO BBIOpaTh KOHEUYHBIM aBTOMAT WM C OMHAPHBIM WU C
n-6utHbIM andaButoM. [lomoOHBIM BbIOOp MpeACTaBlseTCs BIOJIHE OMPaBIAHHBIM, OCOOCHHO

)

* (V3
Y4UUTbIBasA CJIIOKHOCTBH 3a1avuu 06paLueH1/151 KOHCYHOI'0O aBTOMATa °, KOTOPbIKM B 3TOM KOHTCKCTC

MOYKHO PacCMaTpUBATh KaK OJHOHAIIPABICHHYIO (DyHKIIHIO.

SIBHas CTpyKTypa IpeagaraéMoil MOTOYHOM KpHUIITOCHCTEMBI MpeiCTaBlieHa Ha puc.9. B
JTAHHOM CJly4ae, OJHOHAIPaBICHHAs (YHKLHS HE IO3BOJIICT NPU M3BECTHBIX OTKPBITOM H
3aM(pPOBAHHOM TEKCTAaX BBIYMCIUTH 3HAYEHUE BbIXOJA YMPABISAIOUIEH YacTU M MOJYyYUTh

3HAYCHUC CCKPETHOI'O KJIF0O4Ya MMOTOYHOM KPHUIITOCUCTEMBI.

Cexpemmblii K104

| » |

Omkpoimbiii : bounbiit :
mexem : AITOPUTM :

| muppoBaHUS |

| |

| |

| |

| RKG |

|

| [

| A |

| |

| |

| KomOnHanmoHHas 9acTh: | |

! aBToMar A :

| |

| |

Hlugppmerxcm v (N I

< D+

Puc. 9

BHyTpeHHSsIfl CTPYKTYpPa KPHUITOCUCTEMbI

B kauecTBe «OJHOHANpPaBIEHHOW» (YHKIMHM B JAHHOM KPHUIITOCUCTEME Ha CaMOM Jele
BbIOMpaeTCsl OJHOHANpaBiIeHHas QyHKUuUsA ¢ jna3eiikoil. /11 ee oOparieHus pa3pabOTUUK MOXKET
UCITIOJIb30BaTh CEKPETHBIA KIIOY, M3BECTHBIM TOJBKO €eMy. OTO OOEeCHeuMBaeT 3alluTy
BCTPOCHHOW B IIOTOYHYIO KPHMITOCHCTEMY JIa3€WKH, a CJEA0BATEIBbHO, M OJKCKIIO3UBHOIO
IpeuMylecTBa pa3paboTyMKa IO B3JIOMY JaHHOM KpUNTOCHCTeMBbI. JlaXke Mocie yCHeIHOro
U3yUEHHUs] CTPYKTYphl KpUNTOcHcTeMbl M OOHapyxeHuss B Heil SETUP-mexanusma, Tperbs
CTOpOHa HE CMOJKET HCIOJb30BaTh JAHHYIO JIa3eKy B COOCTBEHHBIX MHTEpecax, TaK Kak

HII/I(i)pOBaHI/Ie MMPOU3BOAUTCA C HUCIIOJB30BAHUEM OTKPBITOI'O KIIHO4a p33pa60T‘-II/IKa CHCTEMBI, a

* -1 .
) 1.e. mocTpoenns asromata A ', KOTOPBIii JTI06YIO BEIXOIHYIO TI0C/IEI0BATEILHOCTE aBTOMATa A mepepabaThiBacT B

COOTBETCTBYIOIIYIO BXOJAHYIO IMOCJICAOBATCIIBHOCTD.
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JUIE B3JIOMAa KpPUNTOCHUCTEMBI HEOOXOIMMO 3HATh CEKPETHBIH KoY pa3paborumka. Takum
obpazom, croiikocte SETUP-mexanu3ma omnpenensieTcss CTOMKOCTBIO MCIOJb3yeMol (PYHKITUN

H_II/I(i)pOBaHI/IH C OTKPBITBIM KIIFOYOM.

B kadecTtBe opHOHampaBieHHOW (QYHKIHMEW C JA3eHKOW TMpeiaraeTcs HCIOJIb30BaTh
MaJIOU3BECTHBIM aJIrOpUTM IIU(PPOBAHHUA C OTKPBITBIM KIIOYOM, OCHOBAHHBIH Ha KOHEYHBIX
aBToMaTax, Ha3biBaeMbli FAPKC (Finite Automaton Public Key Cryptosystem). B ocHoBanuu
TaKUX KPUITOCHCTEM JIeXKAT 3a7a4ya 0OpaTUMOCTH KOHEYHOI'O aBTOMATa U 3a7a4a JIEKOMITO3UIIH
KOHEYHOTro aBTomara. M Ta m apyras 3ajada B HACTOSIIEE BPEMSI CUMTAIOTCS BBIYUCIUTEIHHO
CIO)KHBIMA. OCHOBHasi HJesl HOJOOHBIX KPUIITOCUCTEM COCTOMT B TOM, 4YTO LIM(pyemas
uHpOpMaLUs TOCTYNMaeT Ha BXOA OOpPaTUMOro KOHEYHOro aBTOMaTa, KOTOPBIM sBIsSeTcs
KOMITO3UIIMEH HECKOJBKUX TIPOCTHIX OOpaTHMMbIX KOHEYHBIX aBTOMaroB (cM. puc.10). s
pactumdpoBkr 3amupPOBAaHHON HHPOPMAIIMKM HEOOXOJMMO TOCTPOUTH ABTOMAT, OOpPATHBIM
mudpyromemy. OnHaKo, €cau He 3HaTh €ro JIEKOMITO3UIMK Ha IIPOCTHIE, 3a/1a4a ero o0palieHus
OKa3bIBAETCsl BBIYMCIUTEIBHO CIIOKHOW. Takum 00pa3oM, OTKPBHITHIM KJIFOUOM KPUITOCHCTEMBI
ABisieTcss MUQpyommil  aBToMaT-KoMno3unusa. CeKpeTHbIM KIIOUOM SIBJISIETCS  OOpaTHBIH
aBTOMAT, KOTOPBIN JIETKO CTPOUTCS, €CJIM M3BECTHBI MPOCTHIE aBTOMATHI, BXOJSIINE B COCTaB

mudpyromiero aBromara (puc.11).

1 I 1 1
1 I 1 1
: ABToMaTt A4, I : ABtomar A4 1'1 |
| | : A |
| I 1 1
I A | : :
1

: ABTomar A, i | ABToMar A4, i
1 1

1 1 1 A 1
| Hlugpyrowuii . O6pammbiii
: asmomam : : asmomam :
S S : S S :

\Z
Puc. 10 Puc. 11

BnepBeie Takas kpuntocuctema Oblia mpeactaBieHa B 1985 1., HekoTopeie ee
monupukanuu ObUTM omyOnumkoBanel B 1986, a 3arem, B 1995 r. [2], [9], [10]. SBussce
norounsM mudpom, FAPKC He TpebyeT pazOuenns oTKpeITOro Tekcra Ha 010ku. Kpome toro,

OH MMEET BBICOKYIO CKOPOCTh (MHOTO BHIIIE, 4eM y RSA) 1 npocT B peanuzamum.

Jlyist B3JI0Ma TMOCTPOCHHOW MOTOYHOW KPUMITOCUCTEMBI PACCMOTPHUM CHadasia €€ CKPBITYIO
ctpyktypy (puc.10). [loHsaTHO, 4TO pa3pabOTUMK 3HAET COOTBETCTBYIONINE OOpaTHBIC aBTOMATHI

s pacmnpoBaHus A4 D u Ay ', Ux moxno nerxo NOJY4YHUTh M3 aBTOMaToB A Hu A,
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SIBJISIFOITUXCSI CEKPETHBIM KIIFOUOM JIJIsl Halled Jlazeiiku. Takum 00pa3om, €Clid U3BECTHBI XOTS
OBl J1Ba TOJAPS CTOSIIIUX N-OUTHBIX OJIOKOB OTKPBITOIO TEKCTA, CEKPETHBIM KIIOY IMOTOYHOU

KPpHUIITOCUCTCMBI HAXOAUTCA € ITIOMOIIBIO aJITOPpUTMa, IPUBCACHHOI'O HA pHUC. 12.

Cexpemmubiii

KIOY
I 1
Hszeecmuoiii : - I
omKpbIMbiL i | Biiounslii anroputm |
| < l
mexcm | mmdpoBanus |
: A l
| |
| |
| I l
| ABromar A :
| A |
| |
| -1 |
| ABTomar A, |
| A |
| I
| |
Hzeecmmblii e !

wugpmexcm v

>
N
Puc. 12

TecTupoBaHME CTATUCTUYECKUX CBOMCTB KPUNITOCUCTEMBI

RKG B morounsix mmdpax IOMKEH BecTH cedsi MakCUMalbHO TOJOOHO TIeHepaTropy
UCTUHHO CIIydyalHbIX THOcieqoBaTesbHOCTed. I OLIGHKM KadecTBa BBIXOJHOW KIIIOUEBOU
IOCJIEI0BATENbHOCTH, BbIpabareiBaeMoil HammMm RKG, Bocmonpzyemcss MakeToM Hporpamm,
pexomenayembiM HarmonansusiM MHctutyToM CranpaproB u Texnomoruit CILIA (NIST) s

OIIEHKHU Ka4yecTBa MCEeBAOCITYUYalHbIX MOcae0BaTebHOCTEH [16].

B pe3ynprare  MHOTOKpPAaTHOTO  TECTHUPOBAaHUS  YCTAaHOBJIEHO, YTO  BBIXOJHAs
nocienoBarenbHOCTh RKG Bcerma mpoxoauT TecTupoBaHue, T.€. 4TO Mo Kputepusam NIST
MONy4Yaroliascs BbIXOAHAs mocienoBatenbHocTh RKG  Hamero morounoro  mmudpa
CTaTUCTUYECKM HE OTJIMYAETCS OT CIy4allHOM IIOCIE€OBATEIbHOCTH M, CIEA0BATEIbHO,
MOCTPOCHHAS IOTOYHASI KPUTITOCHCTEMA CO BCTPOCHHOM JIa3eHKOU ¢ (hopmanvHou mouxu 3penust
YAOBJIETBOPSET 3TOMY KPUTEPHIO CTOMKOCTH MOTOYHBIX KPUIITOCUCTEM.

Takum o00pa3oM, B JaHHYIO MOTOYHYIO KpUNTOCHCTEMY Oblla BCTpOEHA Ja3eika C
yHuBepcanbHoi 3amuToi (SETUP-mexanu3M), OCHOBaHHAas Ha OJHOHANPABIECHHOW (yHKITUH

muppoBaHUU C OTKpBITBIM KimrodoM anroputMa FAPKC. TlpoBeneHHOe 10 yKa3aHHBIM
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KPUTEPHUSIM TECTHPOBAHUE AITOPUTMA ITI0Ka3ajo, 4TO pa3paboTaHHAas KPUIITOCUCTEMa HMEET
dopManbHO XOpomMe KpHUNTOrpaguyecKue XapakTePUCTHKH M C OTHX TO3UIMH MOXKET
CUHTAThCA JIOCTaTOYHO KauecTBEHHOM. O/HaKo, 3HaHME CEKPETHOIo KIF04a, HEOOXOIUMOro JJis
oOpamieHuss OJHOHANPABICHHOW (YHKIMM IMHU(POBAaHUS, TIO3BOJSET CBECTH CIO0XXHOCTb

HaxXO0KACHUA CCKPETHOT'O KJIF0Ya IMOTOYHOM KPpHUIOITOCUCTCMBI HA HCT.

BuiBOaLI

Berpoennbiii  SETUP-mMexaHM3M — MOJIHOCTBIO  KOMIIPOMETHPYET  paccMaTpUBacMble
KPUITOCUCTEMBI TI0 OTHOILLIEHUIO K €€ pa3padoT4yuKy (IpUYEM, TOJIBKO 10 OTHOLIEHHUIO K HEMY).
OTH aTaku TpeOYyIOT €AMHCTBEHHOTO BMEILATENbCTBA B KpUnrocucreMy. OCOOEHHYIO OIACHOCTh
npeactaBisitoT SETUP-mexanu3mbl 11 smart-kapT, T.K. T€HepalMs KIH4ed B HHMX BCernaa
OpoMCXoauT Oe3 ydacTusi mojb3oBareis. B ciydae ¢ OnouHbIME mMdpamMu MOXHO TaKke
UCIIOJIBb30BaTh KaHajbl yTEUKH, pabOTarolle MpU TeHEepaluu U Iepefadye TaK Ha3blBa€MbIX

Initial Vectors, kotopsie ucnonb3ytorcs B pexxumax OFB, CFB, CBC [14].

MHorue pa3paboTYMKM KpUNTOTrpaQUUECKUX IPOTOKOJIOB CUUTAIOT, YTO XOPOILIUM
IPABUJIOM SIBJIIETCS BCTPaWBAHHME BHYTPb CaMHUX IPOTOKOJOB MEXaHU3MOB CIydyallHOCTH (T.€.
JTATYMKOB CIy4daHbIX uncel). Ho ecnu ycTpoiicTBo mmdpoBaHus BeiOMpaeT ""cirydaiinbie yncia'
CaMOCTOSITENIbHO, TO, KaK OBLJIO TOKAa3aHO BHIIIE, pa3pabOTYUKy KPUINTOCUCTEMBI HE COCTABIISIET
6OJIBIJ_IOF0 TpyAa OpraHnu30BaTh CKpBITI:IfI KaHall.

OO01ue peKoMeHIaIHH:

1. Ilepen ucnonb3oBaHUEM KPUOTOrpaUUYECKOr0 MPUMHUTHUBA, €r0 CTPYKTypa AODKHA
OBITh TIIATEIbHO M3y4YeHA U oleHeHa. Henb3s 6e30roBOpovHO J0BEPSTH amnmapaTHbIM
KOMIIOHEHTaM C 3aJaHHOU crneuudukaimeit (HeoOXoanuMa MpoBEpKa pealu3aluu Ha
COOTBETCTBHE CIEMU(UKALNK, a TaKXKe H3ydeHHe camoil crnenudukanuun). Jaxe
MPOTpaMMHBIE peaTN3allud MOTYT OBITh OMAacHbI, OCOOCHHO, €CJIM MCXOTHBIX KOJ H
JOKYMEHTaIus pa3paboTyuKa HEAOCTYIHBI AJIsl IPOBEPKHU.

2. IIpoxoxzaeHue TECTOB MO (QOPMAIbHBIM KPUTEPHUSIM HE TapaHTUPYET OTCYTCTBUS
CKPBITBIX JIa3eeK B wHccieayemMoil kpunrtocucreme. Ilo-BumuMmomy, st ar000ro
(buKcUpOBaHHOTO Ha0Opa KPUTEPHEB MOXKHO MOCTPOUTH KPUITOCUCTEMY C JIa3eilKoii,
KOTOpasi, TeM He MeHee, OyAeT YIOBIETBOPITh 3TUM KPUTEPUSIM. B yacTHOCTH, HENB3s
NpUHHUMAaTh PCHICHUC O NOBCPUHU JIUIL HAa OCHOBAHUU OGI.HPIpHOFO CTaTUCTHUYCCKOI'O
HCCIEAOBAaHMUSA, TaK KakK OHO HE SBIIETCS aJIbTEPHATHBOM H3YUYEHHUIO CTPYKTYPBI

CUCTEeMbl W €€ peanu3zauud. TakuM oOpa3oMm, A aHaiau3a KPUOTOCHUCTEMBI
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HEJ0CTaTOYHO (OpMajbHOW MPOBEPKH, a HEOOXOIMMO IPOBEAECHHE KOMILIEKCHOTO

aHaJIM3a ee CTPYKTYPHI C IPUBJICUEHUEM CIEIIMATUCTOB B 00JIaCTH KpUNTOrpaduu.

3.  Xopouryro 3aliUTy OT HaJIM4YMs CKPBITBIX JIa3€€K B KPUNTOAITOPUTMAX JaeT
KOMITIO3UIMS (KacKaJupOBaHUE) KpUIITONpeoOpa3oBaHUil, UMEIOIIUX MPOUCXOKICHHUE

U3 pas3IMYHbIX HCTOYHHUKOB.

4.  BakeH KOHTPOJb 3a CIy4ailHOCTHIO, HEOOXOIUMO OTIMYATh €€ OT TICEBIOCTYYaHOCTH.
Tax coBeplieHHO HEOOXOAMMO, YTOOBI AITOPUTMBI BBIPAOOTKH CIy4YalHBIX BEJIWYMH,
UCTOJNb3YEMBIX B  KPUNTOTpaQUUECKUX MPUMHUTHBAX, OBUIM  OTKPBITHl  JUIS
MOJI30BAaTENsl. DTO MO3BOJIUT CPABHUTH UMEIOIYIOCS pealln3alluio C 3asBieHHON. Eciau
UMeeTCsl MporpaMMHOe obecriedeHne sl BHIPAOOTKU KIIIOUeH — OHO JIOMKHO OBIThH
aOCOJIOTHO HAJEKHBIM W JOBEPEHHBIM. B ciyuyae smart-kapT XOpPOIIUM BBIXOJOM

OyZAeT BO3MOXHOCTb UCIIOIb30BATh IOCTOPOHHUM HCTOYHMK CIyYalHBIX YHCEIL.

5. Jly4imre eciy UCTOYHMK CIyYalHOCTH, TEHEPATOP KIIFOYEH U alITOPUTM, UCIIONb3YOIIUN
UX — TPH pa3eibHbIX KOMIOHEHTHI. [Ipy 3TOM HCKIIOYeHa BO3MOXHOCTh UX 00X0[a,
CaMM OHHM — U3 HaJIe)KHOTO MCTOYHHKA, a KaHaJbl, CBA3BIBAIOIINE MX, HE JOMYCKAIOT
yTE€UKy UH(OpPMAIIHH.

6. Haubonee Hane)XHBIM SBJISIETCS BapUaHT HUCIOJIB30BaHUS COOCTBEHHOH peanu3aliu
KaKOro-mu00 OOLIENPUHATOTO alroOpuTMa, TaK KaKk HE MOXET ObIThb HUKaKUX TapaHTHi

OTCYTCTBUA HCAOKYMCHTHPOBAHHBIX BO3MOXKHOCTEH B CTOpOHHCfI pcain3anuu.
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