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B nacrosmee Bpems mudposbie BoasHble 3Haku (L[B3) mmpoko MCHoONB3yOTCS Ui 3aIIUTHI
MyJbTUMEINA-TaHHbIX. [IB3  MO3BOJIAIOT  mpeaynpeauTh  Kpaxy  HHTEIUIEKTYaJbHOMU
COOCTBEHHOCTH, a, €CJIM 3TO MPOM30MIET, T0Ka3aTh CBOM IpaBa Ha ee BlajJcHHe. B maHHON
obnmactu creraHorpauu TPOBOAUTCS OOJIBIIIOE KOJIWYECTBO aKaJIEMUYECKUX HCCIEIOBAHUM,
pa3zpaboTaH IeNblid psj TeopeThdeckux wmojeneid [1]. Yke HECKOTbKO JIET TEXHOJIOTHH
BHeapenus LIB3 B craTnueckue n300pakeHus UCTIONIB3YIOTCS B OM3HECE.

[Tpumenenne [IB3 mia zammrter 1O (software watermarking) mmeer cBOIO cCHEIUQHKY,
CBSI3aHHYI0O B IIEPBYIO OdYepelb CO CBOWHCTBAMHM HOCUTENS HWHQPOpMAIMM, a TakKkKe C
IpeIbBIIEMBIMU TPEOOBAHUSAMU K IOMEUEHHOMY KOHTEiHepy. B 1enoMm, nanHoe HampaBieHue
creraHorpaguu sIBISETCA €Ile OYeHb MOJIOJBIM: CEpPbE3HBbIE TEOPETHUECKUE OCHOBBI OBLIH
3ajoxeHsl Juib B 1998 rony, a nepBas popmanbHas Mozaens onmyonukoBaHa B 1999 roay [2].
Tem He MeHee, YK€ CErOAHs B IPOMBIIUIEHHOCTH HPHUMEHSIIOTCS pa3iM4YHblE TEXHOJIOTHH,
no3BoJisttomue BerpanBats [IB3 B I10 [6,18].

B mepBoif yacTH cTaThU paccMaTpHUBAIOTCS OOIIME MOHATHUS, HCIOJIb3YeMbIe Ul OMHCAHUS
Pa3IUYHBIX TEOPETUUECKUX MOAXO0I0B K ucmoisb3oBanuio [[B3 B I1O. Bropas yacts nocssuieHa
CYIIECTBYIOIINUM U pa3pabaTeiBaeMbIM TexHoJoTussM BHeapenus 1[B3 B [10. Hakoner, B TpeTbeit
4acTH aHAIM3UPYIOTCS IPEUMYILECTBA U HEOCTATKH PACCMOTPEHHBIX CHCTEM.

1. BBeaenue

3amauy BHeapenus LIB3 B I1O moxHO chopmynupoBats cienyromum odpazom. Heobxomumo
BCTPOUTH CTPYKTYpPY AaHHbIX W B mporpammy P Tak, yTo0sl W MOXHO ObUIO OOHApYX HTh B P 1
U3BJICYb W3 Hee, Jaxe ecau P monBepriiach HEKOTOpOW Mojudukanuu (TpaHchopmaru,
ONTUMU3AINY, yIaKkoBKe M T.1.). IIpu aTom cTpykTypa W MOXXeT MMeTh OOJBLION pa3Mep H
JOJDKHA OBITH pa3MelieHa B P CKpBITHO; porpamma P ¢ yxe BCTpOeHHOH W He J0JKHA TepsTh
B IPOM3BOJUTENBLHOCTH, a W noikHa o0nagaTh MaTeMaTHYECKUM CBOWCTBOM, MO3BOJISIOLINM
YTIBEPXKAATh, UTO €€ HAIM4KE B P ABJSETCS pe3yabTaTOM NPEAYMBIIUIEHHBIX JEHCTBUM.

Cnenyer OTMETHTh, 4YTO  OOJBIIOE  MPAKTUYECKOE  3HAUYEHHE  HMEIOT  CHUCTEMBI
uaeHTUGUKaMOHHBIX HoMepoB  (digital fingerprinting). B Takux cuctemMax Kaxbli
BHezApsiemblit LIB3 sBisieTcst yHukanbHbIM. [IpuMeHenne «u@poBbIX OTHEYATKOB MajbIEB» Ha
MIPAKTUKE TO3BOJIAET HE TOJIBKO J0Ka3aTh MPaBO COOCTBEHHOCTH HA MPOTPaMMHBIN MPOAYKT, HO
TaK e UISHTHU(PULIUPOBATH TOTO KIUEHTa, KOTOPbII y4acTBOBAN B CO3JIaHUM NMUPATCKOM BEPCUU
IIPOJIyKTa UJIU JOIYCTHII YTEUKY CBOEH KOIHUHU.

Baxno 3ameruts, uto 1IB3 1 uaeHTH)UKAIMOHHbIE HOMEPA MOKHO BCTPAaWBATh HE TOJBKO B
NPOTPaMMHBII TPOAYKT LEIUKOM, HO TaKKe B €ro OTAEIbHBbIE MOAYIH. DTO 0COOEHHO
aKTyaJbHO B CIIy4ae pacIpOCTpaHEHUs OTPaHUYCHHBIX KOH(pUTyparuii npoaykra [17].



Hcropuuecku npaktuka ucnonb3zoBanus [[B3 cBs3zaHa ¢ 3amuTol mporpamm, HallMCaHHBIX Ha
s3pike Java. Llenbrit psn panaux pa6ot [4,5] nocesimieH pa3padotke cucteM L[B3, BcTpanBaembIx
B OaiiT-kon Java. Kak cienctBue u cerogHs 0ojbliasi 4acTh MPAKTHUECKUX peasn3aluil CUCTEM
1IB3 co3maercs mis cpenst Java Virtual Machine (JVM) [11].

1.1. Araku Ha cucremsl IIB3 B 110

Cornacuo [2] sddexTuBHOCTh T1000# cTeraHOrpagUUEcKO CHCTEMBI 3aBHCHT OT pasmepa
BCTPAaWBAaEMBIX JAHHBIX (TO KOJHMYECTBO HWH(POpPMALMU, KOTOPOE MOKHO pa3MECTHTh B
KOHKPETHOM KOHTEWHEpE), CKPBITHOCTH (XapaKTepU3YIOIIeH, HaCKOJIbKO BHEIPEHHBIC JaHHBIC
HE3aMEeTHBI I HaOmromarens) U THOKOCTH (OMpPENeNsomeld CHOoCOOHOCTh 3amoJIHEHHOTO
KOHTEHMHEepa MPOTHUBOCTOATh aTakaM MNPOTUBHUKA). CreayeT OTMETUThb, YTO IEPEUYHCICHHBIC
BbIIIIE CTEraHOTpaUUECKUE XapaKTEePUCTHKH 3aBUCAT Ipyr oT npyra. Hampumep, ruOKocTb
CHCTEMBl MOXHO YBEIHYUTh, €CIIM 3aJeHCTBOBATH OOJbIIee YHCIO H30BITOYHBIX OHTOB
KOHTelHepa (BIJIOTh O TOTO, YTOOBI BCTpaMBaTh OJHO M TO YK€ COOOIIEHHWE HECKOJIbKO pas),
OJTHAKO 3TO MPUBEAET K CHIDKEHHIO MPOMYCKHOM CTOCOOHOCTH.

UtoObl ompenenuth APGeKTUBHOCTH cucTeMbl [[B3, HeoOxomumMo 3HaTh, Kak OHa
IPOTHUBOCTOUT pasziauuHbIM THnaMm arak. Cuwmrtaerca (st cucrem 1IB3 B mynpTUMenua-
KoHTeiHepax [19]), uro He cymecTByeT cucteMbl 1[B3, KoTopasi MOXXET IPOTUBOCTOSATH BCEM
tunaMm arak. Hmwke Oyzmer Takke paccMOTpEH BONPOC O HEBO3MOXKHOCTH CO3JaHHS
npeoOpa3oBaHus, KOTOPbI Obl Mor TpaHchopMHpoBaTh 3amosiHeHHble [IB3 KoHTeiiHepsl u
JienaTh UX CTOMKUMHU KO BCEM BO3MOKHBIM aTakam [16].

[Ipu panpHEWIIEM PacCMOTPEHMM DPA3UYHBIX CIIEHAPUEB aTaK HCIOJB3YIOTCS CIEAYIOIINe
ob6o3HadyeHus. Anuca BctpauBaeT LIB3 W B 00bekT O ¢ momotipio kitoya K, a 3areM npojaaet O
boOy. Ilepen tem, xak bo6 cmoxer npogare O Jlyrnacy, oH nojkeH yoeautses, uro LIB3 W
cran «Oecrmojie3HbIM». B mpoTHBHOM ciydae AJmca CMOXET J0Ka3aTh, 4YTO €€ IIpaBa
COOCTBEHHOCTH Ha 00BbeKT O ObuM HapyIIeHs! (puc. 1).

Puc. 1. Annca co3naer oobext O’. Jlnst aToro ona BerpauBaer LIB3 W B 00bekT O ¢ nmomomibio cBoero kmoyva K.
Ha Bropom mare bob xpager xonmto O’, Ho Yapne3 m3Biekaer W u3 O’ u, Takum o0pa3oMm, JA0Ka3bIBaeT, 4yro O’
MIPUHAANIEKUT ATHCE.

Taxum 06pa3oM, CyIIECTBYIOT CIIEAYIOIINE aTaku Ha cucTeMbl L[B3:

* Artaka, HamnpaBieHHas Ha yaajdenue LIB3. Eciu Bob cmoxer ompenenuTh Hanuyue U
Mecrononoxenue [IB3 W, on MoxxeT nonbITaThes yaanuTh (u3Bieub) W u3 0. JlanHas ataka
OyzeT ycreurHoi B TOM cliy4ae, eciau 0ObeKT, MoNyduBIIniics nocne yaaienus LIB3, Oyner
MO-TIPEKHEMY MPEJICTABIATH IIEHHOCTH 11si booa.

* Araka, HamnpaBieHHass Ha HckakeHue IIB3 (B tepmunosornu [1] — reomerpuueckas
ataka). Ecmu bo0 He MoxkeT onpenenuts MecToHaxoxaeHue 1[B3 W, Ho MokeT kakuM-1mu00
obpa3om TpaHCPOpMUPOBATH OOBEKT O, TO OH MOKET MOMBITAThCS U3MEHUTh O TaK, YTOOBI
Anuca He cMoryia ompefenuth Hamuuue W B TpanchopMupoBaHHOM oObekTe O. ATaka
OyIeT yCHemrHoW, eciu MOIUPUIIUPOBAHHBIM O0BEKT () TO-MIPEKHEMY MPECTABIISET
LEHHOCTH 1 booa.



* Artaka, HanipaBlieHHas Ha go0aBJienne LIB3. o6 MoxxeT nmonbITarbest BCTaBUTH B 00bEKT O
cBoif cooctBennsiii 1IB3 W’ (mmm Heckonpko Takux L[B3). Araka Oyner ycremmHoH, eciu
boOy ynacrcs mepesammcats L[B3 W, BcraBnenHslii Anmcoit (crmemoBatenbsHo, L[B3 W
OoJbIIIe HENMB3sl Oy/AET Paclo3HaTh), WM BCTAaBUTH CBOW coOcTBeHHBIN [[B3 W’ Tak, 4To0BI
Anuca He cMorJIa Jjokas3artb, uto ee [[B3 W Obl BcTpoeH paHble.

* Araka crosopa. JlaHHas araka HMEET CMBICI B OCHOBHOM JJsi CUCTEM
UACHTU(UKAIIMOHHBIX HOMEpPOB, Tle Kaxablii BcTpamBaemblii [[B3 yHukanen. Araka
nojapazymeBaer, 4tro boO mombiTaeTcs coOpaTh HECKOJIBKO KO MOMEYEHHBIX OOBEKTOB,
CpPaBHUTh MX W MpOAHAINW3UPOBaTh. ATaka OyAeT YCIEUIHOW, eciu B pe3yibrare boOy
yIacTesl Co3/1aTh «aOCOMIOTHO YUCTBIN» 00bekT 0. Cienyer OTMETUTh, YTO B JJAHHOM aTake
MOT'YT MPHUHHUMATh y4acTUE HECKOJIBKO INPOTUBHUKOB, UMEIOUIMX CBOU ITOMEYEHHBIE KOIHUU
o0bekTa 0. B pabote [1] moka3zaHO, YTO TEOPETUYECKHU aTaka CroBOpa, KOT/a KOJIMYECTBO
aHAJTM3UPYEMbIX TOMEUYEHHBIX OOBEKTOB CTPEMHUTCS K OCCKOHEYHOCTH, BCETJa YCIEIHA.
Tem He MeHee, Ha NMPAKTUKE NMPOTHBHUK YacTO OTPAaHMYEH SKOHOMMUYECKUMHU U JIPYTHMH
bakxTopamu.

HNanee (puc. 2) mnpuBeneHa CTaHJapTHas CX€Ma, WIUIIOCTPUPYIOLIAs pa3n4yHble THIIbI
yCIIEUIHBIX aTak Ha cuctemsl [IB3.

Yapnbs

Puc. 2. Bropoii mar mnirocTpupyeT yCIeNHyIo aTaKy, HanpasieHHyto Ha yaaienue LIB3. bob ycremno ynanser
W u3 xonreitnepa O’. Tperuil mar AeMOHCTpUpPYET YCHENIHYIO aTaky, HampasieHHyo Ha nobdasienue L[B3. bob
nobasisier HoBble LIB3 W; u W, u, Takum obpasom, 3atpyauser padory Yapib3a, KOTOpBIi meitaercs u3Bieds L[B3
W u nokazaTh npaBo COOCTBEHHOCTH AJHCHI. YeTBEpTHIil Mar WITIOCTPUPYET YCIICIIHYIO aTaKy, HAPaBJICHHYIO Ha
nckaxxenue 11B3. Ha nsitom mare Yapias3 nertaercs n3sneus LIB3 W n3 tpanchopmupoBanHoro coodmenus. Emy
60 BooOIe He yraercs u3Bieus 1[B3 u3 O’’, mubo oH n3BiekaeT uckakeHusiid [[B3 W

OTnenbHOr0 pacCMOTPEHHMsI 3aCiIyKMBAaeT aTaka CroBopa. bosbllioe BHUMaHHE K CHCTEMaM
UACHTU(PHUKAIIMOHHBIX HOMEPOB 00YCIOBIIEHO UX OTPOMHBIM MTPAKTUYECKUM 3HAUCHHEM, TaK Kak
yHuKanbHble 1[B3 mMo3BONAIOT HE TOJNBKO JOKa3aTh MPaBO COOCTBEHHOCTH, HO M OTCIEIHUTH
BIaAenbpla-Hapymutens. Ha cinemyromem pucyHke (puc. 3) mpelacTaBl€Ha CXeMa YCIEHIHOU
aTaky CroBOpaA.
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Puc. 3. Ha nepBom mare Ajrica co3aetT HeCKOIBbKO Bepcuii O, Kax/ast U3 KOTOPBIX COJICP)KUT YHUKabHbIH [[B3,
HanpuMep, cepuiHslii Homep, F. Ha Bropom miare boOy ymaercst ycriemrHo NMpoBECTH aTaky croBopa (CpaBHHTh
00bexTHl O, 07 1 03, ynanuts 1{B3) 1 OMy4IUTh «4NCTHINY» KOHTEHHED.



1.2. IloBbimienue ycroitunsoctu LIB3 B I1O

CymecTByeT 1enblii psin npeoOpa3oBaHuil (puc. 4), MO3BOJISIIONIUX YBETUYUTH CTOHKOCTH
cucremsl 1IB3 k onpeneneHHomy Tumny arak (tamper-proofing transformations). B HexoTopbIx
cllyyasix B KayeCcTBE TaKUX IpeoOpa3oBaHUI BBICTYMAIOT CKPBIBAIOIIME MpeoOpa3oBaHus
(obfuscating transformations).

Crnemyer OTMETHTD, YTO CKPBIBAIOIIUE MPEOOPA30BaHUS UCTIONB3YIOTCS YKe 04eHb AaBHO. OHU
MIO3BOJISIIOT  YCJIOKHUTh AaHAJINW3 NpOrpaMMmbl (AMHAMMYECKUNH — OTIAAKYy, CTaTHUECKUH —
mu3accemOnupoBanue). OcTtpas MOTPEeOHOCTh B CO3JAAHMM  CKPBIBAIOLIMX  IPOrpaMM-
npeoOpazoBareneii (obfuscator) BO3HHMKIA C TIOSBICHHUEM SI3BIKOB, KOMIMIUPYIOUIUXCS B
MIPOMEXKYTOUHBIA KOJ Ul BUPTyaJlbHOW MamuHbl. Hanpumep, Java g JVM u .NET-sa3b1k0B
st NET Framework. CkpeiBaronuii mpeoOpa3oBarenb MOXKHO paccMaTpuBaTh, Kak
KOMITWJISITOP, KOTOPBII HAa BXOJI€ MOJIy4aeT KaKyro-TO IporpaMMmy P, a Ha BBIXOJIE€ BbIA€T HOBYIO
nporpammy P’, xotopasi coxpaHseT (PyHKIMOHAIBHOCTH P, HO ¢ HEKOTOPOH TOYKH 3pEHHS
ClIOXHee sl ucchenoBanus (artaku). B pabore [16] mokazaHo, 4To naxe C caMod Manoi
CTETEHbI0  (opManu3alii  HEBO3MOXXHO  TEOPETHYECKH  IOCTPOUTHh  CKPBIBAIOIIEE
npeoOpa3oBaHue, KOTOpoe Obl MpEeBpallaio HCXOAHYIO HporpaMMmy P B «UYEpHBIA SITHK»
(BKiIIOUAs CKphIBaloOIIME TNpeoOpa3oBaHMsi, KOTOPHIE BBIYHCISIOTCS HE O00s3aTeNbHO 32
MOJITHOMHUAJIBHOE BPEMSI, HE MOJHOCTHIO COXPAHSIOT (PYHKIIMOHATBHOCTh UCXOJHOM MPOTrPaMMBI
P v oAXOAAT TONBKO JAJIsl ONPEJCICHHBIX MOJIENel BeiunciaeHuit). TeM He MeHee, Ha MPaKTUKe
CKPBIBAIOIIME TTPEOOPa30BaHNUs TIO3BOJISIOT HECKOJIBKO MOBBICUTh YCTOWUMBOCTE cucteM 1[B3 k
OTPEJCIEHHBIM BHJIaM aTakK.

3ameTuM, 4TO (POpMaIBLHOE OINpPENIEICHUE CKPBIBAIOIIErO Mpeodpa3oBaHus U Kiaccupukanus
Takux npeoOpa3zoBaHuii nanel B pabote [8]. bonee moapoOHO ckpbIBarolue mpeoOpa3zoBaHus,
akTyanbHble B KoHTekcTe cucteM LIB3 B IO, Oymyr paccMmoTpeHsl nanee (Ipu ONMMCAHHH
cratuueckux 1{B3).

Ectp Takke wenblii kimacc mpeoOpa3oBaHUM, HE SABISIONIMXCS —CKPBIBAIOLIUMH, HO
MO3BOJISIONIMMHU YBEJIMYUTh CTOHKOCTh cucteMbl [[B3. Takue mpeoOpazoBaHus Tak ke OyayT
pPaccMOTpPEHBI B COOTBETCTBYIOIIEM pa3zjiesne (Mpu onucaHuu AuHamudeckux [[B3).
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Puc. 4. Ha BTOpOoM miare Anmca npumensier npeodpaszoBanue 7, mosblmaroniee croiikocts 1IB3 W k arake c
uensto ynanenust 1IB3. Tperunii mar neMoHcTpupyeT HeyaadHyro ataky boOa, KOTopelii mbITancs yaamutb W us3
JIOTIOJTHUTENEHO 3alIIeHHOro ¢ moMomeio 7 xoHTeitHepa OQ’’. B pesynbrate Bo6 momyumn oO0vekt O’’’, He
samuineHHs 1{B3, Ho Taxke U He IPEACTaBIIAIOIMA HUKAKOW IEHHOCTH.

IIpu paccMoTpeHuu Toi mnm WHOW cucteMbl BcTpamBanus L[B3 B I1O HeoOxomumo Taxke
YUUTHIBATh BO3MOXKHBIE TPE0Opa30BaHMs, TIO3BOJISIIONINE TOBBICUTh CTOMKOCTh JaHHOW CUCTEMBI
K KAKOMY-TO OIIPEIEIIEHHOMY BUY aTaK.

1.3. ®opmanbHas moaeab BcrpauBanus [IB3 B 110

®opmanbHas MaTematuueckas monenb [[B3 B I1O 6puta moctpoeHa u omy0nukoBana B 1999
rony B pabore [2]. 3amerum, uTo oOmas MOJENb CTEraHOTPaUUECKON CHUCTEMBI,
npencraBieHHas B [ 1], ciumrkom croxkaa s cucteM [[B3 B T1O u He oTpaxaeT ux cneruuky.
[TpuBenem ocHOBHBIE NOJIOKEHUS (hopManbHON Mozenu BerpauBanus LIB3 B [10.



Onpenenenune 1 (IIB3). [Iycts W - 510 MHOXECTBO cTpyKTyp AaHHbIX (LIB3), a p — npeaukar
takoid, uro Lw W : p(w). p u W BeIOUparOTCs Tak, 4TOOBI BEPOSTHOCTh p(X) ISl CTy4aifHOTO
x [JW 6bu1a mana.

Onpegenenune 2 (Ilporpammsr). Ilycts P — MHOXeCTBO nporpaMM. P - 3to nporpamma P UP
c BctpoeHHsIM B Hee LIB3 wUW. Ilycte dom(P) — HabOp BXOJHBIX 3HAYCHHH, KOTOpbIE
npuHuMaer nporpamma P. Ilycte out(P,/) — BBIXOAHBIE 3HAYEHUS Mporpammbl P mpu
BXOJHbIX 3HaueHusx [ . Ilycte S(P,I) - BHyYTpeHHEE COCTOSIHUE HpOrpaMMbl P (3JeMEeHT
MHO>KECTBa BCEX COCTOSHHMM §) mpu BXOAHBIX 3HaueHusix [, a |S(P,I)| - pa3mep a3TOrO
COCTOSIHUS.

I'mbkocts LIB3 w, BcTpoeHHOro B mporpaMMmy P, omnpelensercs B TEpMHUHAX aTak, KOTOpbIE

MOryT OBITh HpeANpUHSATHl NpotuB P . Artaku — mpancopmayuu (npeobpasosanus)

npoepammul. OHU MOTYT YUYUTBIBaTh cemManmux)y (€cld arake IMOJBEPralTcs BXOIHBIC H
BBIXOJHBIC JaHHBIC) U cocmosiHue (€CIM aTake TOJBEpPraercs BHYTPEHHEE IUHAMHUYECKOe
COCTOSTHHE TIPOTpaMMbl BO BpEeMs HCIIOJIHEHHUS), a TAaKKe HE YUHTHIBATh CEMAHTHUKY (aTaku C
uenbio ynanexus [[B3).

Omnpenenenune 3 (IlpeodpazoBanme mporpammel). Ilycte T — MHOXeCTBO Bcex
npeoOpazoBanmii mporpamMm B mporpammbl. Ty, [ T — MHOXecTBO mpeoOpa3zoBaHMHiA,
yuuThIBatOmuX ceMaHTuky. Ty, [ T — wMHOXkecTBO mpeoOpa3oBaHU, YUUTHIBAIOIINX
cocrossHue nporpammbsl. Tg, U T — MHoxecTBO mnpeoOpa3oBaHMIl, HE YYHUTBIBAIOIIUX
ceMaHTuKy. Torna:

Teem ={t: T | Pe€P,]€don(P),
dom(P) = dom(¢(P)),
out(P, I) = out(t(P),I)}.

Tt ={t: T | P€P,IE€dom(P),
S(P,I)=S(t(P),1)}.

Teop ={t:T | 3P €P,3I € dom(P),
(I & dom(t(P))V
out(P, I) # out(t(P),1))}.

Ecnmu mpeoOpa3oBaHue Y4YUTHIBAET CEMAHTHKY MPOTPAMMBI, TO OHO YYHMTHIBAET TaKXKe U €€
cocrosiue. CymecTByloT mnpeoOpa3oBaHusi (HampuMmep, ONTHUMH3AIMSA KOJAa), KOTOpbHIE
YUUTBIBAIOT CEMAHTUKY, HO He cocTtosiHue. pyrumu cioBamu Ty, [ Teep.

1.3.1. Pacno3znaBanue IIB3 B I10

D¢ ¢pextuBHocTh cuctembl LIB3 ompenensercs Tem HabOpoM MpeoOpa3oBaHUM, KOTOPBIN
MOXXET BO3JIEHCTBOBATh HAa INOMEUEHHBIM KOHTEHHEp M mocie kortoporo lIB3 mo-npexHemy
MOJKHO OyZIeT pacro3HarTh.

Onpenenenue 4 (PacnosnaBamme IIB3). LIB3 wUW B nporpamme P, ,UP MOXHO

pacmo3HaTh TMOcie Bo3aehcTBUs mpeoOpazoBanuit 77 [ T, ecnu CymiecTBYHOT OIeparop

pacrosHaBanus (recognizer) Rr: (P x S) = W u BxXofsuiue 3Ha4enus / Takue, uTo:

VieT : p(Rr(t(Pw), S(t(Py),1))) = p(w).



NmMmes (bOpMaJ'ILHOC OMPpCACIICHUC OIICpaTOpa paClio3HaBaHu A, Mbl MOKEM BBIACIIUTH HECKOJIBKO

TOJKIIACCOB TaKuX orepatopos: Ro(Pu,S(Pu,D) R (Pus S(Puy 1)) Re(Pus S(Pu, 1)) R (Fu,0),
RT(@a S(P“,,I))_

* Omnepatop TPHBHAJILHOIO PACIO3HABAHMS HE IApaHTHPYET PACIO3HABAHME W, €CIH K

nporpaMme P, NPUMEHEHO XOTh KAaKOE-TO MpeobpasoBaHue. B TepmuHax (opMasbHON

MOJIeJIH ONIepaTop TPUBUAILHOTO PACIO3HABAHMS UMeeT BU: Ro(Fuw, S(Pu, 1))

e Omneparop CHILHOIO Paclo3HABaHMs JOCTATOYHO TMOOK, YTOOBI MPOTHBOCTOATH JFOOBIM
TpancdopmaruaM  (IIpeoGpa3oBaHKsAM) IIPOrPaMMBbI, YYMTHIBAIOIIMM €€ CEMaHTHKy. B
TepMuHaxX (HOPMAIbHOW MOJEIHM ONEPATOP CHIBLHOTO PAclO3HABaHWsS HMEET BHIL:
,R"ﬂ"t-gm(PwnS(P"HI))_

e Omneparop WHIEAJBLHOI0 pACIO3HABAHUS JOCTATOYHO T'MOOK, YTOOBI MPOTHBOCTOSTH
BOOOIIE JHOOBIM TpaHcOpMAlMsAM NPOrpamMMbl. B TepmuHax (OpMaTbHOM MOJENH
OmepaTop uaeanbHOro pacrosnaanus umeer su: K7 (Pus S(Pu, 1)),

e Omeparop CTATHYECKOr0 PACIO3HABAHMS YUHUTBHIBAET JIUIIL TEKCT (KOJ) mporpammel P,

HO HC YUYHUTBHIBACT €€ JUHAMHUUYCCKOC COCTOAHHC BO BpPEMs HCIIOJIHCHUSA. B TCPMHUHAX
(I)OpMaJ'IBHOI‘/’I MOJCIIN oniepaTop CTATUYCCKOI'O paClio3HaBaHusA UMECT BU/: RT(P‘”? E{l)

® OnepaTop TOJBKO AMHAMHUYECKOI0 paclio3HaBaHUsA YYUTBIBACT JIMIIb AWHAMHYCCKOC
COCTOSAHUC TIpOorpaMmMbl BO BpPCMA €C HCIOJHCHUA, HO HC €€ KO/ (TeKCT). B TCPpMHHAX

(bOpMaHBHOI‘/’I MOJCIIM OICpaTOp TOJBKO AWUHAMHWYCCKOIO PACIO3HABAHUA HUMCCT BHI!
RT(ga S(P",,I))

1.3.2. I'nOkocTs IIB3 B I1O

B nanbheiiieM Hac OyaeT uHTepecoBaTh T'MOKOCTh LIB3, pa3MmemieHHBIX B JUHAMUYECKOM
COCTOSIHWM TIPOTpamMMbl BO BpeMsi ee ucrnojiHeHus. Jins Toro utoObl artakoBaTh Takue LIB3,
NPOTHUBHUK JIOJDKEH HMETh BO3MOXKHOCTH 3allMChIBaTh CBOM COOCTBEHHBIE JaHHBIE B
IMHaMU4eckoe cocTosiHue mporpammbl. Eciu 1IB3 Moxer ObITh CTEPT MPOTUBHUKOM, KOTOPBIA
MOJKET YBEJIMUYUTh pazMep AMHAMUYECKOTO COCTOSHUS MpPOTpaMMbl Ha BEJIUYUHY 7, TO OyaeMm
rOBOPUTH, 4TO LIB3 nmeer ruOKoCTh BEIUYHHEI 7.

Omnpenenenue 5 (I'mdxocts Bernuunel r). LIB3 w W B nporpamme P [P umeer ruOKocTh
BEJIMYUHBl » TIO OTHOWIEHHIO TmpeoOpasoBanuii 7 [ T, ecnum cCymecTBYIOT omepaTop

pacrio3HaBaHusA Rr U BXOJSIIHE 3HaUeHUs [ TaKHuE€, 4TO

Vi €T : (p(Rr(t(Pw), S(t(Pw),I))) # p(w)) =

ISP, D
|S(Pm7.{)| -

Cnenyetr cpa3y oTmerutb, uto JroOou [IB3 oOmanmatomuii rubkocThio pazMepa 1 umeer
oTiepaTop CHIBLHOTO pacro3HaBaHus. Uem Oounbine 7 (tipu 7 > 1), Tem cinabee cucrema [[B3.

Beimme npano ¢opmanpHOe oOmpeneneHne THOKOCTH BeIWYMHBI 7 Jis  cuctem [[B3,
HCIOJIL3YIONIUX TUHAMHUYECKOe cocTosiHue mporpaMmbl. Omnako 1[B3, pa3Meniennbie npsmo B
KOJIe TPOTPaMMBbI, TaK K€ MOTYT OBITh YSI3BUMBI JUISl aTaK, YBEJIMYMBAIOIIUX CTATHUYECKUUN
pasMep Koja.

Onpenenenue 6 (I'ubkocts pasmepa r). LIB3 wl W B nporpamme P [P umMeer ruOKocTb

pasmMepa r 1O OTHOLIeHHWIO TpeoOpasoBanuit 7 [l T, ecnu CyIecTBYIOT oOmepaTop

pacrio3HaBaHusA Rr U BXOJSIIHE 3HaUeHUs [ TaKHuE€, 4TO



YteT: (p(RT(t(Pm)s S(t(Pw)-:I))) F p(w)) =

|t(R!')| 2 r
| P |

MHorue aTaku Ha IMOMCYCHHYIO C IIOMOIIBIO LIB3 nporpaMmmy Pw YBCJIMYAT BpPCMA C€C

ucrnojHeHus (runtime). Eciau Bpems MCIOJIHEHUS BO3pPACTET CIMIIKOM CHIIBHO (XOTsSI ObI JUIs
OJTHOTO BXOJHOTO0 3HaueHus u3 dom( P )), To Takas aTaka He OYEHb OIacHa.

Onpenenenue 7 (I'mékocTh, BpeMeHu HMcnoJiHeHus pa3mepa r). LIB3 wl W B nporpamme
P UP umeer ruOKOCTb BPEMEHHM WUCIIOJIHEHMs pa3Mepa r 10 OTHOIIEHHIO IMpeoOpa3oBaHUI

i T, CCJIKM CYHICCTBYIOT OIICPAaTOP paCIllO3HABAHUA Rr U BXOJSIINE 3HAYCHUS [ TaKHuE€, 4TO

Vt €T : (p(Rr(t(Py), S(Pu, 1)) # p(w)) =

Time(t(Py),1) .

Ji € dom(P) Time(Py.i) >

1.3.3. CkpsoiTocTs IIB3 B 10

HCKOTOpLIe CUCTCMBI LIBB YA3BUMBI K aTAKC€ CTATUCTHYCCKOI'O aHaJIM3a. Ecau cratuueckue
WJIN JUHAMHWYCCKHUC XAPAKTCPUCTHKU TIPOrpaMMbI Pw 3HAYUTCIIBHO  OTJIMYAKOTCA OT

XapaKTEepPUCTHK, MPUCYIIUMX Mporpammam naHHoro Tuna, 1o L(B3 cinegyer pasmemars B
HanOoJee TUIMUYHBIX (YACTO BCTPEUYAIOIINXCS) KOHCTPYKIIHSIX.

Onpenenenue 8 (Ckpoitocts IL[B3). 1IB3 wlW sBuseTcs CTaTHYeCKU CKPHITBIM B
nporpamMme P 1o OTHOLICHUIO K CTaTUCTUYECKOH Mepe M, ecnu pasHocts M( P) — M( P ) He

3HauuTeNnbHa. AHamoruyHo, [IB3 Oynmer sBIATbCA AMHAMHYECKHA CKPBITHIM, €CIH Pa3HOCTb
M(S(PI))—M(S(P,I))He3HauuTeNbHa.

1.3.4. Pazmep IIB3 B I1O

[IB3 B IIO nomkeH coxepaThb CTOJNBKO HHGPOpPMAIMU, CKOJBKO 3TO BO3MOXHO 0e3
YBEJMUEHUS pa3Mepa caMoil MporpaMMBl (ee Koa) U ee IMHAMUYECKOT'O COCTOSIHUS.

Onpenenenue 9 (IAppexruBuocts koaupoanusi LIB3). H(w)=log,|W] - sutponus LIB3 w B
OuTax, Koraa w U3BJIeKaeTcs U3 MHOXecTBa W no paBHOoMepHOMY 3akoHy. [lycts |P|, PLIP, 310
pasmep (B cioBax) nporpammsl P. Ilycts |S(P)|=max ; Odome) |S(P,1)| 7T0 HauMeHblI1ast BEpXHSSL
rpaHb pa3Mepa BCEX BHYTPEHHUX COCTOSHUU mporpamm P. BcrpauBanwe w B P obnamaer
BBICOKOM CTaTHUECKOW MPOIYCKHOW CIOCOOHOCTHIO, €CIH

H(w) >1
max(1, |Pu| —|P|) —

AHanoruyHo, BcTpauBaHWe w B P o007agaeT BBICOKOM JWHAMHUYECKOM MPOIYCKHOM

CIIOCOOHOCTBIO, €CITH

H(w) >1
max(L, |S(Pw)| = |S(P)]) ~
CHe[[yeT OTMCTUTD, YTO IMPOITYCKHAA CIIOCOOHOCTH HU3MCPACTCA B KOJIMYCCTBC «CKPBITBIX ouT»
Ha «HOBOC» CJIOBO, ,Z[O6aBJ'IeHHOC BO BpCMsI ITponecca BHCAPCHUA LIB3




2. Texnosorumn BcrpauBanus (B3 B 11O

CeronHs cymecTByrOT TexHoJoruu BerpauBanus B 110 cratnueckux u auHamudeckux 1[B3
(puc. 5). Cratnueckue LIB3 xpaHATCcsS B TeKCTe NMPOrpaMMbl U HE HMCIOJIB3YIOT TOT (PAKT, YTO
camMa IporpaMMmMa MOXET HCIOJHAThCI M 00JIaaTh JAMHAMUYECKUMHU XapaKTepUCTHKAMHU.
Crarnueckue LIB3 Moryr XxpaHUTbCs B KOJI€ WIIM JAHHBIX IPOTPAMMBI.

Hunamuueckue 1IB3 pasmemarorcs B CTpyKTypax JaHHBIX, KOTOpbIE IporpaMma CO3J1aeT
JUHAMHWYECKH BO BPEMS CBOETO BhINOJHEHUS. [Ipy 3TOM cama TuHamMudeckasi CTpyKTypa JaHHBIX
0OBIYHO CO3J1aeTcsl IO Mepe 0OPaOOTKU BXOIHBIX 3HAYCHUH.

O.’
if Input == T {
o Ij Display (TeamPic) =
CONST € = "Copyright..."
o String V;
N if Input == T {
! -
(@] che}r V; N[1]=TC"y VI3]="FF:
switch e { Ié
case 1 v =rc N[2Y=r0":  wl[al=rYry
case 5 : V = 'O’ VI[5]="R';
case 6 : V='p* [ &, e
case 8 ¥V = ¥’
case 9 v RS push ’'C’
} ------- push ‘0O’
push 'P’
push 'Y’

push 'R’

Puc. 5. 11B3, nonydaemble B cnydasx 1 u 2, ABISIOTCA CTATUYECKUMHU, a B ciiydasix 3, 4 u 5 — quHamuueckumu. B
nepBoM citydae Asnca BeTpauBaeT 1[B3 B MHMIMAIN3HPOBAaHHYIO CTPOKY JaHHBIX B CBOEH mporpamme. Bo BTopom
ciyudae 1{B3 BcTpanBaercs B cekuuto kozna. B Tperbem ciydae LIB3 BcTpanBaercs B, Tak Ha3bIBAEMOE, «I1ACXAIbHOE
SIALO» - HEOXKUAAHHOE IOBEICHUE MPOrpaMMBI B CIydae, €CIM €M Ha BXOJ mnojaercs 3HadeHue /. B gyerBeprom
ciryqae 1IB3 pasMemaercs B ri1o0anbpHON epeMeHHON V), Koria mporpaMma IojayJaeT Ha BXoj 3HaueHue /. B msitom
cinyudae 1[B3 BcTpauBaercs B X0/ BBIIIOIHEHUS IPOrPaMMBI, KOT/1a €1 Ha BXOJ NOAAETCs 3Ha4YeHUe /.

2.1. Crarnueckue IIB3 B 110

B mporpammax, HamMCaHHBIX MOJ omepanuoHHylo cucremy Unix, cratuueckue (B3 moryr
XPaHUTHCS B CEKLUMHU JaHHBIX (TaM pa3MeEIIeHbl, HAapUMEp, CTaTHUYECKHUE CTPOKH), CEKIHH
TEeKCTa (TaM HAXOAWUTCS HCIOJHSIEMbIM KOJ) WIM B CHMBOJIbHOW CEKLUMU (TaM XpaHUTCS
ornanoyHas wuHpopmauus). B mporpammax mnox Windows cratuueckue [IB3  oObryHO
pa3MenalTCcs B CEKIMSIX KOJla WM JaHHBIX. B cioyyae nmporpamm, co3JaHHBIX A7 UCTIOJTHEHUS
101 BUPTYyalIbHBIMU MamuHaMu, [{B3 MoxeT XxpaHUTbCs B caMbIX pa3HOOOpa3HbIX TaOnMLax u
CEeKIIMSIX MCIIOJIHsAEMOro (aiina.

Cuctembl cratnueckux [[B3 Hauanmu pa3BuBaThcs C TOTO MOMEHTA, Kak cTeraHorpadus
opopmunace kak Hayka. Mcropuuecku 310 camble mepBble cuctembl (B3, HexoTopble u3
KOTOPBIX YK€ 3alIaTCHTOBAHBI.

[Tatent [21] npeacraBnsger koHIenuuto BerpanBanus LIB3 B rpaduueckoe uzoOpaxenue (mim
JIpyroil MylnbTUMenua KOHTEHWHEp) € TMOMOIIBI0 OJHOTO W3 CYIIECTBYIOIIMX AJITOPUTMOB, a
MIOTOM pa3MeIleHHEe ITOro U300paKEHUS B CEKIIMH CTATUYECKHUX JTAHHBIX IPOrPaMMBbI.

[Tarent [22] onuckiBaeT crarnueckue 1{B3 BcTpanBaeMble ¢ MOMOIIBI0 KOHCTPYKIIUI BUIA:

const char c[]="Copyright (c)...



00058
const struct whmark = {0x12, O0x34, .}

Cratnueckue 1IB3 Moryr takke OBbITh BCTPOEHBI B MOPSJIOK NEPEUUCICHUS BBIPAKCHUH B
KOHCTPYKLIMU CasSe, B MOPAIOK HE 3aBUCAIIMX JPYr OT JApYyra BBIPDOKEHHH, B MOPSIOK
MHCTPYKIMU U1 paboThl co cTtekoM (Push m pop), a Takke B rpad ynpapistouield JIOTUKA
IPOTrpaMMBl.

Texnonorus ucnonws3oBanus [[B3 Ha ocHOBe mopsiyika cieoBaHus MHCTPYKIU push u pop
ornucana B pabdore [23]. DTOT MeTOoa NMpUOOpPEN U3BECTHOCTH MOCIE TOro, Kak kommnanus IBM
cMmoryia Jioka3aTh mnpaBo cobctBeHHocTH Ha PC-AT ROM, komuio KOTOPOrO HE3aKOHHO
pacrpoCTpaHsIIN MUPATHL.

MeHssT TOpSAOK m BBIpAXEHUH B KOHCTPYKIMH CaS€, MOXHO BCTPOUTH [ogr|m!|=

log:~\2mm (m/e)")=0(m log, m) GUTOB NAaHHBIX.

B marente [24] mnpencraBneHa Kouuenius BceTpauBanus [IB3 ¢ momombio Tpada
YIPABIISIFOIIEH JIOTUKH TPOTPAMMBI.

Cnenyer oTmeTuth, uTo cratudeckue L[[B3 odenp cnoxkHO caenaTh Oojiee THOKUMHU C
MTOMOIIBI0 KAKUX-THOO0 MPeoOpa30BaHMiA, MOBBIMIAIOIINX YCTOWYUBOCTh WIIH CKPBIBAIONIUX. TakK,
HampuMmep, mareHT [21] omuchIBaeT METOJ, COTIACHO KOTOPOMY B H300paxkeHue (KOTOpoe
pa3MeniaeTcsi B CEKIMM CTaTHYECKUX JaHHBIX MpPOrpaMMbl) BHenpsiercs He mpocto LIB3, a
(bparMeHT UCTIOTHSAEMOTO KOJIa IporpaMMbl. Bo Bpemsi BBITIOJTHEHHSI POTPaMMBbI 3TOT (hparMeHT
u3BJeKaeTca U ucnoiHsercs. OgHako HUCHOJHEHHE Koja «Ha JeTy» Jaemackupyer LIB3 u
MO3BOJISIET IPOTUBHUKY JIOKAJIU30BATh €rO.

2.1.1. BecrpauBanue IIB3 Ha ypoBHe OMHApHOI0 KOAa

Hekotopbie 6a3zoBble mosiockeHust no BHeapeHuto 1[B3 B ucnomusemslit x86-kon Obuin
BBIIBUHYTHI B pabore [25] B 1999 roxy. B 2003 roxy B ctatbe [26] Obuia chopMyaupoBaHa
KoHUenus ucnonap3oBanusa [IB3 mna 3amursel [I0 oT HeneranbHOrO HCIOJIB30BAHUSA H
NPEUIOKEHBl AITOPUTMBI, MCIOJB3YIOIUE B KAdyeCTBE CTEraHOrpaMuecKkoro KOHTEHHepa
MIPOMEXKYTOUHBIM OalT-KOJ, CO3/aBaeMblii KOMIMJIATOPOM C si3blka Java A BUPTyaJbHOM
mamunsl JVM. B 2004 roxy aBtop [13] peanmzoBai B cBoeit nporpamme Hydan 3T anropuTMBl,
HO YK€ s OuHapHOro x86-koja, HCIOJHIEMOT0 MPEUMYIIECTBEHHO OINEpalMOHHBIMU
cucremamu BSD u Linux (6bu1 Takke co3qaH MPOTOTUIT Mporpammbl Hydan s pabGoThl 1M0J
Windows XP), a Takxke paccMOTpes HOTEHIIHAIbHYI0 BO3MOKHOCTb CO3/IaHUS CKPBITOIO KaHaia
CBSI3M Ha OCHOBE MCIIOJIHAEMOT0 KOJIa.

bunapubie ucnonHsemble Gaiiibl COCTOSIT U3 HECKOIBKUX YaCTeH: 3aroJIoBKa, CEKIMNA JTaHHBIX,
KoJa, Tabmui nepeaapecauudud U T.1. Mbl OyneM paccMaTpuBaTh BCTpauBaHuE HHGOpMAIHH
JUIIb B CEKLUHIO Koja (B HEl B OWHApHOM BHUIE COJEpXKAaTcsi HHCTPYKIHUH, HANpsSMYIO
ucnojasemMsle npoueccopoM). @opmar PE nmpeamnonaraer aumib 0JHY CEKIUIO KOJA B KaKJIOM
ucrnojHseMoM Qaiine (s cpaBHEHUS C onepanuoHHbIMH cucteMamu UNIX: caitner B
¢opmarax COFF u a. out MOTryT Tak ke coJeparb JHIIb OJHY CEeKIHI0 Koja, a ¢popmar ELF
MO3BOJISIET UMETh HECKOJIBKO Takux cekuuit). B padore [13] mokazaHo, 4To pa3sMep CeKLUU Koaa
3aHUMaeT B cpeaHeM 75% Bcero pasMepa ucmoiHsemMoro ¢aina (BHE 3aBUCUMOCTH OT
OTIEPALIMOHHOM CUCTEMBI).

Buenpenne uHpopmanmu B MynbTUMeAMa-(Qaiiiabl Yalie BCEro MpearnojaraeT HU3MEHEHHe
M30BITOYHBIX OUTOB, MOAM(UKALUSA KOTOPBIX HE OyJIeT 3aMeTHa HaOJtoJaTeNto. 3aMeTHM, YTO
ornpeneneHne M30BITOYHOCTH 3aBUCHT OT THUIIA CAMOTrO KOHTeWHepa. buHapHbIi KoJ Takke
COJICPKHUT HEKOTOPYIO H30BITOYHOCTh, KOTOPAsi MPOSIBIISETCS B TOM, YTO OJJHU U T€ XKe JIeHCTBUA
MO’KHO MPOU3BOJUTH pasHbIMHU MyTsMU. Hampumep, 4roObl MpuOaBUTh YHUCIO 5 K 3HAUCHHIO,
XpaHSIIEMYCSl B PETUCTPE eax, MOKHO BBIMOJHUTH OYEBHIHYIO KOMaHNy « add eax, 5», a MOXKHO
MIPOM3BECTH OOpaTHOE JeCTBHE, HO C MPOTHBOIOJOXKHBIM YUCIOM « sub eax, -5 » (TO ecTb
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BBIYECTh -J). Jlpyrum mpumepoM sBisieTcss OOHYJICHHE 3HAU€HHUs KaKOro-TMOO PEerucTpa, 3Ty
OTIEpaIMI0 MOXKHO TaK >K€ BBIMOJIHUTH JBYMS CIIOCOOAMU: « Xor eax, eax » U « sub eax, eax ».
Hcnonb3ys 1Be anbTepHATUBHBIC ()OPMBI Il BBITIOTHEHUS OJTHOTO U TOTO K€ JCUCTBUS MOMXKHO
BHeIpUTH | OUT MHGOpMaIUu. ITO JIETKO MPOJEMOHCTPUPOBATH HAa TIPUMEPE KOMAaH/I CIIOKEHUS
u Boruutanus (add/sub). JloroBopuMmcs 3apaHee, 4TO KaKJas OIepaius CIoKeHHus Oyner
MIPEJICTaBIATh OUT, paBHBIH 0, a Kak/1ast oreparys BEIYUTaHUs OyIeT MpeACTaBIsATh OUT, paBHBIMA
1. Torma Mbe1 cMoxkeM Berpouth 3HadueHus 00, 01, u 11 B kox, mpencTaBiaeHHBIA HIDKE (puUc. 6).
3aMeTHM, YTO HOBBIA KOJI, COAEPXKAIUN CKPBITYI0 WH(OPMAIIMIO, COXPAHSET pa3Mep U BCIO
(G YHKIIMOHATBHOCTh OPUTHHANIA.

OpHrHHATBHBIH HCITOJTHACMBIH KO Ko co BcrpoernbiM 3HadenreM 00
83 e 30 sub eax, 0x30 83 ¢0 dO add eax, -0x30
83 f8 36 cmp eax, 0x36 83 f8 36 cmp eax, 0x36
77 eb ja =27 77 b ja -27
83 c0 08 add eax, 0x8 83 ¢0 08 add eax, 0x8
89 04 24 mov eax, [esp] 83 04 24 mov eax, [esp]

Ko co Berpoennbiv 3nagennem 01 Ko co Berpoennbiv 3nadenuem 11
83 ¢0 do add eax, -0x30 83 e8 30 sub eax, 0x30
83 8 36 cmp eax, 0x36 83 {8 36 cmp eax, 0x36
77 eb ja =27 77 ed ja =27
83 e8 {8 sub eax, -0x8 83 €0 f8 sub eax, -0x8
89 04 24 mov eax, |esp] 83 04 24 mov eax, |esp]

Puc. 6. Bcrpausanue 3nauennii 00, 01, 11 B OuHapHsIi Kox myTeM Bapuanuu nHeTpykuuii add/sub..

MHorre HMHCTPYKIMH MOTYT OBITh HCIIOJNB30BaHbl B JBYX pa3HbIX (opmax: <komauoa
peaucmp/namame, pecucmp> U <Komawoa pecucmp, pecucmp/namame>. B ciydae, xorza
OTIEpaH]l «pecucmp/namsamsy SBISETCA PETUCTPOM, MOKHO 3aMEHUTh (POPMY MHCTPYKIMM Ha
apyryto. Jlis 3TOro HaJlo MCIPaBUTH OIKOJ HMHCTPYKUMHU (ee OMHAapHOE NpeCTaBJICHUE) U
MIOMEHATh MECTaMU 3HAUEHUS «pezucmp/namamv» U «pecucmpy» (4ToObl OHM YKA3bIBAIM Ha
KOppeKTHBbIE onepanibl). Hike (puc. 7) mpuBeneH npuMep Takoro npeoOpa3oBaHusl.

OpuruHaJIBHBI KO MonndunmpoBaHABIT KO
89 f6 mov  esi, esi 89 c4 mov  eax, eax
80 38 2f cmpb 0x2f, (eax) 80 3e 2f cmpb  0x2f, (esi)
75 09 jne  0x80480fa 75 09 jne  0x80480fa
8148 01  lea  Oxl(eax), ecx 8d 5201 lea  Oxl(esi), ebx
40 inc eax 46 inc esi
80 38 00 cmpb 0x0, (eax) 80 3e 00 cmpb  0x0, (esi)

Puc. 7. Koguposanue nuahopmManum ¢ IOMOIIBIO pa3HbIX (OPM OFHOH U TOH kKe HHCTPYKIIUH.

ANTOpUTM, ONUCAHHBIN BBIIIE, HA3BIBACTCA AITOPUTMOM (DYHKIIMOHAIBHO-IKBUBAJICHTHBIX
MHCTpYKUUH. OH MO3BOJISET BCTpauBaTh HH(OPMAIIMIO B OMHAPHBIM KOJI, HE MEHsIsl €T0 pa3Mepa
u pyHkunoHanbHOCTU. CreoBaTeNbHO, MPOrpaMMy He TpeOyeTcsl NEPEeKOMIMINPOBATh 3aHOBO.
BaxeH Tak ke u TOT (paKT, 4To Jyis pabOThl AITOPUTMA HE HYXKEH UCXOJHBIN KO MPOrpaMMBbl.
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Ha ceromusmHuii AeHb ¢ MOMOIIBIO JAHHOTO aJTOPUTMa MOKHO B CPEIHEM BCTPOUTH 1 OUT
coobuienus Ha 110 OutoB (aiina-koHTeiHepa. AnQaBUT Takoro BCTpauBaHUs BKJIrodaeT 10
HaO0OpOB (DYHKIIMOHAILHO SKBUBAJICHTHBIX MHCTPYKIIMA, OMHCAHHBIX B padote [13]. 3amernm,
YTO 0 CPAaBHEHHUIO C BCTpauBaHMEeM HH(opMaimu B rpaduyeckue n3oOpakeHUs OWHApHBbIE
¢aiinel 00651a1aI0T TOpa3a0 MEHbIIEH MPOMYCKHON CIOCOOHOCTBIO (Hampumep, coriacHo [27]
yruiura Outguess, pabGotaromas ¢ dainamu B popmare JPEG, mozBosisier BHeApsATh 1 OuT
cooOuienus Ha 17 GUTOB HOCUTEINS).

B nmarpamme Hmxke (puc. 8) NpeICTaBICHbl pPe3yAbTaTbl CTATUCTHMYECKOTO aHaIM3a,
MIPOBEAEHHOTO aBTOPOM padoTsl [13].

60.00%

50.00% H | —

40.00% |

O FreeBSD
W Linux
30.00% H | — |ONetBSD
O OpenBSD
B WindowsXP

20.00% H | —

10.00% i

0.00% +
or addsub- addsub- sub add cmp xorsub mov toac  addsub-
1 2 3

Puc. 8. Pacnpez[eneHI/Ie (1)yHKHI/IOHaHBHO-SKBI/IBaHGHTHHX I/IHCprKIII/Iﬁ B HUCIIOJIHACMBIX (bafmax Pa3HbIX
OIICPALIMOHHBIX CUCTCM. prrma CTOJ'I6HOB «toac» o3Hayaer HUHCTPYKI NN «testy, «or» u «andy.

SKCHepI/IMeHT, Hpe[[CTaBHCHHLIﬁ Ha puc. 8, IMMO3BOJIMJI BBIYUCIIUTL MPOMYCKHYIO CIIOCOOHOCTH

1
UCIIOJIHAEMOTo OMHApHOTO (aina (B CpeaHEM 17, ), @ TAKKE YCTAaHOBHMTH HECKOJBKO (DAKTOB,

XapaKTepU3YIOIINX CTeraHorpauuecKre CBOWCTBA OMHAPHBIX MCIOJMHSIEMBIX (aiinoB. [Ipexie
BCET0, pacrpeieliecHHe NHCTPYKIUH BHYTPH IIPOTPaMM TOJT pa3IMYHbIEC ONEPAI[HOHHBIE CHCTEMBI
cemeiictBa Unix MOYTH OJMHAKOBO. DTO OOBSCHAETCS TE€M, YTO ISl CO3JaHUSl MPOTPaMM MO
Unix UCTOJIB3YyeTCsl B OCHOBHOM TOJIbKO oiiH KoMmmisitop — GCC. Pacnipenenenue nHCTpyKIui
B mporpammax mojx Windows, HampoTHB, CHJIBHO OTJIMYACTCS OT aHAJOrHyHoro moj Unix.
Jlanubiit  pakT O0OBSCHAETCS IIMPOKUM HAOOPOM Ppa3IMYHBIX KOMIHJISTOPOB, KOTOPBIE
ucnosab3yrores s pazpadorku [10 mox Windows.

AHanu3 pacrpe/eNeHns] HHCTPYKIUH, UCTIOJHSAEMbBIX B Pa3IMYHBIX OMEPAI[HOHHBIX CUCTEMAX,
MOKa3bIBAET, YTO HEKOTOpble (YHKIMOHAJIHHO-IKBUBAJICHTHBIE WHCTPYKIMA BOOOIIE HE
BCTPEUAIOTCSl «B JMKOM BHJE», a HEKOTOPbIE BCTPEYAIOTCS OYeHb peako. Hampumep, BTOpbIM
OIepaH/ioM KOMaH[bl add Bceraa siBisieTcsi peructp. Eciu moMeHsATh MecTaMu OnepaH[ibl, 3TO
cpa3y K€ BBI30BET MOJ03pEHUE HAOII0AATENs, TaK KaK 3Ta popMa MHCTPYKIHMU add HUKOTIa He
BCTPEUACTCS B «ECTECTBEHHBIX» MNpHIOKEHUsX. CTOUT OTMETUTh, 4YTO MpHOABICHUE
OTPHIATEIBHOTO YUCIIa BCTPEYASTCsS TAaKKe OYeHb peako. Takum oOpa3om, IpU BO3PACTAHUH
o0beMa coOoOIIeHNsT HAOMIOAATEN0 OyIeT BCe MPOILE M MPOIIE ONMPEACTUTh HAMYUE CKPBITON
uHpopmanuu B GuHapHOM (paiiie.

Tem He wMeHee, NpEACTaBISCTCS BO3MOXKHBIM IOJICYUTATh CKPBITYIO IPOITYCKHYIO
CIIOCOOHOCTB, 00ECIIeYNBAaEMYI0 OMHAPHBIMU HCHOJHAEMBIMH (paillaMi M HE TIOABEPKEHHYIO
aTake CTaTHCTHYECKOTO aHanm3a. KoHKpeTHbIe 1M(phI IpeAcTaBlIeHb B TabiHIe HIKE (pHc. 9).
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oS Original Encoding Rate|Stealthy Encoding Rate| KB per bit
OpenBSD 1}? =55 66.0
FreeBSD T 4%23 61.2
NetBSD o o 9.81
Windows XP 1:13_7 7 1.24

Puc. 9. CKpBITaH MPOITYCKHAsA CIIOCOOHOCTh HCITOIHSAEMBIX 6I/IHapHBIX (baﬁHOB B PA3JINYHBIX OIICPpAallMOHHBIX
CUCTEMax.

Crnenyer OTMETHTb, YTO CKpBITasl MPOMYCKHAs CMOCOOHOCTh HAMHOTO MEHbILE, YeM IMPOCTO
€MKOCTh HE3aloJIHEHHOTO KoHTelHepa. O/lHaKo ee Bce paBHO XBaTaeT, yToObl BcTpauBath L[B3
B [10.

CKpBITYIO MPOIYCKHYIO CIOCOOHOCTh MOKHO 3HAUMTEIbHO YBEIWYHMTH, PACIIUPUB an(aBUT
cTeraHorpauueckoro npeodpazoBaHus. ITO MOKHO CIeNaTh 3a CYET HOBBIX (DYHKIIMOHAIBHO-
SKBUBAJICHTHBIX UHCTPYKIUH, HO HAMHOTO O0Jiee MePCIeKTUBHBINA CIIOCOO COCTOUT B TOM, YTOOBI
BapbUpOBATh MOPSAJOK cleoBaHUs (YHKIUI M X aprymeHToB. B pabote [13] mokazaHo, uTo
Kax/aplii ucnosiHseMblid ¢aitn B cpeaneM okono 400 paznuunbix ¢yHkuuid. Mcmosib3oBaHue

3TOTO pecypca MO3BOJIAET YBETUUUTh OOIYI0 MPOMYCKHYIO CIIOCOOHOCTh OMHApHBIX (hailyIoB 110

1 1
0 a4 BAPbUPOBAHUEC MIOPAJAKA CICAOBAHNA apT'YMCHTOB CIIC U 10 36

2.1.2. BecrpauBanue I1IB3 Ha ypoBHe MCXO0IHOTO M OMHAPHOI0 KOJa

Konrenuus ucrnonb30BaHus AU3acCEMOIMPOBAHHOTO JTMCTUHTA MPOTPAMMBI JJIs1 BCTPaUBaHUS
B Hero 1[B3 6buta BnepBeie myoanuHo chopmynupoBana B padore [15], B 2004 roay. 1o storo
BPEMEHHU MOJ00HbIE MTOAX0 bl HETJIACHO MPUMEHSUIUCH B MOJIUMOP(HBIX BUpYCaXx.

BerpanBanue 1IB3 Ha ypoBHE acceMOsiepHOTO KOJAa ynoOHee BCEro MpOMJLTIOCTPUPOBATh Ha
npumepe tunuyHoil mporpammel «Hello World». Hwke (puc. 10) mpezacraBieH KoJ JaHHOM
IporpamMMmBbl Ha si3bIKE acceMoepa.

B sroT ko BHenpsiercs LIB3, Hanpumep, uaeHTU(UKAMOHHBIA HOMep KineHTa — 4436. 11B3
UMeEeT BUJT:

push %eax
movl $44, %eax
nmovl $36, %eax
pop %eax

Ha cnenyromem pucynke (puc. 11) mannsiii [IB3 BcTpoeH B acceMOnepHbIi KO MPOTrpaMMBbl
(Tak e K MCXOTHOMY KOJI MMPUMEHEHO CKphIBaroliee mpeodpazoBanue). ABTOpsl paboThl [15]
MPENIOoIaraloT UCIoIb30BaTh au3accemonep IDA Pro [3] mist momydenus accemOiaepHOTO Ko/aa
UCIIOJHSAEMOM porpamMmbl. IMEHHO B JIMCTUHT, NoJiydaeMbIM Ha Bbixoje IDA Pro, nnanupyercs
BcTpauBaTh [IB3 1 BHOCUTH CKpBIBAIOLIUE 3arTyIIKA. ABTOPBI TaK K€ MPU3HAIOT, YTO, HECMOTPSI
Ha BBICOKOE KauecTBO pe3ynbrara, IDA Pro He B COCTOSIHUM CO34aTh AW3aCCEeMOTMPOBAHHBIM
¢aiin, KOTOphIH MOTOM MOKHO aBTOMATHYECKHM KOMIWJIMPOBATh BHOBB. J[pyrumMu cioBaMmu,
TpeOyeTcst HeKoTopas AopaboTka Kojaa mporpammbl ¢ BHeapeHHbIM [[B3. DTy mopaboTky B
oOmiemM ciiydyae HEBO3MOXKHO mpoBecTH aBTomMaTmuecku. Omnako IDA Pro mo3Bossier jerko
HaxoauTh [[B3, BCcTpoeHHbIE MO MPEIIOKEHHOMY BBIIIE AITOPUTMY, TaK Kak B aAu3acceMoOnep
BCTPOEHBI MOITHBIE CPEJICTBA MOUCKA HHCTPYKIIHI 1O 11abiIoHaM.
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.file "hello.c"
.def __ main; .scl 2 .type 32; . endef
. text

.ascii "Hello, world\12\0"
.align 2
. gl obl _main
.def _main; .scl  2; .type 32; . endef

pushl %ebp

novl %esp, Y%ebp
subl  $8, %esp

andl  $-16, %esp
movl  $0, %ax

novl %ax, -4(%bp)

novl -4(%bp), Y%eax

call __ alloca

call _ main

movl  $LCO, (%esp)

call _printf

novl  $0, %ax

| eave

ret

.def _printf; .scl  2; .type 32; . endef

Puc. 10. Kox turmunoii nmporpammsr «Hello World» na accembiepe.

Crnenyer OTMETHTb, YTO KOHIICTIUS, MpeJoXeHHas B padote [15], He monaBep)keHa aTake
CTaTHUCTUYECKOTO aHaJIn3a, TaK KaK HWHCTPYKIMH, COOTBETCTBYIOLIME BHeApeHHoMy [[B3,
KOMIMJIUPYIOTCS BMECTE€ C HCXOIHBIM KOJOM THporpamMMbl 3aHOBO. Takum oOpazom,
CTaTUCTHYECKHE XapaKTEPUCTUKH IMOJIydaromierocs ¢aiijia He UMEIOT CYIECTBEHHBIX pa3IHuuil
C TUITMYHBIMH IPOTPAMMaMH MOJ0OHOTO THUIIA.

Texnonorust BHeapeHuss [IB3 B HCXOAHBIM KOJ NpPOrpaMMbl HMMEET MHOTO OOLIero ¢
IIPEICTABICHHON BBIIIE, OJHAKO IO3BOJISET aBTOMATU3MpPOBATh Ipolecc BcTpauBaHusa LIB3.
OcHOBHBIE U/IeU TaHHOTO TI0JIX0/1a OMUCaHbI B padoTe [7].

[Ipennonaraercs, uro [IB3 Oyayr BHeOpsATbCS B HUCXOIHBIA KOJA MpPOrpaMMbl B BHUJE
acceMOnepHbIX BcTaBOK (OmokoB). Ho andaBuT uCHonb3yeMblXx BHYTPU 3THX BCTaBOK
MHCTPYKLIUN MOKHO JIETKO PaCHIMPHUTh, HApUMeEp, HAOOpoM (hyHKIMOHAIBLHO-IKBUBAJIEHTHBIX
MHCTPYKLUH, peACTaBIeHHBIX B padote [13].

AccemOnepHas BCTaBKa MOKET aBTOMATHUYECKH IMOMEIAThCsl B KOJ Oojiee BBICOKOTO YPOBHS,
Hanpumep, C++. Yucno Takux acceMOJIEPHBIX BCTaBOK MOXKET BapbUPOBATHCS Ui KaKJOM
KOIIUM MpOAYKTa, HO B JIOOOM ciydae AOJDKHO ObiTh He MeHee 100. DTo He MO3BOJMT
atakymoomeMy yaanuTs Bce [IB3 Bpyunyro. brnarogapsa Tomy, uto [IB3 nomematorcs Ha ypoBHE
HCXOJIHOTO KOJIa U B JaJlbHEHIIeM IpeoOpa3yroTcsl BBICOKOYPOBHEBBIM KOMITMIIATOPOM, OHU HE
HApyLIAlT CTaTUCTHYECKOW Mojenu Hocutens. Takum oOpaszom, mpouecc BHeapenus LIB3
ylaercs aBTOMAaTU3MpOBaTb, HO aTaKyMIIEMY HE TaK IIPOCTO HAIUCaTh aBTOMAaTUYECKUU
JETEKTOp, pearupyromuii Ha [[B3.
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Hcxoausblii koq TpanchopMHpPORAHHEIR KOS

_main: _main: B3
pushl %ebp pushl %sebp “4436"
movl %esp, Yeebp movl  %eesp, %eebp
subl 38, %esp subl 88, %eesp
andl  3-16, Y%eesp andl  $-16, %esp
movl  $0, Yeeax movl  $0, %%eax

push %oeax
movl $44, %oeax

nop
movl $36, ®%oeax
movl  %oeax, -4(%eebp) pop  %oeax
movl  -4(%ebp), %oeax movl  %eeax, -4(%oebp)
movl -4(%ebp), Yeeax
call __alloca Xor $0, Soebpe____
call main cal  alloca Obfuscation
movl $LCQ, (%esp) call main

movl  $LCO, (%e‘sy
push  %oebp

movl $23, %eebp

call _printf pop  %oebp
movl  $0, %eeax call  _printf
_subl: movl  $0, %eax
leave nop
ret leave
def  printf; scl 2; Tet
type 32: .endef def  printf] .=cl 2;
type 32; .endef

Puc. 11. B neBom crosOrie npeacTaBieH OpUrHHAIBHBIN KOJ IPOrpaMMBl, B IIPaBOM — TpaHC(HOPMHUPOBAHHBIH (¢
BcTpoeHHBIM 1IB3 1 pe3yspTaToM CKpHIBAIONIET0O MPeodpa3oBaHus).

2.2. Innamuyeckue IIB3 B 110

HNunamuueckue 1IB3 XxpaHATCS B IMHAMUYECKOM COCTOSHUM IIPOrPaMMBI BO BpEMs €€
UCTONHEeHus. bnaronmaps SToMy 4dacTo YyAaeTcs HalTH mnpeoOpa3oBaHUs, I03BOJISIONINE
3HAUUTENBHO MOBBICUTH CTOMKOCTh TuHamudeckoro [{B3 k onpeneneHHoMy BUy aTaku.

Hunamuueckue 1[B3 MOXHO pasnenurs Ha Tpu BUJA: «IIacXalbHbIE sillla», a Takxke L[B3,
BCTPOEHHBIE B JMHAMUYECKUE CTPYKTYPbI JAHHBIX WM XOJI BHINOJHEHUS IporpaMMel. B mro0om
clly4ae IMPWIOXKEHUE 3allyCKAaeTCs C IPENONPEACIICHHON BXOJHOW IOCJIENI0BATEIBLHOCTBIO
I=1,, ..., Iy, npu o6paboTke KoTopoil popmupyercs nuHamuueckuii LIB3. IIpencTaBieHHble BbIe
tunsl AuHamudeckux LIB3 otnnyarores mecrom xpanenus LIB3 u cnocoOom ero u3BiedyeHus.

«[TacxanbHble sil1a» NpeACTaBIAIOT OO0 YacTh MPOrpaMMbl, KOTOPas MOJIy4aeT yIpaBiIeHUE
TOJIBKO B Cllydae MOJy4eHUs HEOXKHUJAHHBIX BXOAHBIX JaHHBIX. OTIMYUTENEHOU 0COOEHHOCTHIO
takux [[B3 sBnsiercs To, 4TO mociie BBOJA OPUTMHAIBHOM MOCIENOBATENIBHOCTH KaKOE-TH00
neiicteue, mnpencrabisomee coboit 1[B3, mnpoucxoautr HememieHnHo. Takum oOpaszowm,
pacriozHaBanue [[B3 sBiseTrcs B JaHHOM ciydae TpUBHaIbHOW 3amadeid. [IpoGinema
«MaCXaJbHBIX SHUID B TOM, YTO UX OUYEHb JIETKO OOHAPYXHUTh B Koj€ Mporpammbl. CyliecTByeT
Ja’ke HEeCKOJIbKO XpaHuiuil nogoousix LIB3 B MutepHere. Tak xke, eciii NPOTUBHUKY yJacTcs
O0OHApPYXHUTh UCKOMYIO BXOJSIIYIO MTOCIEI0BATENBHOCTh, OH JIETKO CMOKET HalTH U cam LB3.

[IB3, koTOpbIE€ BCTPOEHBI B TMHAMUYECKHE CTPYKTYPhI JaHHBIX, MOTYT pa3MelIaTbCsl B CTEKE,
Kyde, o0nactu rioOanbHbIX MepeMeHHbIX U T.1. 1IB3 0OBIYHO W3BIIEKaeTCs M3 MEpPEeMEHHbBIX
OporpaMMmbl  IOCIIEé TOTO, Kak Oyaer o0paboTaH TMOCIEAHUN DBJIEMEHT BXOJALICH
[IOCJIEN0BATENBHOCTH /. [I7s 3TOro B IporpaMmy MOKHO BKJIFOUHUTH JIOIIOJIHUTEIBHBIA KO, a
MOYHO M3y4aTh IIPOrpaMMy I0J OTIaad4uKOM. [IpOTUBHUKY JOBOJIBHO CJI0KHO ONPEIEIUTh, IIPH
Kakol BXoJjsllel mnocienoBarenbHOCTH Oyner co3aaH (B3 (B ciyyae «macxaimbHBIX SUID
MoMeHT nosiBiieHust LIB3 oueBunen). Caenyer OTMETHTb, YTO MIPOTUBHUK HE MOXKET NepedupaTh
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BCE BXOJSIIME 3HAUEHUs [, TaK KaKk B €ro pacrnopsukKeHHM HeT crnocoba pacno3Hath cam L[IB3
(mpennomyaraercs, 4yTO KOJ, Mo3BoJsOIMKM u3Bineub [[B3, He pacmpocTpaHsercs BmecTe ¢
IIPOrpaMMOi, OH MOKET JIUIIIb IPUCOCTUHITHCS K MPOrpaMMe TpH €€ UCCIICTOBAHUH).

11B3, koTOpble BCTPOEHBI B XOJI BBHIIIOJHEHUSI MPOrPAMMBbI, MOTYT XPaHUTHCS B MHCTPYKIIHSX,
azipecax Wik OJHOBPEMEHHO U TaM U TaM. Crienyet oTMeTuTh, uro LIB3 Oynet noctpoeH, Toibko
€CII TPOorpaMMa MOJYYUT Ha BXOJ COOTBETCTBYIOLIYIO BXOHYIO MOCIIEA0BATENLHOCTH /. YTOOBI
u3Bnedb 1[B3 HeoO6xommmo HabmoaaTh 32 HEKOTOPHIMU CBOMCTBAMH MCIIOJIHSAEMOTO Koza. Yare
BCEIO 3TO CTAaTUYECKHE XapaKTEPUCTUKH, HANpPUMEpP, IOCIEAO0BATEIBHOCTh MHCIIOIHIEMbIX
MHCTPYKUUN WK HAaOOp aJipecosB.

2.2.1. IIB3 B I1O, nocTpoeHHbIe HA AMHAMUYECKUX rpadax

Ota TexHoJorus nojapasymeBaeT BcTpauBaHue (B3 B nMHaMuUYecKyl0 CTPYKTypy HaHHBIX,
npeacTaBisiomyto codoit rpad. Hanusiii Tun LIB3 BbLAENsOT cpeau BceX MPOYMX, TaK Kak MpH
KOHCTpYUpPOBaHUM rpada MoKHO cpa3y ydecTb rmOkocTh LIB3 mpu Bo3elcTBUM HEKOTOPBIX
BuJ0B atak. OcHoBbI cucteM LIB3 Ha quHamuyeckux rpadax Obutn 3a10xkeHsl B padorax [9, 10,
12].

OcnoBHas uzaes 1IB3 Ha nunamuueckux rpadax B ToM, 4ToObl BcTpouth L[B3 B Tomosoruto
rpaga. Crnenyer cpa3y OTMETUTb, YTO BEPLIMHBI rpada CBsI3aHbl MEXy COOOM yKa3aTeIsIMH, YTO
HECKOJIPKO 3aTPyIHSET aHajU3 OSTOW CTPYKTYphl JaHHBIX. Tak jke cylecTByeT OO0JbIloe
KOJIMYECTBO MpPeoOpa3oBaHUi, MO3BOJSIOIIMX YBEIHMYUTh CTOHKOCTH rpada K BO3JEHCTBHIO
HEKOTOPBIX BUJIOB aTax.

I'maBHast mpoOnema LIB3, BCTpoeHHBIX B OUHAMHUYECKHE TIpadbl, COCTOMT B TOM, 4YTO
pacriozHate 1IB3 u wu3Bieub ero A0OBOJBHO cHOXKHO. UToObI u3BIEUYL W U3 P, omepaTrop
JMHAMUYECKOTO PACHO3HaBaHUS JIOJDKEH MPOAHATM3UPOBATh OOBEKTHI, pa3MeEIleHHbIE B Kyde,
MocJie TOro, Kak mporpamMma OyJeT 3amylieHa ¢ BXOAHOH mocienoBareiabHocThio /. Tlocne Toro,
Kak Oyner oOpaboTaH TMOCHEIHUNA OHIEMEHT 3TOM MOCIeI0BAaTEIbHOCTH, MOXHO OBITh
YBEPEHHBIM, UTO OJ{HA U3 PA3MEILEHHBIX B Ky4e JUHAMUYECKUX CTPYKTYp JaHHBIX IIPEACTABIISAET
coboit uckombiii LIB3 w. Ilocme 3Toro HeoOXoAMMO HAaWTH HYXHBIM Tpad cpean Bcero
MHO>eCTBa 00BEKTOB B Ky4e.

CymiecTByeT HECKOJBKO crioco0oB BcTpouTh L[B3 B Tonosnoruio rpada (aIroputM BHEIPEHUs
3aBUCUT OT caMoil TonoJsiorun). PaccMoTpum, Hanpumep, AMHAMUYECKUN CITUCOK, COeTMHEHHBIH
B KouibLl0. [lycTh B criucke Oyzer & nemeHToB. C MOMOLIBIO IOTIOJIHUTEIBHOTO TMOJIS, B KOTOPOM
pa3MelleH yKazaTellb, MOKHO 3aKOIUPOBAaTh YUCIIO, PA3JIOKUB €ro Ha CTENEHU 10 OCHOBAHUIO A.
Ecnu cuurath, yto ykazarenb null xomupyer 3HadeHue 0, ykazarenb caM Ha ce0sl KOIUpyeT
3HaueHue |, ykazarenab Ha CIEAYIOIIMM y3€l KOIUPYET 3HayeHue 2 U T.[., TO KOJUPOBAHHE
quciaa, TMPEACTaBIAIONEro  co0oil  mpou3BeleHHE JABYX  MPOCTBIX  YHCETI, MOKHO
IPOMJLTIOCTPUPOBATH TakK (puc. 12):

croerorion el

61 x73=3-6*4+2-6+3-624+4-61+1-6Y

Puc. 12. TIpaBblii yka3aTenb B KaXKAOM Y3J€ YKa3blBaeT Ha cleayromuil y3zen. Kaxkaelil jeBblid ykasaTenb
KOIUPYET 3HAUCHHUE.
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Ectb u apyrue crnocoObl BCTpauBaHUsI YUCEN B TOMOJIOTMIO Pa3NUyYHBIX rpadoB. MHorue u3
HUX TpUBEACHBI B U3BecTHOU padore [onanpna Kuyra [28], a Takke B APYrHX CIPaBOYHBIX
MaTrepuanax, Hanpumep, [29].

Crnenyer oTMeTUTh, 4TO aTaku npotuB LIB3, pasmenieHHbIX B JUHAMUYECKUX Ipadax, MOXKHO
KOHKPETHU3UpPOBaTh [0 CpPaBHEHHIO ¢ OOBIYHBIMM arakamMu Ha cuctembl [[B3. Tak
3JI0YMBIIIJIEHHUK MOXKET JOOaBJIATh CBOM COOCTBEHHBIE JIOTIOJIHUTENbHBIE TYTH B rpad (eciu ux
OyzeT JOBOJBHO MHOro, TO pacno3HaTh LIB3 Oymer He mpocTo), MeperMEHOBHIBATh Y3Jbl U
MEHATh MX MOPSAOK B rpade, A00aBIATh JOMOJIHUTENIbHBIE YPOBHH (HAaIpUMEp, PACLICTUISAThH
HEKOTOPBIE Y3JIbl Ha HECKOJIbKO), a TaKKe J00aBIATh JOMOJHUTENbHBIE Y37l (UTOOBI HENb3s
ObUIO HallTH, HampuMep, KOPEHb JiepeBa). BakHO Tak ke 3aMeTUTh, YTO MPOBEICHHE MHOTUX U3
3THUX aTak TpeOyeT NOMOJHMUTENbHBIX 3aTpar namsaTH Ha [IK mpoTuBHMKa, a Tak e 3HAHUS, B
KaKOW MIMEHHO IMHAMUYECKOU CTPYKTYpeE JaHHbIX pa3melieH [[B3.

1IB3, pa3MelnieHHble B AMHAMUYECKUX Tpadax, AOMYCKAIOT LENbIH psiJi MpeoOpa3oBaHUIA,
KOTOPBIM MOBBIMAIOT ycToW4YMBOCTh 1IB3 mo oTHomeHuio k kakoil-nmubo arake. Ha pucynke
HKke (puc. 13) mpuBeneH NmpuUMep TAaKOro MpeoOpa3oBaHUs, MO3BOJSAIOIIETO MPOTUBOCTOSTH
arake pa3OumeHHs BepIIMH rpada Ha HECKONbKO BepIIMH. Llenblii psa JONOJTHUTEIBHBIX
npeoOpa3oBaHui, YKpeIUIomux cTolkocts [IB3 Ha nuHamuueckux rpadax, onucad B paboTe
[20].

Puc. 13. Ha nepBoM miare kaxkiplil y3el gepeBa pacimupsiercs 10 4 y3J10B, COEUHEHHBIX ukindecku. Ha BTopoM
mare IMpOTUBHMK pacLICIUIseT JiBa y3ia aepea. CTpyKTypa rpada rapaHTUpYeT, 9TO 3TH Y3JIbl 00pa3yioT nuki. Ha
TpPEeThEM IIare y3ibl, 00pa3ylonye NUKI, OObEANHSIOTCS B OAWH. B pe3ynbrate momydaercst rpad), n30MOopQHBINA
HCXOIHOMY.

3. AHajau3

Cucremspl crarnyeckux (B3 B 3HauuTenbHONW Mepe yA3BUMBI AJI aTak, HaIllpaBJICHHBIX Ha
uckaxxenue L[B3. Hampumep, ckpbiBatomiee mpeoOpazoBaHHe MOXKET Jerko caenarb 1IB3 He
pacnio3HaBacMbIM. Ha mpakTuke, 3TO O3HA4aeT, 4YTO YIAKOBKA, ONTHUMM3aLUsg U JAPYTHe
CTaHJapTHBIE MPEoOpa30BaHUs, KOTOPHIE MPOBOAATCS aBTOMATHYECKH, MOTYT JIETKO HCKA3UTh
[IB3. B nmomonmHeHue k 3ToMy K cucrtemMam crarudeckux [[B3 oueHs crmoxxHo momoOparthb
npeoOpa3oBaHus, KOTOpbIE OBl MOTJHM YKPENUTh CTOMKOCTh CHUCTEMBI 0€3 3HAYUTEILHOTO
CHUIKEHUS €€ CKPBITOCTH.

Opnnako crarmyeckue cuctembl L[IB3 uacto He TpeOylOT HCXOIHOTO KoOJa HPUIIOKEHUS
(HampuMep, CUCTeMa, TOCTPOEHHAas Ha  aJIropuT™Me  (yHKIHMOHAIBbHO-?KBUBAJIECHTHBIX
MHCTPYKUHUH). [IONOTHUTEIBHBIM MIPEUMYILIIECTBOM SIBJIETCS MPOCTOTA peau3alliy MOYTH BCEX
QITOPUTMOB BcTpauBaHHUs cratuueckux [[B3, a Taxke anropuTMoB pacno3HaBaHUS: HeE
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TpeOyeTcsi aHaTM3UPOBaTh AUHAMHUYECKUE 0OBEKThI, HEOOXOAMMO M3BJICYb JIUIIb CTATUYECKYIO
XapaKTE€PUCTUKY IPOrPAMMBI.

B paGore [14] onucaH mpuMep yIauHOTO MCHOJB30BaHUS CHCTeMbl ctatuueckoro L[B3 s
3amuUThl UcXoAHbIX TekcToB 110. 'maBHOE OTIIMUKME ATOrO MPOEKTa OT CYHIECTBYIOIIUX CEroIHs
cucreM crarnueckux LIB3 ms ucnonHseMoro koaa B 3HAYUTENBHO OoJiee MHUPOKOM alipaBUTE
creraHorpaguueckoro mnpeodpazoBanus. s BcrpauBanus 1IB3 B MCXOIHBIE TEKCTHI MOXKHO
UCIOJb30BaTh LEJbIH PsJl MPUEMOB: U3MEHATh PErucTp OYKB, JIOKaJIbHBIE HACHTHU(PHKATOPSI,
MOPSAJZIOK CIEOBAHUS (PYHKIUH, CTUIIb OTCTYIOB M IMPOOENoB U T.J. Eciau BepHyThCs K cUCTeMaM
cratrnueckux L[B3 B 1O, To ux Oynyiiee JeXUT B paclIMpeHHH an(aBHUTa HCIOJIB3yEeMbIX
npeoOpa3oBaHuii. B ciyqae anroputma (QyHKIMOHAIbHO-3KBUBAJEHTHBIX HMHCTPYKIMHA 3TO,
0€3yCIIOBHO, UCIIOJIb30BaHKE MOPsAKA CIeI0BaHUs (PYHKIUI U apryMEHTOB.

Ha nansbiii MOMEHT cambIM yoOHBIM criocoOOM BcTpauBaHHs cratuyeckux L[B3 sBisercs
TEXHOJIOTUSI acceMOJIEpHBIX BCTaBOK Ha YpOBHE HMCXOJHOTO Koja. B oTnuume oT amropurtma
(YHKIMOHATBHO-AKBUBAJIEHTHBIX MHCTPYKIMHA JaHHBIA MOAX0J TpeOyeT Haludus HCXOTHOTO
KOJa MPUJIOKEHHS, 3aTO MO3BOJISIET BCTPOUTH CKOJIb YrogHO OoJbioe yucio L[B3 Ge3 ymepba
ux ckpbitoctu. Cienyer OTMETUTh, YTO BeTpauBaHue [[B3 Ha ypoBHE MCXOAHOTO KOJA MOXKHO
ycuIuTh Tak, uTtoObl LIB3 Obuln ycTONUMBBI K MpeoOpa3oBaHUSAM THIMA ONTUMM3ALMU KOJa.
Hanpuwmep, ecau LIB3 OynyT comepkarh JUIIb «IyCThIe» MHCTPYKUUHU (3kBUBaneHTsl NOP), To
ONTUMU3ATOP, IOCTPOUB I'pad YNpaBIAIOLIEH JOTUKHA MPOTrPAMMBI, CMOXKET JIerko yaanuts [[B3
6e3 ymepOa ans nporpammbl. OpHako LIB3 MOXHO 3aMackupoBaTh, HampuMep, MO KypHA
COOBITUH, KOTOPBIM 3aHOCUT B KakoW-nubo aiin naTy, BpeMs M KaKHe-TO XapaKTepPUCTUKU
nporpaMmMbl. ClieqyeT OJHAKO NpU3HaTh, 4To Bce cratuueckue [[B3 ysa3BuMBI K MHOrUM
CKpPBIBAIOIINM ITPE0OPa30BAHUSM.

Cuctrembl aunamuueckux [[B3 nHamHOro cnoxhHee B peain3auuu (MMEHHO IO3TOMY Ha
NPaKTHKE MOKa UCMOb3yIoTcs ctarndyeckue L{B3), Ho 3HaunTenbHO Oosiee yCTOMYMBEI K aTakaM
U CKpbIThl. bonee Toro, numnamuueckue [IB3 nomyckaorT wenslii paa npeoOpa3oBaHuid,
No3BOJISOMMX YKpenuTh [[B3 mo oTHOmIEHMIO K JEHWCTBUIO aTaKyIOIIEro MpeoOpa3oBaHUsL.
Cnenyer Takke 3aMeTUTh, 4YTO MOYTH Bce AMHaMuueckue [IB3 mo ymMomuaHuio UMEIOT
MMMYHHUTET K CKPBIBAIOIIMM ITPE0OpPa30BAHUSAM.

HauOosiee mnepcreKTUBHBIMM Ha CETOAHSIIHUN JE€Hb B TEOPETUYECKOM IUIAHE SIBIISIOTCS
cucrembl LIB3, moctpoeHHble Ha auHamuueckux rpadax. Camu IUMHAMUYECKUE CTPYKTYpPbI
JAHHBIX JOBOJIBHO CJIOXKHO HCCIEAOBAThb U NPOTUBHUKY, U JIETAIILHOMY BJIAJIEJbIy NPOAYKTA.
Taroke pa3But pan ykpermsitonux [[B3 npeoOpa3oBanuil MMEHHO Ui TUHAMHYECKHX IpadoB.
Baxno Tak xe u T0, uto LIB3, moctpoenHsle Ha AMHaMUYeCKUX rpadax, TpeOyroT UCXOTHOrO
KOJa TMPWIOKEHUs, U B OOLIeM cilydyae He SICHO, KaK MOXXHO aBTOMAaTHU3MPOBATH IPOLECC
BHE/IPEHMs, HAIpUMEp, pPa3IUYHbIX HJCHTU(UKAMOHHBIX HOMEPOB B pa3jMyHble KOMHU
nporpamMmHoro npoaykra. [Ipencrasnsercs, yto cucremsl quHamudeckux [{B3 Ha rpadax 6yayr
IIMPOKO MPUMEHATHCA Ha MPAKTUKE IOCIE TOro, Kak OydeT CO3JaHO HECKOJIBKO OTKPBITHIX
peanuzanuii. Cnenyer oTMETHTb, UTO TepBas myOnuuHas peanusauus [[B3 Ha nuHamuueckux
rpadax omucana B pabore [11] B 2004 romy. Tak 4TO ATO OTHOCHTENHHO HOBOE MOJE IS
UCCIIEI0BaHUS.

B unemom Teopus u npaktuka TexHojorumil 3amutel [IO ¢ nmomombro IIB3 m
UCHTU(PHUKAIIMOHHBIX HOMEPOB TOJIBKO pa3BUBAIOTCA. OJJHAKO TEMIIbI 3TOTO Pa3BUTHUS U HU3KHE
3aTpaThl IIPU UCNOJIb30BaHUH JJaHHBIX TEXHOJIOTMM B POMBILUIEHHOCTH YKa3bIBalOT HA TO, YTO B
camom Onmxaitiem Oynymem [[B3 cranyt ucnonbs3zoBathes Mist 3auuThl 110 HamHoro vame. B
JIOJITOCPOYHOM MEepCleKTUBE B pykax pa3paboTynkoB IO okaxyTcs TOBOJBHO CIOXKHBIE, HO
HEOOBIYaiiHO CTOMKHE W CKpBIThIE, cUcTeMbl nauHamuuyeckux L[B3, mocrpoeHHbIX Ha rpadax.
HccnenoBanue takux Mmozened L[B3 um ux araka Ha npakTHke MOTpeOYIOT OT MPOTHBHHUKA
rIIyOOKMX MaTeMaTHYECKUX U TEXHUYECKUX TTO3HAHUH.
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