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IIpumeHeHHe 3anyTHIBAIOIIUX MPe00pa3oBaHMii B KpUNTOrpaguuecKuX Heasix

Lenpto HacTosimuedl pabOTHI SIBISETCS CHCTEMAaTH3alys 3HAHUM M pPE3yabTaTOB B 0O0JAcCTH 3aITyTHIBAIOIIMX
npeoOpa3oBaHui, pa3paboTka W W3Y4YE€HHE METOJOB 3aIllyThIBAHHMS KPHUNTOrpaduuecKux KOHCTPYKLHUH, OLIEHKa
ITOPUTMHUYECKON CIIOKHOCTH 3alyThIBAIONIMX IpeoOpa3oBanuii. B naHHOW paboTe paccMaTpHBaeTCs METO[
3aITyTHIBAHNS CHMMETPHYIHBIX OJI0YHBIX MH(POB, IMEIOLINX B OCHOBE CBOEH KOHCTpYKIMH neTio Deficrens, a Tak
K€ TIOIBITKH KPUIITOAHAIN3A TTOJTyIUBIICHCS] KOHCTPYKINH.

3amuTa MpPOrpaMMHOrO OOECIieueHns] OT HE3aKOHHOTO PACHPOCTPaHEHHs M MOAUGUKALWHU SBISETCS OJHOW U3
TJIABHBIX 33/1a4 KOMIBIOTEPHON Oe3omacHOCTH. J[Jisi JOCTHXKEHHS TIOCTABJICHHBIX LIENICH HCIONB3yeTCs MHOMXKECTBO
pa3MUYHBIX METOJOB W MHPHUEMOB, BKJIIOYAMOLIMX HCHOJIb30BAaHUE IMOIUTUK OE30MaCHOCTH, CETEBBIX (HIBTPOB,
KPUNTOrpaUuecKnX CHCTEM, CIEHAIBHOIO allapaTHOTO O0eCIedYeHus, MpPEeAOTBPallaloNlero HEe3aKOHHOE
pacmnpoCcTpaHeHUE MPOrPaMMHOr0 odecneueHus, U T.1. Ho HackoabKO Obl HU OBUIM CHUJIBHBI TAKUE METOJBI OHH HE
3aIIMLIAI0T OT TOrO, YTO 3J0YMBINUICHHUK, IOJIYYUB JOCTYI K KOAY IPOIPaMMBI, MOXKET IOHATh MPUHLMI €€
paboThl, N3yYUTh UCHOJIB3YEMbIE B HEIl aITOPUTMBI U CTPYKTYPBHI TaHHBIX.

Brepsrie 3amaua 3amyTeiBaHUS ObUTa ymoMmsHyTa B pabore Yurdmima Judpdm m Maprtura Xemnvana «Hosrie
HampaBJeHUss B KpunTorpagpum». B HeH NpemIokeHO HNCIONb30BaTh U IIOCTPOCHUS ACCHMETPHIHOM
KPHUIITOCHCTEMBI CIIOXKHOCTh 3aJadd, 3aKIIOYarolieiics B aHamu3e MporpaMM Ha HH3KOYPOBHEBOM SI3BIKE
nporpaMMupoBaHust  (accemOiep, OalT-kox). B Hacrosmeli pabore paccMaTpuBaeTcs — BO3MOXHOCTH
peoOpa30BaHKs CHMMETPUYHBIX KPHIITOCHCTEM B ACCHMETPUYHBIE C TOMOIIBIO 3aMyTHIBAIOIINX TPE0OPa30BaHHUM.

JlaHHOe HampaBJieHHUE IMO3BOJSET W3 CUMMETPHUYHOIO IropuT™Ma MH(GpPOBaHUS M NPUMEHEHUS 3aIlyThIBAIOLIHX
npeoOpa3oBaHUi MOJYYHUTh ACCUMETPUYHBIA anroput™ mudpoBaHus. JlocTUraeTcs 3TO CIEIyIOUIMM 00pa3oMm:
Oepércst KOHKPETHBIM anropuT™M MHGPoOBaHUS M (QUKCUPYETCs KIOY, 3aTeM K IOJYyYEHHOMY allTOpPUTMY
mnpoBaHust ¢ PUKCUPOBAHHBIM KIIFOUOM IPUMEHSIOTCS 3aIlyThIBAIOIUE TPeoOpa3oBaHus, TaK YTOObI N3BJICUEHUE
KJII04eBOM MH(OpPMALMM M3 TOJYYHBIIETOCS 3alyTaHHOTO AITOPUTMa OBUIO BBIYMCIUTENBHO TPYAHO. Takum
00pa3oM, MoJTy4aeTcsi OTKPBITHIN KJIFOY, KOTOPBIH a0OHEHTBI MOTYT MCIIOJIb30BaTh VIS CBSI3H, MH(PYs ¢ MOMOLIBIO
Hero cooOuenus. [IpeoGpa3soBaHre CHMMETPHYHBIX KPUNTOrpaQUUEeCKUX CHCTEM, B aCCHMETPUYHBIC MO3BOJISCT
HOJIyYHTb ONPENIeTIEHHBIC BBITOBL:

—  MaJICHBKHI pa3Mep 3aKphITOro KIroya,

—  ObIicTpas ckopocTh muppoBanus/pacuudpoBaHus.

JlanHoe HampaBieHue Hanbosiee BOCTPEOOBAHO B AJMEKTPOHHBIX KIHOUYAX JUIS 3aLIUTHI IPOrPAMMHOTO 00eCHeYeHUs
OT HE3aKOHHOro pacnpocTpaHeHus. [IporpammHoe oOecneyeHue, paOoTaroliee B DJISKTPOHHOM  KIIIOUE,
CYIIECTBEHHO OTPAaHUYCHO B allapaTHbIX U BPEMCHHBIX peCypcax, UCXOJd U3 H66OJ'H)IHOFO KOJIMYECTBA IIaMATU U
OTHOCHUTEJILHO HU3KOHM CKOPOCTH paboTHI mporieccopa (MUKPOKOHTPOILIEPA).

Jis Toro YTOOBI OLEHMBATH CTOWKOCTH M KAaueCTBO 3aITyTHIBAIONIMX IIpeoOpa3oBaHUil HEOOXOINMO BBECTH
(¢opmanpHOE ompeseneHne 3amyThiBaHusA. B paborte [1] BHepBble BBEICHO OINpEIEICHUE 3aIyThIBAIOIINX
npeoOpa3oBaHMl B TepMHHAaX MamuHBl ThiopuHra. BeposrHocTHBIN anroputM O Ha3bIBaeTCsS 3aITyTHIBAIOIIUM
MamuHy ToropuHra M, eciii BBIIOIHEHBI CIEAYIOIINE YCIOBUS:

— g 060 mammes! Teiopuara M ctpoka O(M) onuceIBaeT Ty e MamuHy ThropuHra,

—  JUIMHA CTPOKH, OmHchIBaromed mamuHy Twiopuara O(M) m e€ Bpems pabOTHI MOJTHHOMHAIBHO
3aBUCAT OT JUTMHBI CTPOKHU ONHChIBatonei Manmuy Telopuara M u e€ BpeMeHH paboThl COOTBETCTBEHHO,

— 0001 IpyToit anropuT™, MOTyYaroIInii Ha BXOJ CTPOKY, ONMHCHIBAIOIIYI0 MamuHy Triopuara O(M),
3a MMOJMHOMHUAIBHOE BpeMs Moay4YnuT HH(opMmanuu o e€ pabote He Oonee, ueM ObIIO ObI MONMydeHO HH(OpMaLUK O
pabore mammHbl TrlopuHra M B pesynbrare e€ aHaiu3a 1o NPUHLIHUILY «UEPHBIH SIIHKY.

B o310t ke paboTe mMoNydeH pe3yNbTaT, OMPOBEPTaIONINIA CYIIECTBOBAHUEC YHUBEPCATIBHBIX 3aITyTHIBAFOIINX
npeoOpa3oBaHuii, COOTBETCTBYIOIIUX BBINICIPUBEACHHOMY ompeneneHuto. OnHaKko Takod ()akT HE OIMpoBepraer
CYyIIECTBOBAHNE 3aITyTHIBAIOIINX MPE0O0pa30BaHM IS OIPEAEIEHHOTO Klacca allrOPUTMOB.



B pabote [2], moka3pIBaeTCs CYIIECTBOBAHUE 3aITyTHIBAIOIIHUX MPEOOPa30BAHMMA IS alTOPUTMOB, BBIYUCIISIOIINAX
¢dyHKMK TUMA «Toukay. Ha MX mpuMepe mpoaeMOHCTPUPOBAHO, 3alyThIBAHUE CXEMbI MPOBEPKU Mapois. Takum
00pazoM, MoJydeH Kiiacc MporpaMM, K KOTOPHIM MPUMEHUMBI 3aITyThIBAIOIUE PeoOpa3oBaHusI.

@ynkuus f,(X) HazpIBaeTCsT GyHKIMEH THITA «TOYKA», SCIH

1, ecou X = 0,
f.(x) =

O, B [IPOTUBHOM cCJly4ae

B pa6orax [3], [4] Tak ke BBOJAITCS OMpECICHIS 3aIyTHIBAIOUINX MPpeoOpa3oBaHuii, boJiee ciadbie, ueM B paboTe
[1], ¢ menbto opmamu3aIK OICHKH CTOHKOCTH IMOJYYEHHBIX KPUNTOTrpaUUYeCKUX KOHCTPYKIMH. B yacTHOCTH
OTIpeNieNIeHHe 3aIlyTHIBAIOIINX IpeoOpa3oBaHuii, mpuBeAéHHOE B [3], Tak e HE [OIyCKAaeT CYIICCTBOBAHHE
VHHUBEPCAJBHBIX 3aIlyTHIBAIOIINX aJTOPUTMOB, OJHAKO HE OIPOBEPracTCs CYIIECTBOBAHWE 3aITyTHIBAIOIINX
npeoOpa3oBaHMii ISl ONIPEeNIEHHBIX KJIacCOB aJITOPUTMOB: CHMMETPHUYHBIE CXEMBI NG POBAHHSL.

B pabote [5] mpuBoamTcs MeTOZ, TPEIHA3HAUEHHBIM IS 3aIyThIBAHUS CHMMETPHYHBIX OJIOUHBIX MIH(POB,
MIOCTPOCHHBIX C Hcmoab3oBaHueM merian Peifcrens. Jocturaercst 370 MyTEM BBEACHUS IEPEMEIINBAIONINX
OMEeKTHBHBIX MPE0OPa30BaHUI 1 MHTETPALIMH LIUKJIOBBIX KIIFOUEH ¢ S-00KCaMu B COOTBETCTBYIOLIEM payHJIE.

B Hacrosieil padotre paccMOTpeHBI MOAXOJbl K KPUITOAHAJIM3Y 3alyTaHHOro anroputma nmdposanus DES. B
pe3ysbTaTe NPUBEAEHHBIX aTaK IOSBISETCS BO3MOXKHOCTh M3BJICYCHHUS U3 3aIlyTaHHOTO allOPUTMa CEKPETHOTO
KJII0Ya M NepeMelInBaonnX OUEKTUBHBIX NpeoOpa3oBaHuil. JlaHHBIE METOABI KPUIITOAHAIIM3A PEaN3yeMbl UCXOS
u3 ycrpoiicta mmdpa DES. Tak xe B naHHOW paboTe paccMaTpUBacTCs BO3MOYKHOCTH IMPUMEHEHUS MOJOOHBIX
aTak K 3amytanHoMy anroputmy [OCT 28147-809.

B Hacrosmell pabore Obula NPEANpPUHATA MONBITKA CHCTEMATH3aLMH NPEIBIIYIINX PE3yJIbTATOB M CO3MAHUS
ACCHMETPHUYHBIX KPUITOCHCTEM Ha 0a3e CHMMETPHYHBIX C IIOMOLIBIO 3alyTHIBAIOIIMX MNpeoOpa3oBaHHM.
Cy1iecTByeT BO3MOXKHOCTh CO3JaHUs ACHCTBHTEIBHO CTOWKMX KPHUITOCHUCTEM MONOOHOro Buna. JlaHHas Tema
MMEeT JIOBOJBHO TMEpCIEKTUBHbIC HAIPaBJICHHUS JajbHEHIIero pa3BUTHs: pa3paboTKa 3alyThIBAIOIINX
npeoOpa3oBaHue K CHMMETpUYHBIM mudpam apyroro Bujaa (Hanpumep, AES) m paspaborka GnounbIx mmudpos
CIEHaJIbHOTO BHJIA, CTOMKHX K HOMBITKAM KPUIITOAHAIN3a, IPUBEIEHHBIM B HacTOsIIEH paboTe.
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