E e o
R

KaHVSHIB)
TP adHSA HOIRVIxEA

CaHkT-leTepbyprckKum MHCTUTYT
nHpopMmaTukm n astomatusauum PAH (CIMMTUNUPAH)




Copep)xaHue

3aAada nccnenoBaHus

[pennoXXeHHbIN Noaxon

MexaHn3Mbl 06HapyXXeHust U pearnpoBaHus
ApXUTEKTYypa CpeacTB MOAeMpPOBaHUS
Peannsauus

[loaxoa K KOMOMHMPOBAHUIO

MeToanka MoaennpoBaHUA N cLueHapum
SKCMEepMMEeHTOB

Pe3ynbTaTbl 3KCNEPUMEHTOB U aHaNu3
3aK/Iro4YeHne



3agauvm uccnenoBaHus

= PaspaboTka NpoaKTUBHOro nNoaxoAa K 3aljure oT
ceTeBblIX YepBeu, 6a3npyoLLErocs Ha NCNONb30BaHUM
MEXaHN3MOB 06Ha|DY)KeHVIFI W OrPaHUYEHNS NHTEHCMBHOCTU
COEIMHEHNN CETEBbIX YEpBEU

= Co3paHne Mmopenen, MEeToaUK U NPorpaMMHoO-
annapaTHoro cpeacrea (creHaa) Asnis uccienoBaHus
MeXaHM3MOB 3alLUUTbl OT CETeBbIX YepBeWn Ha OCHOBE
MOJE/IMPOBaHUS Pa3/IMYHbIX TUMOB U 3K3EMIMJISIPOB CETEBbIX
yepBen U MEXAHM3MOB 3alLMTbl OT HUX

» UccnepoBaHne MexaHU3MOB O6HapyeHUs ¢
CAep)KMBaHUS CETEBbIX YepBei, KOTopble HarnpaBneHbl
Ha ObICTPO PacCnpPOCTPAHALLINXCSA YepBEN



Ha3HauyeHue 1 CyLHOCTb noaxoAaa

= lpeanaraembin nogxoa npeaHa3sHauveH ans
obHapyxeHus (arpeccmBHbIX) CETEBbLIX YEPBEU
(NocpeacTBOM BbISIB/IEHUSA UX AEUCTBUM NO CKAHMPOBAHMUIO
YS3BMMbIX XOCTOB) U CAEPXUBAHUS UX AaSIbHEWNLLErO
pPAcrnpocTpaHeHus (3a cHeT orpaHn4YeHus n 610KMPoBaHUS
NOCbISIaeMbIX UHPULIMPOBAHHBLIMU Y3/1aMU CETEBbLIX NAKETOB)

= [MpOaKTUBHOCTb <-> PEaKTUBHOCTb

= [poakTuBHOEe O6Hapy)XeHne n orpaHnyeHume
MHTEHCUBHOCTU YCTAHOBJIEHUS CETEeBbIX COeANHEHUMN
OCHOBAHO HA aBTOMATUYECKUX MEXGHU3IMAX
UCII0/Tb30BaHNS MHGOPMaLm 06 “ucTtopum” aHaIm3npyeEMbIX
CETEBbIX COOLITUV U ITPOrHO3€ 6yAyLLMX COBbITUM, a TAKXKE
aBTOMAaTUYECKOU MOLCTPOUKE M1apamMeTPOB OOBHAPYIKEHMS
CETEBbLIX YEPBEU M ONPAHNYEHNS TPADUKE K TEKYLLEMY
COCTOSIHUIO KOH@UIrypaLmm cetv 1 06pabatbiBAEMOro
TDaPUKa



OcHoOBHble TpeboBaHMA K MeXaHU3MaM
3aLUUTDI

aAeKBaTHOCTb: 10/DKHbI 0b6ecrneynBaTbCs HU3KUE
NOKa3aTENIN NMPOrNyCcKka aTakn 1 JI0OXXKHOIro Cpa6aTbIBaHVIFI

onepaTUBHOCTb: BPe/IOHOCHasi ceTeBast akTUBHOCTb
NO/MKHA 0BHapYy>XMBaTbCS Kak MOXHO paHblue, AaHHOE
TpeboBaHMe HanpsIMyo BIMSIET HA BeMYUMHY YLLep6aq,

MPUHOCKMMOrO B pe3ynbTaTe 3NUAEMUN CETEBLIX YEPBEN

3(pDEKTUBHOCTb UCMNOJZIb30BAHUA CUCTEMHbIX
pecypcoB 1 BO3MOXHOCTb peasin3aumm Ha CETEBOM
obopynoBaHnK

aBTOMaTU4YeCKoe BbiMoJIHEHME: pa3pabaTbiBaeMble
MEXAHW3Mbl AOMKHbI DYHKLMOHMpPOBATL 6e3
BMeLlaTenbCcTBa (MM NpY MMHMMANIbHOM BMELLATENbCTBE)
aIMMHUCTpaTopa

BO3MOXXHOCTb 06Hapy»xeHus (KpoMe 6bICTpO
CKaHUPYHOLLMUX CETEBbIX YePBEU) TAKXKE "MeANIEHHbIX"
yepBeW, UCNOMb3YHOLNX CKPbITHbIE aNifOPUTMBI
CKaHMpPOBaHUS



OcobeHHOCTH NpeanaraeMbix
NMPOAKTUBHbIX MEXaHU3MOB 3alUTbI

(1) "MHoropes3o/1IloLIMOHHOCTb": NCMOJIb30BaHNE
HECKOJIbKMX MHTepBanoB BpemMeHn ("OoKoH") HabnoaeHus
CeTeBOro Tpaduka 1 pasnM4YHbIX NOPOroB A4
OTC/IeXMBAEMbIX NApaMeTPOB

(2) N'M6bpuAHOCTDb: NPUMEHEHNE Pa3/INYHbIX MEXaHU3MOB
3alMTbl, OCHOBAHHbIX Ha Pa3HbIX a/IfOPUTMax U
MaTeEMaTUYECKMX METOAAX, B TOM YMC/e YYUTbIBAOLMX
CObbITUS, XapaKTepu3yltoLlme Kak aHOMasbHYyto, TaK U
HOPMaJibHYIO CETEBYIO aKTUBHOCTb XOCTa

(3) MHOroyposHeBoe KOM6MHMpPOBaHNE MEXaHU3MOB
3amThbl (KaK cuctembl 6@30BbIX KI1aCCUMPUKATOPOB U MeTa-
KraccudukaTopa)

(4) ApanTMBHOCTb: npwucnocobsieHne napaMeTpoB
obHapy>XeHus1 N orpaHnyeHunst Tpaduka K TeKyLluemy
COCTOSIHUIO KOHMUIypaunm cetn n Tpapuka



O0CobOweHHan apxuTeKkTypa
CUCTEeMbl MOoAeNnMpPoOBaHUA

" AHanus peaynbTaTos

g MeTpukun adbpekTnBHocTU: false positive, false negative, Bpems peakuunn un gp.

7

)\

bunbnmnoteka mMexaHU3MoOB 3alUTbl OT YepBen

MapameTpbl: BXOOHbIE
(KONMM4YecTBO NMakeToB U
ap.), ynpasnswowme
(3apgepxka n gp.)

Anroputmel: Virus throttling,
Failed connection, TRW, Credit
based n gp.

NMpoTokon.l:

TCP, UDP

o

" BubnuoTeka MexaHn3MoB NpeaodbpaboTku
O6paboTka coobuieHnn
MeXCeTeBOlIo 3KpaHa

AN

Cnuckn goctyna (ACL)

NS

KoHTponbHbIE 3agayn
CueHapun: ataky, HopMarsbHbIN TpaduK,
TOMNOoJNOorM4Aa N pecypcbl cetn n ap.
1
AHanunsatop Tpadumka (tcpdump/libpcap)
T
NcTouHukn Tpadumka (aTtakm n HopMarsibHbIN Tpaduk)

\_/

MeToamka MoenupoBaHus 1 aHanusa

NN/




ApXUTeKTypa cpeacTtB MoAeIMpoBaHUS

ba30Bblé KOMIMOHEHTbI:

= [eHepaTop TpaduKa
CYLLECTBYOLLMX YEPBEN

= [eHepaTop TpadurKa HOBbIX
yepBewn

= Cucrema npenobpaboTku u
CUHXPOHM3ALNN NCTOYHUKOB
Tpaduka (ans npuBeaeHus
Tpaduka n3 popmarta
MCTOYHUKOB B (popMarT,
ya06HbIN ANs aHanu3a
MexXaHn3MaMn 3alnThl,
CUHXPOHM3aLMN HECKOSbKNX
MCTOYHWKOB TpaduKa u
nepenayn Tpaduka
MexXaHW3MaM 3alUnThbl B
ynopsiA04EHHOM BO BPEMEHM
BMae)

= Mccnegyemble MexaHM3Mb
3alUNTbI

[TpoBepsieMble CLEHapuK: pasfnuyHble MeToAbl 3aLnThl U
WCTOMHMKW Tpadomka

afs

Mopaenu mexaHn3amoB
ObHapyXeHus 1
coepxuBaHus Tpaduka
YyepBs

Mogenu npegobpaboTku 1
CUHXPOHM3aLMK
WCTOYHMKOB Tpadmka

Mogenu ncTo4YHnKoB
Tpadgmka

-,
’
/
|
|
\
\
N

Cuctema MmogenupoBaHus

[lapameTpbl MeTO40B
3aLmThl




NHTepdenc nporpaMMHOro KOMIJeKkca
MoAeNIMpPOBaHUS

Traffic source

o : k edit Based i |

Eile Edit ©Options Help 100 %

Warmn source W Add =

Traffic trace

Worm source
2087 10 23 19:44:23

False positives: B.B80176563

- B)X]
W

Defense Fredefined worms | CodeRed
Credit Based b Add = Credit B Tranzpart protocal | TCP % | LConnection probability | 0.500000
Scan speed 1600 Cannection time | 100
Drane b dom W Packet size | 51200

Choose krace. .,

Wiz wormn traffic with normal

D:lbl-inkernal, 20041215-1012, pork0z 1. dump. anon

[ ak. ] [ Cancel ]




KOoHCONbHOE NpusoXXeHue

= [lpegHa3Ha4vyeHo

0719 NMAKETHOro
3arnycka
6onbLUoro
KOJINYECTBA
3KCMNEepPUMEHTOB

B kayecTBe
napameTpa
nepenaeTcs UM
danna co
CKPUMTOM,
coaepxaLlnm
Habop
KOHUrypaumm
NS 3anyCcKoB
3KCMNEePUMEHTOB.

e CAWINDOWS\system32\emd.exe

tetall=0.52 tetal=0.48 alpha=0.001 beta=0.9% izUDPOn=0
defense added
waiting for new run or defense tyupe
[Defenze 141
defenze=TRW
waiting for defense parameters
tetall=0.52 tetal=0.48 alpha=0.001 bheta=0.97? isUDPOn=1
defense added
waiting for new run or defense type

[Defenze 151
defense=Statistics
waiting for defense parameters

defense added
waiting for new run or defense tupe

run added

waiting for traffic source type
[Source 11
zprcType=traceFile

waiting for trace path
path=1hl-internal . 20050107-1223 . portOD25 . dump . anon

console.exe run_exp_all.txt




Ucnonb3oBaHHbIE 3anucu Tpaduka

Tpaguk, cogepxaipmica B [LBNL/ICSI Trace], BknovaeT
6onee 100 yacos 3anncK Tpauka CETU YPOBHS
npeanpuaTns 3a nepunos ¢ okTsa6ps 2004 no sHeapb 2005
roga. CoaepxaHue Tpaduka onncaHo B [Pang et al., 05].

Tpa(g)////( rpegcrasieHHbi B [GRID], cooepXXuT 3anmcu

Tpaduka, 3aPUKCUPOBAHHOIO Ha rpaHuLe CeTu

yHuBepcuteTa Hanonn (University of Napoli) “Federico II” w
ceTun NIHTepHeT.

Tpa(%b////(, cogepxaiymicsa B [LIP6], BKIOYAET 3anmcu
TpauKa, caenaHHble npu nomoluu PPLive B ceTu
I'Iapm>|<C|<oro YHuBepcuTeTa Nbepa n Mapun Kbtopu (Pierre
& Marie Curie University (UPMC)) Bo BpeMsi OH-NanH
TpaHCcnAunMnM Matya Ntanma-YkpanHa Bo BpeMda HeMnmoHaTa
Mmnpa no gytoony 2006 r.

CO6CTBEHHbIE 3aTMCH TPAagHKa COAEPXKAT 3anncu Tpaduka
P2p-NPpUNOXEHNI, 3aPUKCUPOBAHHbBIE HA UCMbITATENIbHOM
CTEeHAE, CO3AaHHOM ANa LUenen npoekTa.



eHepaTop Tpaduka

s CnocobeH CbOpMMpOBaTb x|
A Predefined warms IC::u:IeRed j
- Ka K H O p M an b H bl M Tpa Cb M K Transpaort prokocal Im Conneckion probabiliby IDE—
( H a OC H O Be Scan speed | 6 RST probabilicy | 0.6
\\ 144 Scan kype Im Cannection time I-l—
rl pOM rp bl Ba H Mﬂ pa Hee End of connection Im Packet size IW
3a |'| M Ca H H O ro Tpa qj l/| Ka Mormal traffic brace | D\ SHAREYDYDN TrafFicTracest|bl-internal 20041; _|
[v iz warm traffic with normal
= TaK N TPaUK pasINYHbIX
TUMOB CETEBbLIX YepBeEN, = =

Kak paHee U3BECTHbIX, TaK
N HEN3BECTHbIX
n []eqaTe/IbHOCTb PAHEE U3BECTHbLIX YEPBEU MOAE/TUPYETCH

NyTeM 3aJaH1s NpeaonpeaeneHHbIX NapaMeTpoB
DYHKLMOHMPOBAHMSA, COOTBETCTBYHOLLNX U3BECTHbLIM YEPBAM

s []evicTBus HOBBIX YEPBEU MOAE/TUPYHOTCS Ha OCHOBE 3aAaHUs
NPOM3BOJIbHbIX NapaMeTpoB (PYHKLIMOHMPOBAHUS CETEBbIX
yepBeu



OcCHOBHbIe NapaMeTpbl reHepaTopa Ans
MoAeIMPOBaHMsA HOBbIX YepBen

protocol — Tun NpoToKoa TPAaHCNOPTHOrO YPOBHS, UCMOSIb3YEMOIro
ceteBbIM YepeeM (UDP nnun TCP);

scanSpeed — CKOPOCTb CKaHMPOBaHMS (NAKETOB B CEKYHAY);

scanType — cnocob nony4yeHuns IP-appeca ckaHnpyemoro xocta (XocTa-
XepTBbl) unn Tun ckaHnposaHns (RANDOM, SEQUENTIAL, PERMUTATION,
PARTITION, LOCAL, TOPOLOGICAL);

end_of_connection_t — cnocob6 3aBepiueHnss TCP coeanHenmmn (FULL,
SHORT);

connProb — BepoOsATHOCTb YCreLwHoro coeanHenus, B cnydae TCP — aT1o
oTBeTHbIM nakeT SYN ACK, B cnyyae UDP — otBeTHbIN nakeT UDP;

rstProb — BepoaTHOCTL oTBeTa TCP-RST B cnyyae HeyaayHoro
coeaNHEHUS;

connTime — BpeMs coeanHeHuns (B ceKyHaax);
packetSize — pa3mep reHepupyemoro naketa (B 6anTtax);
tracePath — dann ¢ TpacdunkoM ansa cMmelnBaHnS;

isMixTraffic — ncrnonb3oBaTb UM HET NapaMeTpbl Tpaduka Ans
reHepauuu TpaduKka yepss.



i Knaccbl MeXaHM3MOB

lMpuMeHsieMble KJ1aCcCbl MEXaHU3MOB:

= [IpOoccennpoBaHune/perynmposaHne BupycoB” (virus
throttling”)

= Ha OCHOBE AaHHbIX O HeyaauHbIX coeanHenunn (Mfailed
connection”)

= Ha 6a3e “noporosoro cny4yanHoro npoxoxaenua” (Threshold
RandomWalk)

= Ha 6a3e ynpoLlleHHoro “noporoBoro ciy4amHoro
npoxoxaenna” (Simplified Threshold RandomWalk)

= Ha ocHoBe kpeguToB noeepua (“Credit-based rate limiting”)
= Ha ocHoBe DNS-ctatuctukmn ("DNS-based rate limiting”)



KombuHunposaHue mexaHnsmos (1/2)

= KOMOMHMpOBaHMe AaHHbIX MEXaHU3MOB
3aKJ1H0YaETCH:

= B BblbOpe OTAeNnbHbIX METOA0B, KOTOPbIE HAUNYYLLINM
o6pa3omM paboTaloT B TEKYLLUNX YCITOBUSIX, NN

= B UCMONb30BAaHNN HECKONbKNX MEXAHU3MOB (KaK
Pa3/IMYHbIX KNACCoOB, TaK M OAHOrO Klacca, HO C
OT/IMYaloLWKMMNCS NapamMeTpamm), 1 GopMnMpoBaHNK
3aK/IIOYEHUS O HANMMYNU CETEBOIO YEPBSI HA OCHOBE
06paboTKN 3aKNIOYEHNN KaXXKA0ro MexXaHn3Mma C
Pa3/IMYHbIMN BECAMMU.



KomMbuHunposaHue mexaHnsmosB (2/2)

= BblObpaHbl YeTbipe OCHOBHbLIX NapaMeTpa Tpaduka:
s CpeAHAA HYaCTOTa NpuXoAadLLnX NnakeTos,
= npoueHT TCP SYN-3anpocos;
s CpeaHee KOoJIM4ecCTBO NMakeToB Ha OANH XOCT-UCTOYHUK,
= MPOLIEHT YCreLwHbIX COeAUHEHNN.

» QYyHKUUSA BblUNCIEHNS KOIPDULIMEHTOB
npumeHnmoctTn WA d, x1,...,xn) NpuHUMaET B
KayecTBe aprymeHToB Tun (Kfacc) d MexaHn3ma
3aLlMTbl U TOUKY ieKapToBa /+MepHOro
rMnepnpocTpaHCTBa, 3a4aHHOro napameTpamm (B
YKa3aHHOM npuMepe — 4yeTblipexMepHoro) — (X1,
X2, X3, xX4).



Metoauka mogenupoBaHusa (1/3)

1. Traffic
Sources
specification

( Begin >

Mo

Source type

Input of Traffic
Source parameters

Yes

More Sources

No

- Graphical
- Command-line

- Traffic Trace

- Worm Source
(mixing worm traffic
and traffic trace)




Metoauka mogenupoBaHusa (2/3)

reaction

2. Detection and

mechanisms
specification

Mechanism type

Processing type

v

- Virus Throttling Base

- Virus Throttling Switch

- Virus Throttling
CUSUM

- Failed connection

- TRW

- Simplified TRW

- Credit based

- DNS based

- Combined Mode

TCP

\ 4
TCP+UDP T.CP'SYN
time-out

TCP-SYN time-
out + UDP

v

Input of mechanism
parameters

Yes

Vlore mechanism
N

o)




Metoauka mogenupoBaHusa (3/3)

3. Simulation and analysils

No

ources have frames

Get next frame from each source
v
Select the frame with the minimal timestamp
\ 4
Transmit frame to all of mechanisms
l

v
Write output parameters to a file

v

Mechanisms analysis

No

Goal reached »To the 1% stage




NpuMep MmogennpoBaHus
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AHanus

NS OLLEHKM U CpaBHEHUS MEXAHMU3MOB 0OHapYXeHMs U MPOTUBOAENCTBUS
MCMOJIb3YIOTCS CrieaytoLme napaMeTpbl:

MNPOLIEHT NOXHbIX cpabaTbliBaHWI;
NPOLEHT Nponycka aTak;

BpeMsi peakumn MeToaa;

KOM4ecTBo 06paboTaHHbIX MAaKETOB;
MWHMUMaJsIbHOE BpeMsi 06paboTKn MNakeTa;
MaKCuMMasibHoe BpeMsi 06paboTKn NnakeTa;
cpeaHee BpeMst 06paboTKM NaKeTa;

MaKCUMaJibHbI 06bEM MAMSATU, UCMOMb3YEMbIN NMPW BbINOTHEHUN
MeXaHW3Ma;

KOTMYECTBO 06paLleHMI K MaMSATH, OCYLLECTB/ISIEMOE NPW BbINOIHEHWM
MEXaHU3Ma;

KOJIMYECTBO 3anuncei B NaMsTb, OCYLLECTBSIEMOE MPU BbIMOSHEHUM
MEXaHu3Ma;

NOoKa3aTesib TOYHOCTWN METOAa.



JKCNepuMeHTbl

Wcnonb3oBannck Tpadukn C HU3KUM U BbICOKMM MPOLIEHTOM P2P-
NPUNOXXEHUMN.

Bcero 661110 ncnonb30BaHO 7 HOPpManbHbIX TPAadUKOB, K TPEM U3
KOTOPbIX MOAMELLMBANIUCL COOTBETCTBYIOLME 3annCcn CKaHepoB, U 5
P2P-TpacdukoB. bonee nogpobHoe onucaHmne Tpadumkos cMm. . 2.4.1.
oTyeTa.

Bce Tpaduku cMeLlmBanunucb C YepBsIMU TPEX BUIOB:
= Code Red II,
= Slammer n
= WCKYCCTBEHHbIV YepBb.

KpoMe Toro, MexaHn3mbl 3aluTbl NCCNefoBannUcb Ha BCEX YKA3aHHbIX
Tpaukax 6e3 npMMecn YepBs U Ha YNCTbIX TPapUKax Yepss.

Bcero 6bi510 npoBeaeHo okono 700 sKcnepuMeHTOB.

N5 KaXxaoro MexaHM3Ma 3alUmThl MCNONb30BaINCh ONTUMalbHbIE
MapaMeTpbl, MNOSYYEHHbIX MO pPe3ynbTaTaM 3KCNEPUMEHTOB C
OTAENbHbIMM METOAAMM.



BbIXOAHbIE NapaMeTpbl MEXaHU3MOB

(HopMasnbHbIN TPpadUK C UCCK. YepBeM)

Ne Mexauusm Cpennee 3HaueHue | CpeaHee 3HaYCHHUE CpenHee 3HaYCHHUE
n/m CYMMBI OIIIMOOK koapunreHTa ko3(pduirienTa
JIOKHBIX MPOIYCKOB aTaK
cpabateiBanuii (FP) | (FN)
1 TRW 0,007396 0,004980 0,002416
2 VT-S 0,023940 0,023300 0,000663
3 VT-C 0,024648 0,024100 0,000530
4 CB 0,025969 0,025600 0,000344
5 FC-B 0,063966 0,009680 0,054291
6 DNS 0,985548 0,075500 0,230215

Knaccel mamaru

MexaHnu3Mbl, B MOPSIAKE BO3PACTAHUS] CYMMBI

OIIMOOK
DKOHOMHBIN VT-S | VT-C
DKOHOMHBIN+CpenHui VT-S | VT-C CB FC-B | DNS
DxoHOMHBIN+CpenHuii+ TRW | VI-S | VT-C | CB | FC-B| DNS
PacTounTenbHbIn




BbixoAHblIe NapaMeTpbl MEXaHU3MOB
(HopMmanbHbIM Tpaduk c Code Red II)

No Mexaunsm Cpennee CpenHee 3HaUYCHUE CpenHee 3HaUYCHHE
n/m 3Ha4Y€HHE CYMMBI | KoadduiimenTa JOKHbIX | koadpuireHTa
OIITMOOK cpabatbpiBanuii (FP) nponyckoB aTak (FN)
| CB 0,027848 0,025692 0,002156
2 VT-S 0,032513 0,023277 0,009236
3 VT-C 0,033346 0,024118 0,009228
4 TRW 0,069142 0,004980 0,064162
5 FC-B 0,071842 0,037267 0,034575
6 DNS 0,997316 0,772736 0,224579
Knaccel namsatu MexaHu3MBbl, B OPSAJAKE BO3PACTAHUS CYMMBI
OIINOOK
OKOHOMHBIN VT-S | VT-C
DOKOHOMHBIN+CpeHui CB | VI-S | VT-C | FC-B | DNS
OxoHOMHBIM+CpenHuii+ CB VT-S | VT-C | TRW | FC-B | DNS
PacTouurenbHbii




BbixoAHble NapaMeTpbl MEXaHU3MOB
(P2P Tpacdpuk c Code Red II)

No Mexanusm Cpennee 3Hauenue | CpenHee 3Ha4YCHUE CpenHee 3Ha4YCHUE
n/n CyMMBbI OIITMOOK ko3 duimenra Ko3(ppuimenHTa
JIOKHBIX nponyckoB aTak (FN)
cpabateiBanuii (FP)
1 CB 0,265824 0,265395 0,000429
2 VT-S 0,404845 0,208435 0,196409
3 VT-C 0,517375 0,067945 0,449429
4 TRWS 0,619064 0,115654 0,503410
5 FC-B 0,761482 0,031890 0,729592
6 TRW 0,790602 0,170161 0,620441
7 DNS 0,999529 0,929318 0,070211
Kiaccel mamsitu MexaHu3Mbl, B TOPSJKE BO3PACTAHUSI CYMMBI OIITUOOK
DKOHOMHBIN VT-S | VT-C
OKoHOMHBIH+CpenHuit CB VT-S | VT-C | FC-B DNS
DKoHOMHBIA+CpeaHuii+ CB VT-S | VT-C | FC-B | TRWS | TRW | DNS
PacrouurenbHbin




3aBMCUMOCTb 3HAYE€HUA CYMMbI OLLM6OK MeTOAOB
OT YacToTbl NakeToB (A4NA BCcex TpaPpnKoB)

1,20E+00
1,00E+00
¢ FC-B
_ 8,00E-01 = VT-C
g TRW
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3aBUCMMOCTb 3Ha4YeHUs CyMMbI OLLIMOOK METOA0B OT
npoueHTa TCP-SYN nakeTtoB (415 BCeX TpapuKOoB)
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3aBUCMMOCTb 3Ha4YeHUs1 CYMMbI OLLIMOOK METOA0B OT
NPOLIEHTa YCNeLLHbIX coeanHeHnn (ans Bcex TpaduKoB)
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Texkywias u ganbHeuwas pabora

COBepLLIeHCTBOBaHVIe npeanoXXeHHbIX 1 pea/in30BaHHbIX
MEXaHN3MOB 3alluTbl U NMOAXO0Aa B LEJIOM.

[IpMMeHeHne MeToA0B MaLLMHHOIO 0by4YeHUs: COCTaBUTb U
NCccneaoBaTb MPOCTPAHCTBO MPU3HAKOB HA OCHOBE
CyLLECTBYOLMX paboT B 3TOM 06/1aCTM U NCNONBb30BATb
OTAeNbHblE MPU3HAKN B UCCeQYEMbIX MEXaHU3MaX.

Peannsaumsa mexaHn3MoB agantaunu: MNpu naMeHeHnu
MOLLIHOCTM aTaKu, noacucTteMa agantaummn Bbibnpaer
KOHMUIYpaUMIO CUCTEMbI 3alUUTbI TaK, YTOb6bI
ONMTUMN3NPOBATb PYHKLNIO 3PDEKTUBHOCTM.

Icnonb30oBaHMe pa3/nMyHbIX CXeM Koorepauum MexaHM3MOB
3alUMThI: Ha YPOBHE CEHCOpa, AeTeKTopa, punbTpa

iccnenoBaHMe BO3MOXHbIX 6yayLuX YepBern N MEXAHU3MOB
3alMTbl OT HUX



3aKknrouyeHue

[peanoxeH NpoakTUBHBLIN MOAXOA K 3alUMTe OT CETEBbIX
yepsen, 6a3npyOLLNMNCA HA UCMOSIb30BAHNUN MEXAHU3MOB
OBHapyXeHWs1 U CAEPXMBaHWUS PacrpoCTPaHEHNs CETEBbIX
yepBeu

MpeanoXeH noaxoa K NCCNeaoBaHMIO MEXAHU3MOB
ObHapy»XeHns 1 CAEPXXMBaHUSA PacnpoCTPaHEHNS CETEBbIX
yepBeu

Pa3paboTaH NporpaMMHbIA KOMMIEKC MOAENNPOBAHUS
MEXaHN3MOB 3aLLUTbI

= PeannsoBaH reHepatop Tpaduka yepss

= Peanu3oBaHbl MEXaHN3Mbl OOHaApYXeHUs U
pearMpoBaHuns

= Peanun3oBaHbl CpeacTBa MOAeNMPOBaAHNS
[1lpoBeAeHbl 3KCNEePUMEHTHI

CopMynmpoBaHbl peKoMeHAaLMN MO NMPUMEHSIEMbIM
MEXaHM3MaM, UX YTYULLEHUIO W AaNbHENLLEN paboTe.
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