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Pabora mocBsimieHa pa3pabOTKE M aHATWU3y MOJENHM 3allUThl TPOTPaMM Ha OCHOBE
MeXaHW3Ma  yJaieHHoro  goBepus. llenp  ganHOro - moaxoma  —  oOHapy)KeHHeE
HECaHKIIMOHUPOBAHHBIX MOAU(UKALNUNA  KIMEHTCKOM MpOrpaMMbl, BBIIOJHSIOLIEHCS B
MOTEHIUATBHO BPAXKICOHOM OKpYyKeHHH. MexaHW3M OpPHEHTHPOBAH, B MEPBYIO O4epeqb, Ha
3alUTy NPUIOKEHUM, JJI1 KOPPEKTHOTo ()yHKIMOHMPOBAHMSI KOTOPBIX TPEOYIOTCSI CETEBBIE
KOMMYHHKAIIMM C YyAaJeHHbIMH KIWEHTAaMH WM cepBepaMu. TeMm caMmbIM, B cllydae
00HapyXEHHUSI HEpa3peUICHHBIX MOIU(DHUKAIUNA, TOSABISIETCS BO3MOXKHOCTh YBEIOMJICHHS BCEX
CETEeBBIX CYIIHOCTEH, C KOTOPHIMU JAHHBIM KIUEHT OCYIIECTBISET KOMMYHHUKAIIUIO, YTO €r0
IporpaMMHOE oOecreueHue B3JIOMaHO. B pesynbpTare, B ciayuyae OOHapyXeHHs B3JIOMa
MOSIBJISIETCS. BO3MOXHOCTB MPEKPATUTH MIPEIOCTABICHUE MTPOTPAMME CETEBBIX CEPBUCOB, a TAKXKe
BCAKYIO TTOICPKKY, HEOOXOIUMYIO JIJISl €€ KOPPEKTHOM pabOTHI.

B coorBerctBUM ¢ HacrosmuM mnoaxogom [1-5], mpenmonaraercs, uYTO HMEIOTCH,
TpeOylomiasi 3allMThl, KJIMEHTCKas IporpaMma, BBIMOJHAIOMIASACS B paMKax HEHaJIeKHOTO
OKPYXCHHsI, W JIOBEPCHHBIH CEpBEp, PACIONOXKEHHBIA Ha 3allUIICHHOM XOCTe, KOTOpBIC
CIIOCOOHBI OCYIIECTBIISTh MOCTOSHHYIO CETEBYI0 KOMMYyHHUKanuioo. OIHUM M3 BaKHEHIINX
MPHUHIIUIIOB MEXaHW3Ma yAaJeHHOTO JOBEPHS SBISICTCS pealln3alus, 3arpyKaeMoro BO BpeMs
BBITMIOJTHEHUSI M TIEPUOAMYECKH OOHOBIISIEMOT0, IPOrpaMMHOro MoyJid. OCHOBHOE Ha3HauY€HHE
MOJYJISI — BBIMOJHEHUE BepU(PUKAIMI KIUEHTCKOM TPOrpaMMbl C MENbI0 OOHApYKEHUS
3JI0HAMEpPEHHBIX MoAudUKaluil. PerynspHoe 3amenieHne MOAYJIsl €ro HOBOW BEpCHEH MO3BOJISET
MOBBICUTh ~ YCTOWYMBOCTH NPOTpaMMbl K  B3JIOMaM, OTPaHUYHB BpeMs, JOCTYITHOE
37I0YMBILUICHHUKY. bojee KOHKpeTHO, MEXaHHW3M 3aMelIeHHs] MPEeJOTBpAIIaeT BO3MOMXKHOCThH
HEOTPAHMYEHHOTO IO BPEMEHW WCMOJIh30BAHUS B3JIOMAHHON MPOTpaMMbl, BBIHYXas
3JIOYMBIIJICHHUKA [OCJIE KaXJIOTO 3aMELIEHUS MOAYJS 3aHOBO MPHUMEHSTh HEOOXOIUMbIe
METOMUKHA B3noMma. Kaxknmas HOBas BepcHs MOAYISl OTJIMYACTCS OOHOBIEHHBIMHU (DYHKIHSIMU
Bepu(DUKaIMH, a TAK)KEe HOBBIM HAOOpOM Kpuntorpadudeckux kimodeit. OCHOBHOE TpeOOBaHHUE K
peanmM3anii  MEXaHW3Ma 3aMENICHHs COCTOMT B TOM, 4YTOOBI BpeMs, 3aTpayuBaeMoOe
HapyIIUTEJIEM Ha B3JIOM MOIYJISl, HE YMEHbBIIAIOCh Obl HUXKE OMPEEeNIEHHOr0 Mpeiena A BceX
MOCTEAYIOMUX BEPCH MOJYJIS, TIPU YCIOBHH, YTO HAPYIIMTEIh CMOT B3JIOMATh MPEIbIIyIINE
BEPCUH MOAYJIS.

B pabore mpezncraBieHbl OCHOBHBIE BHIBI aTakK, KOMIIPOMETHUPYIOUIME 3alHIIAeMYFO
nporpaMMy, B TOM 4YHCIE, aTaka KJIOHMPOBAaHUS, KOTOpas sBISETCS HauOojee CIO0XKHO
oOHapyHMOH. PaccMaTpHUBaroTCs TOMIOJTHUTENBHBIC HACH, KOTOPBIE MOTYT HCIIOJIB30BAThCS IS
IIOBBIIICHUA YCTOﬁqHBOCTH nporpaMmbl K aTakaM, a HWMCHHO, OCYHIICCTBJIICHUC YaCTU
BepuduKanuii B Tpenenax JJOBEPEHHOIO CepBepa; pealu3alus MOJACIA C HECKOJIbKUMH
MOHUTOPAaMH, KaX/blii U3 KOTOPBIX BEepUHUIMPYET OCTANbHBIE; caMO-BepU(UKaLIUs MOHUTOPA.
JIIst yCIIO)KHEHHsI aTak Ha MPOrpamMMy, M TEM CaMbIM Ul YBEIMUYCHUS BPEMCHHU peallu3aluu
aTak, MporpamMma TaKKe MOJKET 3alllMINAThCS JIOOBIMU APYTMMH METOJaMU M TpUEeMaMU
3aIUTHI, JOCTYIIHBIMH B HACTOslIee BpeMs. B 4acTHOCTH, Ha CTOpPOHE KIMEHTa BO3MOXKHO
UCTIOJIb30BaHUE  JIOTIOJIHUTEIBHOIO  ammapatHoro oOecrleyeHHs, HampuMmep CMapT-Kapr,
II03BOJISIONIETO BBIMOJHATh HanOoJiee BaXKHBIE C TOYKU 3pCHUS] OS30IAaCHOCTH BBIYMCIICHHS
6ostee 6e30macHbIM 00pa3oM.

JIIss TOCTPOCHWSI MEXaHW3Ma 3aMElICHHs NPEIUIOKEHO HCIOIb30BaTh TEXHOJIOTHH,
peaAIU3yOUC MmapaaurMy AUHAMHUYCCKOI'0 ACICKTHO-OPUCHTUPOBAHHOI'O IMPOTpaMMHUPOBAHUA

[5].



OnHuM W3 BaXKHEHIIUX YCJIOBUM, HEOOXOAMMBIX Il YCHELIHOM peanu3aliy MeXaHu3Ma
3alllMThl Ha MpPAaKTHKE, ABJSETCS €ro MaciradbupyemMoctb. B 1enom ke Hanbosee KpUTHYECKU
BaXXHBIMU  SIBJIIFOTCSI  PECYPCBl  JJOBEPEHHOI'O CEpBEpa, KOTOpBIE MCIONB3YIOTCS — AJIs
o0cCITy>)kKMBaHUs OOJIBIIIOTO YKCIIa KIIMEHTOB. B HacTosIee BpeMs B pabOTe paccCMaTpUBAETCs J1Ba
CEpBEPHBIX pecypca: 3aTpaunBaeMoe MPOLECCOPHOE BpeMsi M 00beM HEOOXOAUMOI MaMsATH.

3ajmaya MacmITaOUPYyeMOCTH IO CYTH CBOJUTCS K TIIOMCKY HEKOTOPOTO YCJIOBHOIO
KOMIIDOMHUCCA MEXJIy CYMMApHOW CTENEHBIO 3allHIIEHHOCTH U IPOU3BOIUTEIBHOCTBIO
cuctemsl. [IpuueM, B naHHOM CUTyaluu OIIMOOYHBIM OYIET MpEACTAaBIEHUE, YTO HEKOTOpas
yacTh 0€30MaCHOCTU MPHHOCUTCSA B JKEPTBY PaAM JOCTHKEHUS LeJed MpOU3BOIUTEIBHOCTH.
Ckopee, wucXxols U3 TMPaKTUYECKOW MPUMEHMMOCTH, KOHKPETHBIM MPOTrpaMMHBIN WK
IpOrpaMMHO-aINapaTHbIN MEeTO He Oy/AeT CUNTAThCs IPUEMIIEMBIM, €CJIM OH HE YJIOBIETBOPSIET
TpeOOBaHUSIM MACIITAOHPYEMOCTH.

B pamkax paccMarpuBaeMoro MoAxoAa IO 3aliUTe MporpamMm IPEAIoJIaraercs
UCIOJIb30BaHUE PA3IMYHBIX IPOrPAaMMHBIX U IPOrpaMMHO-aIIapaTHBIX METOJ0B. B yacTtHOCTH,
IpeJIaraeTcsl UCIoJIb30BaTh pa3iMyHble METOAbI 00(ycKaluu, KpUnTorpadhuyeckue CXxeMbl Ha
ocHoBe White-Box Cryptography m Physically Observable cryptography, meronst Dynamic
Memory Placement, Crypto guard, Orthogonal replacement u npyrue. Kaxplii Takoit MeTof,
OyIyuu peaan30BaHHBIM B Kau€CTBE 3JIEMEHTAa MEXaHHM3Ma, NPEAOCTABISIET ONPEEIICHHbIN BUT
3aIUTHI IPOrPAMMBI.

Peanuzanus OONBIIMHCTBA TaKUX METOJOB pa3JielieHa MEXAY KIMEHTCKOM M cepBepHOM
cTopoHaMHu. Tak, Hampumep, Ha KJIMEHTE NMPOMCXOAUT BBIUMCICHHE HEKOTOPBIX KOHTPOJBHBIX
CYMM, KOPPEKTHOCTb KOTOPBIX 3aTéM IIpOBEpsieTCsl Ha JIOBEpeHHOM cepBepe. I[loaromy,
BCJIEJICTBHE TpeOOBaHMsS MAacIITaOMPyEeMOCTH MeEXaHU3Ma, BO3HUKAeT 3ajjauya MHUHUMH3AlUU
NOJTOOHBIX CEpPBEPHBIX BBIYMCIECHUN. B IMpOTUBHOM ke ciayyae, Korja Ajs KaKIOro KJIMEHTa
JIOBEPEHHBI  CcepBep JOJDKEH PEryJSIpHO  OCYILECTBIATh  BBIYUCIEHUS, TpeOyrolue
3HAYUTENBHBIX 3aTpaTr, MOJAJEPXKKAa OOJNBLIIOrO 4YHCIa KIMEHTOB MOXET  OKa3aThbCs
MpoOJIEMAaTUIHON U MTPAKTUUECKH HEOCYIIECTBUMOM.

B paboTte mpoBOIUTCS OLIEHMBAaHME HCIIOJIB3YEMbIX B MEXaHHU3ME 3alllUThl METOJOB Ha
IpeIMeT UX 3aTPATHOCTHU M0 OTHOLICHMIO K MOTPeOIsieMbIM Ha JOBEPEHHOM CEPBEPE Pecypcam.
Jig aTux nenell ans KaXaoro U3 METOAOB ONPENENSIOTCS METPUKH, MO3BOJIIOIINE OLICHUTH
BEJIMYMHY IPOLIECCOPHOIO BPEMEHM CEpBEpa, a TaKXKe pa3Mep MaMsATH, HEOOXOJUMOH IJis ero
BBINOJIHEHHSI. Takue METpUKH MOTYT OBITh ONpeEAeTeHbl TEOPETUYECKH, HAIIPUMEpP, Ha OCHOBE
aHamu3a HauOoJiee BBIYUCIMTENBHO CIOXKHBIX AJITOPUTMOB, BOBJICYEHHBIX B pEATHU3ALUIO
JAHHOTO MeToAa. B pe3yibrare MOKET OBITh MOJY4YeHAa 3aBUCHMOCTH 3arpy3KH LEHTPAIBbHOTO
IIPOLIECCOpa Ha €AMHUIY BPEMEHM KaK OT pa3Mepa U CBOMCTB KIMEHTCKOW MPOTrpaMMBl, TaK U OT
apaMeTpoB CaMOro MeToja. MeTpuka MOXXET OBITh MOCTPOEHA TaKKe SMIHMPUYECKH — Ha
OCHOBE DKCIICPUMEHTAJIbHBIX HUCCIIECIOBAaHUM, B YACTHOCTH U3MEPEHUS BEIIMYUHBI PECYPCOB IIPU
peanu3anyy NporpaMMHOTO IIPOTOTUIIA METOA 3aILUTHI.

ITocime TOro, Kak s KaXIOr0 METOJA BBIABICHBI XapaKTEPUCTHKHU, CBS3aHHBIE C €O
TpeOOBaHUSAMH K pa3Mepy pPeCcypcoB cepBepa, Ul KaXJO0ro METOJa OIpPEIeseTCs] CTENEeHb
MPEIOCTaBIAEeMO MM 3amuThl. MHadye TOBOps, IOCKOJBKY CyMMapHBIM pecypc cepBepa
OTpaHUYEeH, TO Pa3yMHO BBIOpATh IS peaIM3alyy JIMIIb “HanloJiee BayKHbIC U3 METO/IOB.

Tak, nmpennonaraercs ONpenesATh CTENEHb 3aLIUTHI, OLEHUBAS CIOXKHOCTH BBIIIOJHEHUS
3QQEeKTHUBHBIX aTak Ha KaXIbld W3 paccMaTpuBaeMbIX MeToAoB. OJHAKO JaHHAas 3aj1ada
NPEICTABISETCA OUYEHb CIO0KHOM WM Ja)ke NMPAKTUYECKHU HE OCYIIECTBUMOM, TaK Kak TpeOyer
co3naHus (hOpMaNbHOTO MPEJCTABICHUS IS KaKIOro M3 METOAOB M aTaKk Ha HEro. 3ajxava
OCJIOXKHSIETCSL €€ M TEM OOCTOSTEIBCTBOM, YTO KaXJbli M3 METOJOB MOXET MUMETh OOJbIIOE
KOJIMYECTBO [1apaMETPOB, YTO 3HAUUTEIIBHO YCIOKHAET aHAIIU3.

[ToaTOMYy MOKET MCIIOJIB30BaThCs OOJIee MPOCTOM MOAXO/: BEICTPOUTh BCE MPEJIOKEHHBIE
METOJIbl B IOCJIEIOBATEIBHOCTD 110 YMEHBUIEHUIO CTENEHU IPEIOCTABIAEMON MMHU 3alluThl. B
pe3ynbTare 4ero Npu OrPaHUYEHHOM pEeCcypce cepBepa OIPENEICHHE KOHKPETHBIX METOJOB,



KOTOpBIE ClIeIyeT BbIOpaTh, CBOJUTCS K 3aJlaue AMHAMUYECKOro MporpaMMmupoBanus (‘3agada o
prok3ake”).

AxTtyanbHOM sBisieTcsl M oOpaTHas 3amada. lcxoas w3 3agaHHOro Habopa METOMOB,
ONpENeNIUTh MAaKCUMAJIbHO JOMYCTUMOE KOJMYECTBO KIMEHTOB, KOTOPOE KOHKPETHBIN
JIOBEPEHHBIN CEPBEP CIIOCOOCH 00CITYKUBATh KOPPEKTHBIM 00pa3oM.

[Ipennaraercs Takke uaess pa3padOTKU METOAMKH MOApAa3JesieHHs] KJIMEHTOB Ha TPYIHI,
JUIE  KaXIO0H W3 KOTOPHIX BBIOMpAeTcs CBOM HAa0Op pealn3yeMbIX Ha KIHEHTE W
HOJ/IEP’)KUBAEMBIX CEPBEPOM METOJIOB, MMEIOLIHNI CBOIO PECYpCOEMKOCTh M CTENEHb 3alUThl. B
TaKO! CUTyallud BBOAUTCS MOHITHE pENyTalluu KJIMEHTOB, B COOTBETCTBUU C KOTOPBIM, B ClIydae
€CIIM KIMEHT JUIMTENbHOE BpeMs paboTal KOPPEKTHO, TO MOXKHO (BO3MOXKHO, Ha HEKOTOpOE
BpEeMs) OCJIa0WUTh CTENEHb 3aIIUTHI €r0 KOMHH MPOTPaMMBI OT BMEIIATEIBCTB C €ro CTOPOHBI.
MoHO TaKXe AETUTh KIUEHTOB Ha TPYMIbl U MO KAaKUM-TO JPYIMM HpU3HAKaM, HalpUMeEp,
MCXOJIHO, TIPY MIX PErHCTPALMU Ha OCHOBE KAKHX-JTMOO BHEITHHUX JaHHBIX.

OcnabneHue 3amUThl MOJAPa3yMeBaeT B KOHEYHOM HTOre, 4YTO KIHEHT CMOXKET
OCYULIECTBUTh AaTaKy W BOCIOJB30BaTbCA €€ pe3ysibTaTaMU J0 HACTYIUICHUs Cleqyrolen
UTEepalMy Ipolenypsl 3aMelieHus. Tem He MeHee, Takylo, ITyCTh U OCJIa0JIEHHYIO 3alIUTy, BCE
PaBHO MMEET CMBICI MPUMEHATh, TaK KakK B CIIlydae COBEpLICHMs aTaku, OHa BCE paBHO OyJeT
oOHapykeHa (XOTb M HECKOJbKO TI03K€), M [JaHHbIM KIMEHT MepecTaHeT CUUTaThbCs
ayTeHTH()UIIUPOBAHHBIM (TO €CTh KOPPEKTHBIM).

JIONOJHUTENBHO, MPEAINoaraeTcsi MOCTPOCHUE METOAMKH JWHAMHUYECKOTO0 HW3MEHEHUS
TeKyIero Habopa METOI0B 3alUThI, 0€3 MPUOCTAHOBKHU U Nepe3amycka cucteMbl. Kaxaoe Takoe
U3MEHEHHE MOJXKET pealM30BbIBATBCS B paMKaxX [OCIEAYIOIIUX WTEpalud HpOoLeayphl
3aMeIlleHusl.

B Hactosimee Bpems Takxke BenaeTcs paboTa MO CO3AAHUI0 HNPOTPaMMHOIO IMPOTOTUIA
MEXaHHU3Ma, KOTOPbIM MO3BOJMI Obl aJIMUHUCTPATOPY WJIM NMPOECKTHPOBIIMKY CHUCTEMbl HAWTU
UHMBUAYAIbHBIA KOMIPOMHCC MEXIY YPOBHEM 3alUILEHHOCTH M IPOU3BOAUTEIBHOCTHIO
CUCTEMBI.

PabGora BemosHena npu ¢uHaHCOBOM mommepxkke PODU (mpoekt Ne(7-01-00547),
nporpammbl ¢yHnamentanbueix uccnenosanuii OHUT PAH wu npu wactuunoil (uHaHCOBOU
MoJIZIepIKKe, OCyIecTBIsieMol B pamMkax npoekra EBpocoroza RE-TRUST (xontpakT Ne 021186-
2).
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