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BBeneHue

C nosiBrieHnem 60T-ceTeun 3noyMbILLIIEHHUKU MNONYYUNm
OOCTYMN K MUNSIMOHaM 3apaXeHHbIX KOMMbIOTEPOB
nonb3oBaTerien, a YNCrno KNbeprnpecTynneHnum
YBENNYNIIOCb B COTHU pas.

[To paHHbIM PBP 3a okTabpb 2009 r., noTepu n3-3a H6OT-
ceten coctaBunm okosio $100 mnH.

CnekTp npuMeHeHna 60T-ceTen AOBOSbHO OOLUMPEH: KpaXa
KOHmaeHUMarnbHbIX AaHHbIX (Kpa)ka AeHer ¢
9NEKTPOHHbIX CYETOB, HOMEPOB KPeAUTHLIX KapT, 1 T.4.),
opraHusaums paccblfiku cnama, NpuHyauTenbHbIM NoKa3
peknambl, opraHmsdaumna atak DDoS, ncnonb3soBaHue
BbIYNCITUTENBHOWU MOLLIHOCTU MHPULMPOBAHHBLIX
KOMMbIOTEPOB B CBOMX LIENSIX, KOMNpOMeTaLus
NermnTMMHbIX Nosib3oBaTerien, obmaH cuctem
OTCIIEXUBAHUA PeEUTUHra (HanpumMep, ataka Tmna
ClickFraud).



Llenn paboThil

PaspaboTka obLien mogenm 60THETOB U CUCTEM
3alNTbl OT HUX

Pa3paboTka cteHaa (cnctemMbl) MOAENNPOBAHUSA

PelleHne npakTnyecknx 3agad B obnactu 3awmTbl OT
ooTHeTOB 1 aTtak DDoS



PeneBaHTHble paboTbl (1/2)

= [lpoBogumMble nccnepoBaHns 60T-ceTen U METOOOB
NPOTUBOAENCTBUS UM MOXHO pasfernntb Ha OBe
KaTeropum.

= 1. WccnepoBaHus, HenocpeaCTBEHHO NOCBALLEHHbIE
pa3paboTKke MeTo0B BbISiBIIEHUSA OOT-ceTen u
MEeTOOB NPOTUBOAENCTBUA UM;

= 2. lccnegoBaHus, cBA3aHHblE C U3yYeHMeM BOT-ceTen,
B YaCTHOCTU C BbIABIEHMEM U cnieundpmkaumen nx
dOYHKUMN, a TaKKe U3MepeHnemM napamMeTpoB nx
dYHKLUMOHUPOBAHUA.



PeneBaHTHble paboTbl (2/2)

= BbigBrieHne 60T-ceTenn MOXXET OCHOBbLIBATbLCH Ha
pacrno3HaBaHMN KOJNEKTUBHBIX OENCTBUA OOT-Y3N0B B
cetn Gu et al, 2008, onpeaoeneHun curHaTtyp
KOMMYHWUKaLIMOHHOro Tpaduka, MHUUumMpyemoro 6otamm
Binkley, Singh, 2006, n obHapyXeH1un COOTBETCTBYOLLNX
TUNOB aTtak, npoBoanMbIX 6oT-ceTamu Chen, Song, 2005,
Mirkovic et al, 2004.

s VlccnepgoBaHue napamMeTpoB DOT-CETEN, MO3BONSAIOT
nyduiee NoHsATbL paboTy DOT-CETU, a TaK XKe onpeaennTb
napamMeTpbl KOHKPETHLIX TUNOB O0T-ceTen Bailey et al,
2009. lNpumepamu paboT, NOCBALLEHHBIX U3YYEHUIO
napamMmeTpoB U N3MEPEHNIO DOT ceTen, ABNATCA padoThl
Dagon et al, 2007, Gianvecchio et al, 2008, Grizzard et
al, 2007.



CywHOCTb U 0CODEHHOCTU 3aaauu
moaenupoBaHusa 6ot-ceten (1/3)

OcHoBoOW npeafiaraemoro noaxoada K MoaenMpoBaHUIO
boT-ceTen N MexaH13MoB 3aLlUTbl OT UX BO3OENCTBUS
ABNSAETCH areHTHO-OPUEHTMPOBAHHOE MOAENMPOBaHME.

Moaenu 60oT-ceT 1 MeXaHU3MOB 3aLnTbl OT
BO3JenNCcTBUA DOT-CETU, B HACTOSILLEN paboTe, 3agatoTcs
B Buae Mmoaenen npoTnBodopcTBa KOMaH4 aTakm U
KOMaH 3allUThbl.

Kaxxpas komaHaa npeactaBnsieT cobom HeKOTOpoe
NOAMHOXECTBO Y3M0B BblYUCITUTENBHOWN CETH,
onpeaeneHHbIX B BUae COOTBETCTBYIOLLMX areHToB, U
MMEILLIMX OOLLIYIO KOMNMEKTUBHYIO LIENb.



CywHOCTb U 0CODEHHOCTU 3aaauu
moaenupoBaHusa 6ot-ceten (2/3)

KomaHga ataku npeacrtaBnseTcs areHTamu,
BXOASALLUMMUM B COCTaB OOT-CETU U peanmnayoLmmMm
NENCTBUSA, HanpaBrieHHble Ha peanu3aumio
KONNEeKTUBHOW uenu - obecrnevyeHmne
XUsHeneaTenbHocTu 0oT-ceTu.

KomaHga 3awnTtel oopMUpyeTcs U3 areHTos,
BbIMOMHAKLMX PYHKLUN 3aLLUNTBI 1 UMEIOLLINX
KONNEKTUBHYIO Lienb - MPOoTUBOAENCTBUE MPOLECCY
dyHKLUMOHMPOBAHNA BOT-CETH.



CywHOCTb U 0CODEHHOCTU 3aaauu
moaenupoBaHusa 6ot-ceten (3/3)

OcHOBHOW NapagnrMoun, Ncnosib3yemMoun B gaHHoun paborTe,
SABNSIETCS NpeacTaBrieHne y3rnoB 60T-ceTn B BUAE
MHOXECTBa UHTENNEKTyanbHbIX aBTOHOMHbIX areHTOB.

AJ'II'OpI/ITM noBeneHunda oTaesyibHOro areHTa oripeaesideTc4d
ero uesfeBblM Ha3Ha4eHNeEM.

AreHTbl UMET BO3MOXXHOCTb HEMOCPEACTBEHHO
BbINOJTHATb CBOIO LIENEBYIO 3aga4y 1 oOMeHNBaTbLCS
MHpopMaLen apyr ¢ Apyrom, obpasysi KomaHabl,
OPUEHTUPOBAHHbIE HA AOCTUXKEHUE OOHOWU ObLLEN
Lenu.



®opmanbHaa moaens (1/4)

dopmanbHOe npeacraBneHne obweu mooesniu bom-
cemu U MexaHu3mMos 3auwumael NpeacTaBrieHo B BUae
KopTexa:

Q=<N,L, S, 0> roe

N - y35ibl (XOCTbl) BbIMUCIINTENBHON CETU, L - CBA3K
MeXxay y3namu BblYUCTIUTENBHOWU CETHU, S - CLIEHAPHbIN
KOMMNOHEHT, O - KOMMOHEHT OMNUCbIBAKOLLUIA
HabnogaTens.



®opmanbHaa moaens (2/4)

= OnemeHTbl MHOXecTBa N y3/108 8bI4uUCIUMEIbHOU
cemu NpeacTaBnATCA B BUAE:

N=<T,R,P, F>, roe

= T - MHOXECTBO TUMNOB 000pyaoBaHUS
COOTBETCTBYIOLLEE Y31y, R - MHOXeCTBO
doyHKUMOHAamNbHbLIX ponen y3na BblYUCIUTENBLHON CEeTH,
P - MHOXXeCTBO KOMMNOHEHTOB MpPorpamMmMHOro
obecneyeHud, ncnomnb3yemoro ysnamu, F:R — P -

dyHKUMA, peanuaytowlas oTobpaxeHne MHOXeCTBa
dYHKUMOHAaNbHbLIX posien y3na BO MHOXeCTBO
KOMIMOHEHT NporpamMmHoro obecneyeHus.



®opmanbHaa moaens (3/4)

s Cesa3u L mexaoy y3namu ebiqucriumesisHol cemu B KOHTEKCTE
Pas3fiMYHbIX NPOTOKOMOB ONMUCLIBAIOTCA CrieayoLlwmnm obpasom.
bynem cuntatb, 4TO Y3nbl a,b cBA3aHbI NOCPEACTBOM
NpoToKona Pp' , €CITN CYLWECTBYET, XOTHA Obl OgHa HenycTas
KOHEYHaqa rnocrieaoBaTenbHOCTb Y310B C Ha4aribHbIM Y310M a
N KOHEYHbIM b, Yepes KoTopble byaeT NpoXoaAnTb COObLLEHME
m e E , OTNpaBneHHoe 13 y3na a Ha ysen b.

» OToenbHbIN 3neMeHT MHOXecTBa L MoXKeT ObITb 3anucaH B
BUuae:

vh el eN:R =n,..n,..n>LL=<cC R R ..R >

o1’
= rge | pp - CoeAHeHMe Mexay ysnamu n, n n, NoCPeACTBOM
I'IpOTOKOJ'Ia pp, N, Un, - y3nbl BbIYUCNUTENbHON CETU Rppl -1
MapLupyT COO6LLI,eHI/IFI m,ekE, ,c

o, ~ AOMOMHUTESbHBIE
XapakTepUCTUKM NPOTOKOoMa .



®opmanbHaa moaens (4/4)

CueHapHbIl KoMrIoHeHmM S =< Sg, Sy, Sy > BKNOYaeT B cebs

cueHapum S, yHKLMOHMPOBaHUS 60T-ceTu, CLeHapum Sp
caepXuBaHusa 00T-ceT U NPOTUBOAENCTBUSA aTakaM, a Tak
Xe CLieHapum Sy NerMTMMHON AeAaTerNbHOCTH
BblYMCNUTENBHOW CETM.

Kaxgbl cueHapun cCoaepXuTt cnenyroLline aremMeHThl:

Lienb cueHapus;
anropuTM AOCTUXKEHUS Lienu;

y3Ibl, y4acTBYyoLLME B CLIEHaPUK; MOXKET UMETb MECTO
pasgeneHue y3noB Ha rpynnbl H < N | rge i - Homep
rpynnbl, MO NCNOMHSAEMbBIM POSIAM UX MO UHOMY NPU3HAKY;

MHOXXECTBO BKMOYaEMbIX B OOLLUIA cLieHapum
nogcueHapues
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Cucrema WMNTAaLUMOHHOIO MOAerimpoBaHUA
OMNeT++ (1/2)

= Cucrema mogenuposaHns OMNeT++ npegcrasnset
cobon cnucrtemy MoaenmMpoBaHUA OANCKPETHLIX COBbITUN,
1 B npeanaraemMon mogenu aBnseTcd KOMMNOHEHTOM
HUXKHEro YpOBHS.

= Cucrema mopgenuposanms OMNeT++ obecneunBaer
npoueccbl 0bMeHa coobLLEHNSAMN MEXOY KOMMNOHEHTaMM
Mo4enun, Bu3yanunsaumio Xxoga aKkCnepmmMmeHTa,
B3aMMOJENCTBMUE MOOENM C NOSIb30OBATENEM, a TakK Xe
npegocTaBndeT oTfiag4ynk Mmoaerneun, No3BonALWmnn B
HarnsagHom dpopme oTneXmBaTb COCTOAHUA OO BEKTOB U
nocnenoBaTefibHOCTU MOAENbHbBIX CODbLITUN, YTO
Nones3Ho Npu BbISIBNEHUN N YCTPAHEHMN OLLMOOK B
npouecce NOCTPOEHUA MOAENMN.



Cuctema nmutaymoHHoro mogenuposaHmua OMNeT ++
(2/2)
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AreHTbl OOT-CceTuU

KomaHOa aTtaky npeacrtasneHa y3namum cregytowmx TUNoB:
= y3en “XO3AuH"

= y3en “KOMaHAHbIN UEeHTP”

= y3en ‘uens’

= y3Ibl “30M0ON”.

= Y3en “Xo3auH”, nocpeacTBOM pacChIfikn KOMaHA4, 3ada€eT uenu ang
BOT-CETUN U KOHTPONNMPYET NOBEAEHME CETU HA CAMOM BbICOKOM
YPOBHE.

= Y3en “KoMaHOHbIV LEeHTP” OCYLWLECTBNAET AOCTaBKy KOMaHA
NONYyYeHHbIX OT “X034KHa” K y3ram “3omoun”.

= Y3nbl “30M0K”, nony4vyas KoMmaHabl OT “KOMaHAHOro LeHTpa’,
HenocpeacTBEHHO OCYLLECTBNSAOT AENCTBUSA COrfnacHoO npukasam
“Xo3amnHa’.

= Y3en “uens’ BblaensieTcsl 3 Habopa XoCToB, KOTOPbIE BbIMOHSAOT
doyHKUMKM BeO-CcepBepa.



AreHTtbl cuctemsnl 3awmThbl (1/2)

KomMaHga areHToB 3almThbl NpeacTaBrieHa y3namu:
nepBUYHON 00paboTKM nHdopmauum (“ceHcopsl’)
BTOPUYHOW 00paboTku nHdopmauum (“camnneps”)
oOHapyxeHuna atakum (“OeTekTopbl”)

dounbTpaumn (“puneTpsl”)

areHTbl orpaHn4yeHus Tpadguka

areHTbl “paccneanoBaHus’.



AreHTbl cCucTtembl 3auThbl (2/2)

CeHcop obpabaTtbiBaeT MHPOPMaLMIO O CETEBLIX NaKeTax U
cobupaeT cTaTUCTUYECKME OaHHble MO Tpaduky.

Camnnep, B pexmme odby4vyeHusi, obpabartsiBaeT MHPOpMaLMIO O
CETEBbIX NAKeTax N CoCTaBMNsAeT MoAesfib HOpMarbHOro Tpaduka.
B HopmanbHOM peXxnme, oH aHann3npyeTt ceTeBon Tpadouk Ha
COOTBETCTBME MOAESILHOMY.

[leTekTop Ha ocHOBE AaHHbIX OT ceHcopa U camnnepa
NPUHUMAET peLLeHne O HacTYMMNeHUn aTaku.

OunbTp BLINOMHAET PunbTpaumio Tpaduka Ha OCHOBE AAaHHbLIX
OT JeTeKTopa.

OrpaHuynTens NpegHasHavYeH ans peanusaunm KoonepaTtmBHom
3awnTbl oT atak DDoS. Ero 3agayven siBAseTcsl orpaHNYeHmne
TpaduKka B COOTBETCTBMU C LieNbI0 KOMaHAb! 3alnThI

AreHT paccrnenoBaHus — UAEHTUMUUNPYET 1 BbIBOAUT U3 CTPOS
areHToB aTakKMu.



Peanusauua cueHapues (1/3)

= [Ins BbINONHEHMS 3KCNEPUMEHTOB ObINM peann3oBaHbl
OTAENbHbIE CLiEHapUM YHKLNOHMPOBaHUS 60T-ceTn (BKNoYas
CLieHapun pacnpocTpaHeHnsa 60T-ceTu, ynpaBneHns 60T-ceTbto
N peanu3aunmn atak), CLeHapun caep)xmBaHus 6oT-cetn u
NPOTUBOAENCTBUSA aTakaM, a TaK Ke cLeHapumM nerMTMMHOM
NEATENBHOCTU BbIMUCITUTENBHOW CETH.

s CueHapuu pacripocmpaHeHuUss bom-cemu BKMAOYaloT
CLIEHapun Noucka HOBbIX Y3MOB, MPUroAHbIX K KOMNPOMeTaLuu,
X naeHTumnkaumm n nocneayoLlen KOMnpomMeTaLumn 1
NOAKITIOYEHNSA MHOULMPOBAHHbIX Y3r0B B O0T-CETb.

= CueHapuin pacnpocTpaHeHns 60T-ceTu, UCMONb30OBaHHbIN B
9KCNepuMeHTax, OCHOBbIBAETCHA Ha MOAENU pacnpoCTpaHeHUS
CETEBOro YepBsi NOCPEACTBOM 3KcnyaTaunm ya3BUMOCTU
ceTeBbIX cnyx6. MNocne akTnBauun “ysa3BMMOro” cepsuca,
KOMIMbIOTEP CHUTAETCS 3apaKEHHbLIM.
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Peanusauyua cueHapues (3/3)

s CueHapuu yripasrieHuUs 3agaeTcs npoueaypoun oTnpaBku
COODBLLEHNA O CTaTyCce HOBOIo y3ra Ha cepBep “KoOMaHOHbIN
LEHTP" C nocneayroLwwnum oXxXngaHnem rnocTynrieHns KomaHa
CO CTOPOHLI cepBepa.

= OOHMM 13 NpMMepPoB peann3oBaHHLIX cueHapues amaku
bom-cemu aBngaeTca ataka sunga UDP Flood, npoBoanmas
No OTHOLLEHUIO K HEKOTOpOMY Y31y, IP-agpec kotoporo
yKasaH B COCTaBe KOMaHbl Ha4yana aTaku.

= B HacToswen pabote peanm3aoBaHO HECKOSMbKO cUeHapues
coepxxusaHusi bom-cemu u npomueooelcmeuss amakam,
HanpaBneHHbIX Ha 3awuTy oT atak DDoS: 6e3
koonepauun; ¢ koonepaumen Tuna DefCOM; ¢
koonepauunen tuna COSSACK u ¢ nonHou koonepawmen.



CueHapui 3aLwwmTbl 6e3 koonepavuu

B cueHapuu 3awumsi 6e3 koornepauyuu NCNonb3yeTcs
TONbKO OfHa KOMaHaa 3awwuThl. B aTom cny4vae
KOMaHAa MOXeT ucnonb3oBaTb crieayoLlne odLume
Kracchbl areHToB:

CeHcop;
Camnnep;
[leTeKkTop;
duUnbTp;
PaccnegoBaHus:;
OrpaHnuunTEnsb.



CueHapun 3awnTbl Ha ocHoBe cxembl DefCOM

B cooTBeTCTBMU CO cueHapueM 3aujumel Ha OCHO8E CXEMbI
koonepauuu DefCOM , BBeaeHbl criegyrouime Knacchl
areHToB:

AreHT “Alert generator” ocHoBaH Ha areHTe “AeTeKkTop’.
[TocpeacTBOM AaHHbIX, NONyYaeMbIX OT areHTta “‘camnnep’,
OH onpegensaeT MHOXeCTBO |IP-agpecoB y3noB, KOTOpbIe
reHepumpyroT HanbornbLLnn TpaduK.

AreHT “Rate limiter” cooTBeTCTBYET areHTy “orpaHnymTesnb .
OH oTOpacbIBaeT ceTeBble NaKeTbl, UMEKLLME B KAYECTBE
agpeca Has3Ha4yeHuda agpec yana — Luenu ataku.

AreHT “Classifier” basnpyetcs Ha areHTe “dounbTp”. Nony4asd
OaHHble oT areHTta “Alert generator”, BelgensaeT u
oTbpacbiBaeT BPeAOHOCHbIE NAKEThI, @ TakK XXe OTMe4aeT
nernTMMHbIE NakeTbl, NpeannucbiBasa areHTy “Rate limiter” He
3afiepXxuBaTtb UX.



CueHapun 3awmTbl Ha ocHoBe cxemMmbl COSSACK

s CueHapul 3awumel Ha OCHO8E CXeMbl Koorepauyuu
COSSACK BKnto4vaeT Knacc areHToB “snort”, KoTopbIA
BbIYMCNSAET CTaTUCTUYECKNE XapaKTEPUCTUKU
nepegaBaeMbIX NAKETOB AS19 pas3nUYHbIX MOTOKOB Tpadouka.

= [loTOKM rpynnupytoTCca Ha OCHOBE npeduKkca CeETEBOro
agpeca. Korga Tpadumk kakoro-nmbo rnotoka NpeBbIlLaeT
NOpPOroBoe 3Ha4YeHne, ero curHaTypa nepeaaeTcd areHTty
“‘watchdog”. AreHT “watchdog” nony4yaeTt gaHHble 0 Tpaduke
OT areHTa “snort” n Ha nx oCHoOBE NMPUMEHSIET NpaBuna
dounbTpaunm Tpadumka Ha MapLupyTmusaTopax.

= AreHT “ounbTp” ncnonbdyeTtca Ans MoaenmpoBaHug
BbIMOSIHEHNA PUNbTpaUMM Tpaduka Ha MapLUpyTu3aTope.
AreHT pacnonoxeH Ha MapLipyTmsaTope 1 ana punbTpaymmn
Tpaduka UCrosib3yeT AaHHble, NOJSly4YaeMble OT areHTa
“watchdog”.



CueHapun NonNHOW Koonepauuu

CueHapuu rnosriHou Koorepauyuu onpenensieTcs
crneayoLwmnmm Krnaccamm areHToB 3aLUUThl:

CeHcop;

Camnnep;

[leTekTop;

dunbTp;

AreHT paccnenosaHus.

[1lpn gaHHOM cLeHapuun areHTbl 3allnTbl aTakyeMou
noaceTn MoryT cBoboaHO nosnyvyaTb MHPopMaumo OT
areHToB 3alNTbl N3 APYrux NogceTen (apyrmx KomaHa
3alWmnTbl) U yNpaBnsaTb MEXaHU3MaMn punbTpaunm Ha
y3nax gpyrux noaceTtemn.



CueHapun NerMTMMHON OeATENbHOCTU CETU

= ANroputMmbl peanusauun cuyeHapus ieaumumHou
oesimesibHOCMU 8bI4UC/IUMETIbHOU cemu OCHOBaHbI HA
reHepaunm MmoaenbHOro Tpagumka co cTaTMCTUHECKUMIN
napameTpamun, NogodHbIMK NapamMeTpam Tpaduka
pearnbHOU CeTMu.

= OHUM BbINONMHAKTCA NOCPEACTBOM NoACLiEeHapus
cO3JaHus Ceccum ¢ UCnosib3oBaHMEM NnapamMeTpoB,
3aBUCALLMX OT TUMa reHepmpyemMoro Tpaduka.



JKCNEPUMEHTbI

= OueHka pe3ynbTaToB CLiEHapMEB peanu3auum aTak 1
CLileHapueB 3aLLUTbl MPOBOAMUIIACH MO CreayloLemMy
Knaccy napamMeTpoB:

= KOJIMYECTBO BXOAALLUMX NAKETOB, NPpUHagneXxallumx
aTakylLwemy TpaduKky, 4o U nocne dpunbTpaunm,
BbIMNOJIHAEMON KOMaHAaMu, 3aLuLLlaroLLmmMm
aTakyemyto ceTb (y3en);



JKcnepumMmeHTbl. bes koonepauuu,
DefCOM, COSSACK, nonHas koonepau
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3akn4yeHue

= B HacTosawen paboTte npeanoxeH nogxon K
nccnegoBaTenbCkoMy MOAENUPOBaHUID BOT-ceTeN U
MEXaHM3MOB 3aLLnTbl OT HUX B rnobanbHoOu ceTu
NHTepHeT.

= Mopenu 6oT-ceTen n MeTogoB 3aLlnTbl OT HUX
npeactasBrieHbl B BUOe Moageneun npotTuBoaeNCTBUS
KOMaHA MHTENMEeKTyarlbHbIX areHToB, HaxXoOsLLMXCA B
OTHOLLUEHUAX Koonepaunum nnm npoTMBOOEUCTBUS.

= PaccmoTpeHbl pasnnyHble Buabl B3aMogeNCTBUS
areHToB, a TakK Xe Ha OCHOBE CUCTEMbl UMUTALIMOHHOIO
MOLEeNMPOBaHNA Ha base AUCKPETHbLIX COBbITUN
(OMNET++) paspaboTaHa nporpammHasi cpega ans
npoBeAeHnsa 9KCNEPUMEHTOB.



[lanbHeuwune nccnegoBaHus

[NanbHenwasa paboTta nocesLleHa:

aHannsy a@eKTUBHOCTN (PYHKLMOHUPOBAHNS
pPa3nnU4yHbIX KOMaHA aTakn U 3aLUUTLI;

nccrnegoBaHMIo pasfnyHbIX TUMOB BHYTPUKOMAHAOHOIO
B3aMMOOENCTBUS;

peannsaunn anropuTMoB aganTtauum n camoodyyeHuns
KOMaHA 3aLlUUThl;

pa3paboTke 1 nccregoBaHUO HOBbIX CNOCOO0B
3aLMnThI;

pacLUUPEHNIO BUBMOTEKM areHTOB aTakn 1 3aLluThbl.



KoHTakTHas nHopmauus

KoHoBanoB Anekcen Munxamnosud (3AO «Apkaausi»)
alexonline@hotbox.ru
http://comsec.spb.ru/konovalov/

LLlopoB AHppeun Bnagummposud (CIMTUMPAH)
ashorov@comsec.spb.ru
http://comsec.spb.ru/shorov/

KoteHko Uropb ButanbeBun4 (CITMNPAH)
ivkote@comsec.spb.ru
http://comsec.spb.ru/kotenko/

BnarogapHocTu

PaboTa BbinonHeHa npu puHaHcoBon nogaepxke POOU n nporpammbl
dyHOameHTanbHbIX nccrnegosaHun OHUT PAH.



