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KOHTPOAb MOBEAEHUSA MPUAOXKEHUN HaA
y3AaX

3adadya — MUHMMKU3auumsa yuepba ot
SKCrayaTaumum ysa3BMMOCTEN B CETEBOM
10

[IpoTnBOAEUCTBUE
caMopacnpocTpaHsatotiemycsa BI1O

[TlpoTMBOAENCTBUE NMPAMbIM aTakam



[TPUHUMNT MUHUMAAbHbBIX MTPUBUAETUNA

B KaXAbli MOMEHT BPEMEHM MNpUJIoKEeHUEe AO0/HKHO
MMEeTb POBHO CTOJIbKO MOJIHOMOYMMN, CKOJIbKO €My
TpebyeTcsa Ans KOppeKTHOM paboTbi:

LLlennkoa BbINOMHSAETCH B BUPTYaJIbHOM apECHOM
NPOCTPAHCTBE aTaKOBaHHOIO NPUIOXEHUS

OH BbINOHAETCH C NpaBaMii aTaKOBAHHOIO MPUJ10>XKEHUA

OrpaHuyeHue npaB NpUIOXKEHUA NO AOCTYNYy K pecypcaM
0O HEOHXOAMMOro MMHMMYMa CHUDKAET BO3MOXHbIV Bpea
OT YCRNEeLIHOro UCMosib30BaHNA YA3BMMOCTU

[pumepsbl: SELinux, AppArmor™, Tomoyo

*AppArmor is dead



Kak ato pabotaert?

PaclunpeHne gapa  SELinuX  KOHTpoOAWpyeT  Bce
CUCTEMHbIE BbI30Bbl WU TMPOBEPAET KOHTEKCT KaXXAoro
BbI30Ba

Ang  KaXaoro  MPUIOXKEHUS  MOXHO  onucaTb
UHAMBUAYaNbHbIN HAOOP OrpaHUYEHUI - MONUTUKY

[MonnuTMKa ONMUCbIBaeT HAabop paspeLleHHbIX onepaLni
NOCTYNa K pecypcaM y3na

Bo BpeMs BbINOAHEHUS MPOrpaMMbl MPOU3BOAUTCS
aHanm3 COOTBETCTBUS DEAsIbHbIX 3anpocoB
NPUNOXEHUS NONUTUKE



[lpumep

O

O

type net_app t;

public_doc t

/usr/sbin/net _app.* -- net_app _t
type public_doc t; net_app_t
/home/user/public/* -- public_doc t

type internal doc t; ‘
/home/user/work/tast.doc -- internal doc t

/home/user/work/tast.doc -- internal doc t

allow net _app t public _doc t {read write}

internal_doc _t




[Touemy xe 310 He paboTaer?

IpUNoXeHnio  OAMH  pa3  3afaeTcd  Habop
Da3pELUEHHbIX OrepaLun AOoCTyrna KO MHOXECTBY
DECYPCOB CUCTEMbI, KOTOPbIA HE MEHSeTcsd BO

BPpEMSA BbINOJIHEHUSA MPUNOXEHUA

Takon Habop npuUBWIErU  MOXET  ABMATbCH
N30bITOYHBIM 60/1bLIYI0 YacTb BpEMEHU
BbIMOJIHEHUS MpOorpaMMbl — T.e. MPUBUMIErUN HE
ABNAIOTCA ~ MWUHWUMAIIbHO  HeobxoaMmbiMKM  ANs
KOPPEKTHOW paboTbl NPUNOXKEHNS




NobaBUM rpaHyAIPHOCTH

AaHo:
Habop Tpacc NpPUAOXEHUS
NCXOAHBIN KOA MPUAOXKEHUSA

UcxoaHasa noantuka SELinux Ang
NPUAOXKEHUA

HeobxoAUMO:

[1o MHOXECTBY TPacc U MCXOAHOMY KOAY
NpUAOXKEHMA pa3butb CFG Ha MHOXECTBO
OAOKOB Tak1M 00pa3om, YTOObI MHOXECTBO
MOPOXAAEMbIX KaXXAblM BAOKOM CUMBOAOB
Tpacchbl ObINO YXKE, YEM MHOXECTBO
pPa3peLLlEHHbIX UCXOAHOM MOAUTUKON
SELinux




PelueHue

MeToAOM AMHAMUUYECKOro aHaAu3a AN KaXXAOro CUMBOAa Tpacchl
HaxOAMM COOTBETCTBYIOLLYIO TOUKY B nporpamme (pasmeTka
CUMBOA@MMU Tpacchbl)

ABTOMAaTU3NPOBAHHO pa3buBaem TEKCT NporpamMmmbl Ha BAOKH,
MUHUMWU3NPYS KOAUYECTBO PadANUYHbIX CUMBOAOB B KaXXAOM DAOKE

YctaHaBAMBaAEM METKM Ha BXOA U BbIXOAbI OAOKa
AN KaXAOro BAOKa CTPOUM YTOUHEHHYHO MOAUTUKY SELinux

[eHepupyem HOBbI Habop Tpacc ¢ ABYMS TUNaMuU CUMBOAOB —
CUCTEMHBbIE BbI30BblI U METKKU, CTPOUM pacnosHatowmnm AKA

AKA dyKHLMOHUPYET B userspace U AMHaMUUYeCKU NepeKAoyaeT
NOAUTUKU AASE BAOKOB NMpU AErMTUMHbIX Nepexoaax Mexay HUMU
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AeTann peannsauuu

YcTaHOBKa U
TPacCUPOBKa
KOHTPOAbHbIX TOYEK:
Uprobes
Utrace

MoHuTOop
dunabtp LSM — B aape
AURA — B userspace

PoC

SSHD ¢ ya3BMMOCTbIO
aBTOpU3aLnK

Telnetd



bAvXauLine nepcneKTuBb

CAoXHbIM PoC ana SSHD

[TybAnKauusa noAHOTO Habopa UHCTPYMEHTOB U
HeobxoAuMbIX natyen K SELinux



Cnacunbo 3a BHUMaHue

KOHTaKTHaA MHOOPMaLUA:

AeHunc [amatoHoB: gamajun@lvk.cs.msu.su
Tea. +7 (495) 939 46 71

MockBa, 119899 AeHuHCKne ropbl BA. 1/52,

dakynbter BMK MI'Y nmenn M. B. AomoHOCOBa, K.
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