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White-Box KpunTtorpadus
-

= COKpbITUE KNtoYa CUMMeETPUYHOro wmndpa B

CI'IELI,VIaJ'IbHOﬁ ero peajinsaumun
* OyeHb bbICTPblE aCMMMETPUYHbBIE CXEMbI, FAe Napa
anropuTMOB WndpoBaHUA-paclInPpPoBaHUA
ABNAETCA KN0YEeBOW Napou

" M\3meHeHne UCxXxoaHOro CUMMETPUYHOIO Wudpa
ans pabotbl ¢ MOANPULMPOBAHHBIM KAHOYOM

°* meeT CMbICA NPU BbINOJHEHUMN Ha HEA0BEPEHHbIX
nnatdopmax



White-Box kpuntorpadus
-

* [loKa He HanaeHo NoAxXoaA0B, NO3BONAOLLMX
co3natb ctonkne White-Box peannsaumu
N3BECTHbIX CUMMETPUYHDBIX LLNPPOB

Kyoa geuratbca ganbiie?



White-Box Kpuntorpadus
.

" Y10 BaXKHee — maKCuMMa/ibHaA
Kpnntorpadpumuyeckaa CTOMKOCTb
LWNPPA K KNaCCUYECKMM aTaKam
MAN BO3MOXHOCTb MCNO/1b30BaTb
ero Ha HeJOBEpPEHHOU
nnatpopme?

* KoHceHcyc?



LRC-meTOA,
.

" COKpbITUE NNHENHOI 3aBUCUMOCTU MEXKAY
3/leMeHTamMKn KoHe4vHoro nonsa (Linear Relationship
Concealing)

f:r‘, =((a-b)(modp,)-c)(mod p, )

) 1
x,=(a-(b-c)(mod p, ))(mod p, ) )

Ymeeporcoenue 1 .
B cucmeme (1) cywecmeyrom maxue nonunomwia , b, c,
Umo X, % X,



LRC-meToL,

{}-}f:r) =(s(x)-a(mod p, ))-b(mod p, ) 2)

Y,(x)=(s(x)-c(mod p,))-d(mod p; )

P P> P3— HeanGOaMMble NoNnapHo HepaeHbsle NOJTUHOMDbI

oounaroeou cmenenu hao GF (2)
x,a,b,c,d—npouszsonvroie norunomvi nao GF (2)
s (X )— nenunenunas pynxyus om x

Gyuxyuu y, (x)u y,(x)3a0anvt mabauuno



LRC-meToA
-

v, (x)=(s(x)-a(mod p,)) b(mod p, ) 2)
Y,(x)=(s(x)-c(mod p,))-d(mod p; )

3aoaua HaxoxHcOeHUs: TUHEUHOU 3A8UCUMOCHIU
medncoy s(x)-a(mod p,)us(x)-c(mod p,)npuuseecmuoix

2n.
v, (x)u y,(x)umeem cnosncrnocmo ne menee , uem 2™
n—CMeneHsb p,u p,



LRC-meTOA,

-}’;fT,":( f5f(1‘)+ﬂ(ﬁ?ﬂffpffu'bm(mﬂdp ) )bmﬁﬂﬂdﬁ}m) (3)
¥,(x)=(..(s(x)-c(mod p,))-d” (mod p*’ )...)-d™ (mod p(* )

() (B)
p; '*F D,
Crnoatcnocnv 80CCMAHOBICHUS TUHECUHOU 3A8UCUMOCTIU

medncoy s(x)-a(mod p,)us(x)-c(mod p,)npuuzeecmnuoix

v, (x)u y,(x)cocmasum 2*" le+1),



AES-128

[
Paynn AES-128

i eg; | [02 03 01 o1 | Slag;] | |ko,
e;; | |01 02 03 01| |S[a;;] - ky;
SubBytes e | |01 01 02 03 |S[ayr] | |k
4 L ey, | |03 01 01 02 |Sfaz ;]| |k,
: [ S[a]e02] (S[a]e03]
Shlfthows ) | srar | |srajeoz|
‘ G[ﬂ] — : Tj[”] — ;
L Sl[a] Slfa]
MixColumns [ S[a] 03] L Slal ]
i S[a] Sla]
~= | Sfaje03| | Sla]
AddKey Lolal = S[a]e02 Islal = S[a] 03
Sfa] | S[a]e02]

1 _



AES-128
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LRC-meToL,

[ (((1(a)-B" )(mod p** ) b"”-“mmdp”ﬁ*”J...;-E:-”’*’f”rmodp”*‘fﬂf;_
(.t (a)b™*" )mod p/** )- b (L) )b (mod p!*
((..(t7(a)- b Jimod p'=° )- B> (mod p'*" )...)-b** (mod p!**’ ) (4)
(o (t7(a) b3 )(mod p** )-bY (mod p*Y )...)-b(** (mod p**’ )

(mod p,
Tr:‘ [Hj =

| ((.(t"(a)- D™ Jmod p{™* )-b[™" (mod p/™" )...)- b (mod p{™*’ )|
(/)
i

t.”’ —oanemenm T — box 0o npumenenus LRC — memooa

b\ — cnyuaiino evi6panneii nomunom 6 GF (2°)
P\ — nenpueooumviii nonunom cmenenu 8 nao GF (2)



LRC-meToL,
-~

fov)

P;

(r,v)

{1,
= pl 2. = p!

J'j'ﬂ” _r;eivr.ﬁj(f’iﬂ’ﬂ”' )| HHTrﬂJ(.‘“mU} _nm‘m*’frm‘”) mnm*"(rm’” ,J_
- _1*;.‘” - nnﬁr”’(r”m,l & FI.’I.T;“(I;.I’U,J © nm”*’fr“”) & mn””rr” ) (5)
S J‘j‘” B mn‘ - ’HQE”J f;rix‘f.jj(rf.f’fj) riervrzf’fr””;' HHTFE”H"EU

J'jj"’ mf.*r;.h(rf’m ) mn‘m(r’”*’) nm‘”*"fr"””) }urxf”rr;j"”)

mix' (175 ) = (.17 B ) mod p )b (mod p't ). )b (mod p ) (6)



LRC-meTOA,
.

" Metoa HecToeK K CPA-aTaKe B chefgyrowmx

c/yyYasx:
* Korga tabnunubl noacTaHOBOK (S-box) n3secTHbl

* Koraa nssectHo npeobpasoBaHne MixColumns

* Korga Tabauubl NoACTaHOBOK OIMHAKOBbI A/15
Kaxgoro 6aiita B pamkax ogHOro payHaa



LRC-meTOA,
.

" U3BecTHbl S-box Tabanupb n
npeobpasosaHmne MixColumns

1" =sfa] n @R’ﬂf"ﬂ (7)

J

(1) o (KD (i) . Ty oy iddi) 7o (1K)
miax (1) = mix, (sfa] H,J'H‘_j-'FNITj fﬂf’:ﬂ; ) (8)

- (1) s (i.k) - (i) (ik) . (i) _
mix'” (¢ )@ mix (1 J=mix'(n-(s[a] Ds[a' ])) (9)

()
J
Croowcrocmo —2°

mix'.’ —HaAxooumcs , Kax maoiuya nooCmaHoB0K



LRC-meTOA,
.

" 3BecTHbI S-box Tabaunubl M HEN3BECTHO
npeobpasosaHmne MixColumns

'-F

(0.0} _ ey o 0.0
ro =sfaf-n" D key,

1 =s[a]-n" @ key' ™
# .jfﬂ 2) (2) J'm ) (10)
o =slal-n" D key,

J

| ((0.3) Ll 3) . JA0,3)
u =s[af-n""" Dkey




LRC-meTOA,

Ilycmpo n'"= alpha. Tocoa , cnedys npeodvioyuiemy

(;)) , d C/1ed0B8ameibHo , n'! , n'? , n'.

Eciun'=x , Mo n(o), n(l), n(z), n(3)—i<099bqbw4ueﬂmbz

muoeounena 8 MixColumns , umo ne2xo nposepums
npumenus InvMixColumns.

aneopummy , Hauoem mix

16.
CnootcHocmob 2
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.

" HeunssecTHbl S-box TabaunLbl U HEM3BECTHO
npeobpasoBaHne MixColumns, Ho S-box
TabnLbl 0AMHAKOBbI ANA KaxKaoro bamTa B
paMKax payHAaa.

ycmon'"=«, s[a|=B,s|a'|=B". Heiicmeyem , kax

8 npeoblOyUeM cydae.

24
CnootcHocms 2



LRC-meTOA
-
= Nnsa Rijndael metoa LRC He cToeK K CPA

= [1nAa ycnewHoOro peweHuAa 3agavym co3gaHuA
aCUMMETPUYHOMU CXEMbI C NPUMEHEHNEM
meToaa LRC Heobxoammo aBTOMaTUUYECKU
reHepuposaTb SPN wmndp co cTpyKkTypom,

cxoxken c Rijndael
* S-box Tabaunupbl cny4amHbl M OTAMYALOTCA ANA
KaXXA40ro BxoaHoro 6amTa Kaxaoro payHaa

* [lpeobpa3oBaHne MixColumns cny4yanHo u
BbINOMHAETCA N0 MoAyI0  y °+ 1



LRC-meTOA,
.

= Nna Rijndael metoa LRC npumeHsaeTca ana
YCNOXKHEHUNA peBepCnUpoOBaHNA aITOPUTMA],
T.K. NO3BO/IAET CO34aTb CXemy,
paboTaroLyo ¢ MoagnPULMUPOBAHHBIM

cCeéadHCOBbIM KTHOHOM
* BO3MOMHO MCNO/Ib30BaTb ANA AONO/IHUTENIbHOM
3alWMTbl OT aTaK No NOHBOYHbIM KaHasiam

" Heobxoaumbl AanbHENLLNE NCCEA0BaHUA B
HanpasaeHnn White-Box Kpuntorpadpum



MexaHu3ambl White-Box B 06dycKaumm

= 3ameHa pAaa MHCTPYKLUUU NPOMEKYTOYHOTO
npeactaBaeHmna Tabanuamm nogcTaHOBOK 6 x 4
* BO3MOXHOCTb NPONU3BOAUTL BblYUCNEHUNA HaA
3alWMPPOBaAHHbIMMN AaHHbIMU

* Hebonblwomn pasmep
* BbicOKaAa cKoOpoCTb

* [potnsBogencTeme WabsoHHOM AebdycKaumm
n gekomnunaumm BM

* Ncnonb3yetca B Guardant



Guardant 3a-code

= PpeMMBOPK ANA YNPOLLEHNA CO3aHNA
anropmtmoB 0b6dyckaumm-npeobdyckaumm
* [1lo3BONAET yNPOCTUTb CO34aHUE YTUAUT
aBTOMATUYECKOM 3aLUThI

* ba3upyeTca Ha TpexaapecHOM NpeacTaB/eHUM
MHCTPYKL NI

* Copaep<uTt 6as3oBble cTpaTernm aHasnmn3a Koaa
N NaHHbIX

* MiImeeTcAa BO3MOXOCTb NepeBoaa U3 x86 B
NPOMeXyToYHOe npeactaBieHmne



Guardant 3a-code

0000
* CoaepKUT KOMNUNATOP B X86

* Jlerko nHTerpupyeTca ¢ NCeBgoKoaom
Guardant n reHepaTopom NOAMMOPPHOTO
Koaa Guardant

°* MosblwaeT 3awmueHHocTsb M0

* Mo3BonseT onpoboBaTb Pa3/INYHbIE TEXHUKM
obdycKaumm 6e3 cepbesHbix 3aTpar



Bonpoctl
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