Talim-nanH KoHdepeHumm

Tam-naiiH KoHpepeHuum

1 anpens, yetBepr. [leHb 3ae3pa

16.00 TpaHcdepT B naHcMoHaT «ConHeyHana nonsaHa»
18.00 -19.00 |3ae3p 1 perncrpaLma y4acTHUKOB, NPOXKMBAOLWMX B MaHCMOHATe

19.00-21.00 BeuyepurHKa Ha CBEXKEM BO3/YXe, 3HAKOMCTBO Y4aCTHUKOB KoHbe-
peHuun

2 anpens, NATHUUA. MepBblit AeHb paboTbl KOHdepeHuun

8.30-9.30 3aBTpakK B MaHcUOHaTe
9.30-10.00 PerucTpauma y4aCTHUMKOB KOHbEpeHUmmn

10.00-11.10 |Kpyrabliii cton «CocToAAHUE POCCUMIACKOrO PbiHKA MHPOPMaLMOH-
Hoii 6e3onacHocTU»
KoHgepeHy-3an (MnaesHebil Kopnyc)
lodpobHee Ha cmp. 3
11.10- 11.30 Kode-6peiik

11.30-13.30 Cekuma «Mcnonb3oBaHue Kpuntorpapuyecknx cpeacTs B CU-
CTemax 3/1eKTPOHHOro AOKYMeHTO060poTa 1 ANA 3alWmnTbl Nep-
COHaNbHbIX AAHHbIX»
KoHgpepeHy-3an (FnasHeil kKopnyc)
lModpobHee Ha cmp. 3

13.30-14.30 Ob6epneHHbIN NepepbIB

14.30 - 16.30 |Cekuma «KpunTtorpadms: Cekuma «PaccneposaHue MHUM-
TeopuA u NpakTMKa». Yactb 1 aeHToB. MexaHU3Mbl, TEXHONO-
Bonbwas aydumopus (5-Li) rmm, npobaembl, onbIT»
Manas ayoumopus (b-L)
lModpobHee Ha cmp. 4 lodpobHee Ha cmp. 6

16.30 -16.50 Kode-6peiik

16.50 - 18.30 Cekuma «Kpunrtorpadwus: CeKkuma «lMpasaa 1 Bbimbicen o
TeopuA 1 NpaKTUKa». Yactb 2  TexHONOrMAX UHGOPMALMOHHOM
bonbwas ayoumopus (b-L) 6e3onacHocTU»

Manas aydoumopus (b-L)
ModpobHee Ha cmp. 4 lModpobHee Ha cmp. 7

19.30 —-22.00 BaHKeT B YeCTb OTKPbITUS KOHbEepPeHLUN



Talm-nanH KoHdepeHU MK

3 anpens, cy660T1a. Bropoit aeHb paboTbl KOHpepeHuun

9.00-10.00 3aBTpak B NaHCUOHaTe
9.30-10.00 PerucTpauma y4aCTHUKOB KOHbepeHUUmn

10.00 - 12.00 Cekuma «UHTepHeT U MH-  CekumA «MobouHble Ka-
dopmaumoHHas 6e3onac- |Hanbl —aTaKu U NPOTUBO-

HOCTb» Aencreue»
bonewasa ayoumopus (b-1) Manas aydumopus (b-LJ)
ModpobHee Ha cmp. 9 ModpobHee Ha cmp. 10

12.00-12.20 Kode-bpelik

12.20-13.30 Kpyrabiit cton «TexHonoruu Kpyrabiii cton «TexHono-
6e3onacHocTn NNIEKTPOH- MU 3alinTbl OT Bpeao-
HbIX TOProBbiX NNOWAAO0K» HOCHbIX NpOorpamm»
bonbwasa ayoumopus (b-1) Manas aydumopus (b-LJ)
ModpobHee Ha cmp. 11 ModpobHee Ha cmp. 11

CopesHoBaHua PycKpunto CTF
ModpobHee Ha cmp. 16

13.30-14.30 Ob6eneHHbI NepepbIB

14.30-16.30 CeKkuua «3awurta uHpop- Cekuma «PeBepcuHr. AHa-
MaLuM B pacnpepeneHHbIX /I3 UCNOSIHAEMOro Koaa

('8
'—
(8}
o
KOMNbIOTEPHbIX CUCTEMAX» U TEXHO/IOTUU 3aLLUTDI» ES
bonewasa ayoumopus (b-1) Manas aydumopus (b-Li) §_ g
ModpobHee Ha cmp. 12 ModpobHee Ha cmp. 13 § §
]
o a I
16.30-16.50 Kode-bpelik Y
T
16.50 - 18.30 CeKuma «O6wme Bonpocbl |Cekuua «Penetration % 'S
MHPOpPMaLUMOHHOM testing internals» 9 r§
6e3onacHOCTU» Manas aydumopus (b-LJ) T Cc
bonbwasa ayoumopus (b-1) a8
ModpobHee Ha cmp. 14 ModpobHee Ha cmp. 15| 8

18.30- 19.30 YKMH B NaHCHOHaTe
19.30-22.00 BeuepHAA rump-session. HarpaxkaeHune nobeguteneii

KOHKYpCa fO0KNaf0B

4 anpens, BockpeceHbe. [leHb oTbe3ga

9.00-11.00 3aBTpakK B NaHCMOHaTe

12.00 TpaHcoepT M3 naHcMoHaTa B MocKBy
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MepBblit AeHb PaboTbl KOH$EpeHLUU

I
10:00-11:10 Kpyrnbiii cton « COCTOAHME POCCUMIACKOTO PbIHKA UH-

dopmaumnoHHoO 6e3onacHoOCTU»
KoHgpepeHy-3an (InasHsil Kopryc)

Modepamop: AnekcaHdp Baacos, usdamesns xypHana Information Security.

YyacmHuku: KysemuH Anekceli Cepeeesuy, ®CE P®; [Monos Baadumup Onezo8u4, KOMMIAHUSA
«Kpunmo-ipo»; lopenos Amumpuli /le8osuy, kKomnaHus «Akmue»; Ceived Apmem Muxalinosuy,
Poccenbxo36aHK;, EmenvaHos leHHaduli Bacunvesuy, Accoyuayua 3aujumsel MHpopmayuu; CoKo-
noe AnekcaHop Bacunvesu4, Accoyuayusa Al KUT.

M3BecTHble 3KCNepTbl 0TPacaM 06CyAAT POCCUMIACKMIA PbIHOK MHPOPMaLMOHHOMK 6e3onacHocTu. YT1o

M3MEHWNOCh 33 KpM3ancHbiit 2009 roa? Kakue NporHosbl cobiamch? YTo X AaTh M Yero onacatbea B
2010 ropy?

11:30-13:00 = CeKuyma «Mcnonb3zoBaHue KpuntorpadpuUyeckmx
CPeAcCTB B CUCTEMAX IEKTPOHHOIO A0KYMEHTO0060-

pPoTa U ANA 3aWNUTbl NEePCOHA/IbHbIX AAdHHbIXY».
KoHgpepeHy-3an (FnaeHeil Kopnyc)

Modepamop: HOpuli Macsnos, kommep4eckuli dupekmop, Kpunmo-Tlpo.

TexHUYecKMe, OpraHU3auMOHHbIe W OPUAMYECKME acneKkTbl MCMONb30BaHWUA KpumTorpaduyeckmx
CpeacTB B rocopraHax U KOMMePYECKUX opraHn3aumsx. TpeboBaHUA pPeryNsTopoB M NPAKTUKA UCMO/Ib30-
BaHMA. B cekummn npumyt yyactme cotpyaHukm ©CB PO, npeactaBuUTeI KPYNHENLIMX POCCUIACKMX KOM-
naHwi, paspabatbiBatowmx 1 BHegpaAtoLwmx CK3U.

Ucnonb3oBanue CK3U B cuctemax 3/1€KTPOHHOTO A0KYMeHTO060poTa 1 s 3a-
LLUTbI NepPCOHaIbHbIX AAHHbIX.

KOpuli Macnoe, kommep4eckuli dupekmop, 000 «Kpunmo-I1po».

MpaKTUKa NPUMEHEHUS CUCTEM KpuMTorpadUUeckon 3awmTbl MHGOPMaLMKN. TEXHUYECKME U topuanye-
CKMe acnekTbl. HoaHCbl MCNoNb30BaHMA TEXHOOTUI U COﬁ!lI’O,D,GHVIe TpeGOBaHVIl‘;I pOCCMﬁCKOI’O 3aKOHO-
[aTenbCrBa.

EDSIGN m 3L — 6ymaKkHble AOKYyMeHTbl 6e3 6ymaru.

Bacunuii O84UHHUK08, SKcriepm, 3n1eKmpoHHble OgpucHble Cucmembl.

B foknase paccmaTpusaeTca npobaema nomnynapmsaLmm MexaHU3MOB KpUMTOrpapuyuecKoi 3aLumTbl
MHOOPMALMM MPUMEHUTENBHO K MEXaHWU3MY 3IEKTPOHHO I LMPOBOI Noanncu.

Hekotopbie acneKTbl UCMONb30BaHUA KpUnTorpadpuueckux CpeacTs npu npep,o-
CTaB/IeHNUU roCcyAapPCTBEHHbIX 1IEKTPOHHbIX YCAYT.

Amumpuli l'yces, 3am. 2eHepasbHo20 dupekmopa, UHgoTeKC.

B gokiasie NpeACTaBNeH B3raaz, POCCUIMCKON KOMNaHUK, paspabaTbiBatoLLeit cpeacTsa Kpunrorpaduye-
CKOWM 3aLWmTbl MHPOPMaLLMK, HA TO, KaK JOIXKEH Pa3BMBATbCA PbIHOK CK3W aAna MaccoBbIx rocyapcrBeH-
HbIX MPOEKTOB. YTO MELLAET U UTO MOXKET AaTb TONYOK 601ee BbICTPOMY Pa3BUTMIO STOFO CEFMEHTA PbiH-
Ka MHPOPMALIMOHHOW 6e30MacHoCTU.
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TexHonornu LM n wndpposaHUa ANA cpeaHUX U menKunx npoektos. Kak caenatb
CNOXXHoe npOCTbIM?

Amumpuli lopenos, KommepyecKuli OupeKkmop, KOMNaHus AKmus.

CyLiecTByeT macca NpUYKH, U3-3a KOTOPbIX TexHooruK LM BHeapAlOTCA MeANeHHO UKW He BHeapAKoTCA
coBCeM. 3a4acCTyto 3TO OB BACHAETCA OTCYTCTBUEM KBAMBULLMPOBAHHBIX CNeLManamncros. M ecam KpynHble
KOMMaHWM CNocobHbl PewwmnTb 3Ty Npobiemy, TO KaK bbITb CO cpeaHnM Uan menknum 6usHecom? Kak
pa3BepTbIBaTb 3TU TEXHOIOMMW B TEPPUTOPMA/IBHO pacnpeseneHHbIX KOMNaHUAX?

Y10 usmeHunocb nocne Bbixoga npukasa PCTIK Ne58?

Muxaun JTuHbKo08, 25108HbIli UHMceHep, LleHmp be3onacHocmu UHgopmayuu.

B AOKNaje oCBeLWATCA OCHOBHbIE U3MEHEHUA B NMPOBOAUMBIX MEPONPUATUAX MO 3aluyTe NepcoHanb-
HbIX J@HHbIX, CBA3aHHblE C yTBEpPKAeHMEM MMON0KEHUA O METOAAX M cnocobax 3aLuTbl MHGOPMaLMK B
MHPOPMALMOHHBIX cucTemax, 0b6pabaTbiBatoLwyx NepcoHasbHble AaHHble (Mpukas PCTIK Poccum No58
ot 5 ¢pespans 2010 roga).

Ucnonb3oBaHue LM B 3neKTPOHHOM AOKYMeHTOO60poTE: TeKyLLee cocToA-
HUe u 6aniKalilme NnepcneKkTUBbI.

Tpuzopuii Mosapos, 3amecmumerns 2eHepansHoz2o dupekmopa, CKb KoHmyp

K HacTosAweMy MOMeHTY Mcnoib3oBaHme DM BO B3aMMOOTHOLWEHUAX rocyaapcTea U busHeca 4o-
CTUrNO BNeYaTAALWMX pesysbTaTom. OTaenbHble M3MEHEHUA HOPMATUBHOM 6asbl MoryT cnoco6-
CTBOBATb BbIXOAY 3/IEKTPOHHOIO OPNANYECKU 3HAYNMMOTO AOKyMeHTOOﬁOpOTa Ha HOBbIM YPOBEHb.
OAHaKo ANA 3TOro HeobXoAMMO YCTPAHUTL PAL, CAEPKUBAIOLLMX OTPAHUYEHUI.

14:30-18:30  CeKuua «Kpuntorpadua: Teopua n npakTuKa»
Bbonvwas ayoumopus (busHec-yeHmp)

Modepamopei: Kykoe Anekceli EszeHbesuY, K.¢b.-M.H. doyeHm MITY um. baymaHa, dupekmop Ac-
coyuayuu «PycKpunmo»; KyzemuH Anekceli Cepeeesuy, @Chb P®; [Nonoe Baadumup Onezosudy,
K.¢b.-M.H., Kpunmo-[lpo, dupekmop Accoyuayuu « PycKpunmon.

Knaccuueckas cekuma koHdepeHunm «PycKpunro». Tekylwme n paspabatbiBaemble poccuiickne
KpunTorpapuyeckme cTaHAapTbl. HIoaHCbl peanvsaunm u TeXHONOrMU UCNONb30BaHUSA. PeanbHble U
MHUMble ya3BMMOCTU. PaboTa TexHuuyeckoro Komuteta Ne 26. TeopeTuyeckoe 060CHOBaHM e CTOM-
KOCTM KpunTorpaduyecknx anroputmoBs. Kpunrtorpaduyeckne npotokonsl. Mcnosb3oBaHue poc-
CUICKMX CTAaHAAPTOB B MEXAYHapOoAHbIX KpUNTorpadnyeckmx NpoToKonax.

Nocnepgnune nHuumnarmusbl NIST B 06nactu Kpuntorpaduu.
Mykoe Anekceli EszeHbesuY, K.¢p.-M.H., doyeHm MITY um. H.3. baymaHa.
O630pHbIN OKNAL O HOBOM B MEXAYHapoAHOM KpunTtorpadum.

nepCHEKTVIBbI noAasaeHnAa U NPUMEHEHUA KBAHTOBbIX KOMNbIOTEPOB B KpUn-
Torpadpmu.
Ky3somuH Anekceli Cepeeesuy, ®Ch Po.

Mudbl 1 peanum KBaHTOBOW Kpuntorpadpuu.

Xaiipoe U20pb Es2eHbesuY, K.m.H., popekmop, AKkademus MHpopmayuoHHbIx Cucmem.

Kak TakoBoOW KBaHTOBOM KpunTorpadumm He cywectsyet. CyLecTByeT MHOMKECTBO aJif0PUTMOB KBa H-
TOBOrO pacnpeaeneHuns KNoYesoi MHopMaLmMu, a B Kauectse Kpuntorpaduuecknx npeobpasos a-
HWI UCNOJ/Ib3YIOTCA KNACCMYECKME CUMMETPUYHbIE airOPUTMbI. 3a43ETCA MHOMO BOMPOCOB, CBA3AH-
HbIX C NEPCMEKTUBHOCTBIO M HaAEXHOCTbIO KBAHTOBO-KPUNTOrpadpuUUeCcKMX TeXHoNOormi. Kak
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M3BECTHO, B COOTBETCTBMM C GYHAAMEHTaNbHbIMM 3aKOHAMM KBAaHTOBOW GU3MKM HEBO3MOXKHO KO-
HMPOBaTb HEU3BECTHOE KBAHTOBOE COCTOAHME MUKPOYACTULbI 6€3 BHECEHWUA B HErO U3MEHEHWUA.
OfHaKO Te e camble 3aKOHbI He 3aMpeLuatoT KoNMpoBaTb KBAHTOBYIO YacTuLly. COOTBETCTBEHHO,
BO3HMKAeT BONPOC, ABNAIOTCA I KBAHTOBOKPUNTOrpaduyeckme TEXHONOTMM NaHaLeel B 061actv
KpunTorpaduyeckoit 3awmTbl nHbopmaumm?

ANropuTm NoporoBoi 3/1IeKTPOHHOI umMdpoBoii Npokcu nognucu 6e3 pac-

KPbITUA CEKPETHOro KAtoya.

Es2eHuli Tontona, AplY um. MN.I. Jemudosa.

B paboTe npea/iorKeH anropuTm 31eKTPOHHOW LMPPOBOI NPOKCU NOANMUCH, NO3BONAIOLLEN OPUT U-
Ha/IbHOMY NOAMUCYMKY AeNerMpoBaTh rpynmne y4acTHUKOB BO3MOXKHOCTb NOAMMUCbIBATL COOBLIEHUA
oT ero umeHun. OpUrnHaIbHOMY NOANMCUMKY He TpebyeTca nepeaaBaTh rpynmne 3HauyeHne cekpeT-
Horo Ktova. Mpu nognucaHnm coobLLeHMA rpynna He BOCCTaHaBAMBAET MHGOPMALMIO, NOJTyHeE H-
HYIO OT OPUrMHANBLHOTO NOAMNMCYMKA.

OpHopoAHble AByMepHbIe 6y/ieBbl KNETOUYHble aBTOMATbI U UX CBOICTBA
NMPUMEHUTENDHO K reHepauunu nceB,qocnyuaﬁHblx nOCﬂeAOBaTEHbHOCTEVI.
Bbopuc CyxuHuH, MITY um. H.3. baymaHa.

McesaocnyyaliHblie nocneaosatenbHOCTH (MCM) WHMPOKO MCNOb3YIOTCA B Pa3ANYHbIX 061acTaxX
HaYKM U TEXHUKWU — OT TEOPUU UMP U MOAENNPOBaHUA GU3NYECKMX NPOLLECCOB METOA0M MOHTe-
Kapno po kpuntorpaduu. B paboTe nccnepyerca pag, CBOMNCTB OAHOPOAHbIX ABYMEPHbIX By eBbIx
KNETOYHbIX aBTOMATOB, @ TaKXKe Npe/iaraeTca HoBbI METOA reHepaLMmn NceBaoCNyYaliHbIX nocae-
[0BaTeNbHOCTEW, OCHOBAHHbIM Ha UCMO/Ib30BAHUM STUX aBTOMATOB. BbIxoAHble NocneA0BaTeNbHO-
CTW TaKUX reHepaTopOB MMEIOT XOPOLLMe CTaTUCTUYECKMe CBOCTBA, @ annapaTHaa peanunsaums
npeanoXKeHHbIX aNrOPUTMOB Ha Tunosbix MINC obnasaeT oveHb BbICOKMM BbicTpoAecTBUEM —
00 25 réut/c Ha vacrote 100 Mru,

OCHOBHbI€ HanpaBNeHUA AeATeNbHOCTU TeXHUYECKOro KOMUTETa NOo CTaH-
paptmsauum (TK 26) «Kpuntorpaduueckas 3awmta uHpopmauumn».
AHamonuli JlyHuH, skcnepm OCT P, 3amecmumesie omeemcmeeHH020 cekpemaps TK26.

B 0630pHOM Aoknage 6yayT ocBelleHbl OCHOBHbIE MPOEKTbI, BbINOHAEMbIe B pamKax TK26, B
Hanpas/JIeHUN HALlMOHA/IbHOW, PErMOHaNbHON U MeXAyHapoAHOM cTaHAapTu3auumn. Cpeamn Hux -
TeKyLime n paspabaTbiBaeMble POCCUIACKME CTaHAAPTbI, @ TaKKe cTaHaapTbl CHI, npu3HaHme poc-
CUICKUX KpUNTOrPadUUYECKUX aNTOPUTMOB B KaUeCTBE MEXAYHAPOAHbIX CTaHAAPTOB.

nepCI'IEKTMBHbIﬁ aA/IfOPUTM XelnpoBaHnA.

Mamrioxun imumpuii Bukmoposuy, ®Cb P®; Baadumup Pydckoii, MI'Y um. M.B. /lomoHocosa.

B noknage 6yayT M3N0oxeHbl NPUHLMMNLI NOCTPOEHMUA, 06LIAA CXEMA U SKCMTyaTaLMOHHbIE XapaKTe-
PUCTUKN HOBOW QYHKLMM XELIMPOBAHUA, KOTOPAA MOXKET BbITb UCMONb30BAHA B KAYECTBE OCHOBbI
A8 06HOBNEHUA HauMoHaNbHOro cTaHgapTa FOCT P 34.11-94.

06 ncnonb3oBaHMK Kpuntorpadpuuecknx anroputmos NOCT B npoTokone
DNSSec.

Bacunuii floamamos, KpunmoKom.

B AOKNaae pacCKkasbliBaeTca O npouecce ,CI,OﬁaBJ‘IeHMFI B UHTEPHEeT-CTaHA4aPT Ha NPOTOKOA DNSSec
NoAAEPYKKN POCCUICKMX KPUNTOAZITOPUTMOB.

Bonpocbl peannsauum npoToKoNoB Kpuntorpadpuueckoii 3awmtbl uHGopma-
uuu. Poccuiickne NOCT-bi n IPSEC, TLS, EFS, ®KH.

Monoe Banadumup Onezosudy, K.¢.-m.H., Kpunmo-Iipo, dupekmop Accoyuayuu « PycKpunmo».
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Cywecrsytowe TpebosaHua ®Cb Poccum HaknaablBaOT AONOAHUTENbHBIE YCAOBUA HA peanusa-
LMIO 3aLUMLLEHHBIX KpUNTOrpaduyeckmx NpoToKoN0B. B goknage ByayT paccMoTpeHbl BOMP OCbl KaK
NpaBW/IbHO BCTPaMBaThb POCCUIACKYIO KpUNTOrpaduio B nepeyncieHHble 1 B nepcrnekTMBHbIE NPOTOo-
KO/bI.

O HyneBOW NPAKTUUECKOIM 3HAUMMOCTU «ATaKU onpeaenieHUs Kaua NosHo-
payHpoBoro 6104Horo wugpa NOCT ¢ HyNeBOU TPYA0EMKOCTbIO U MAMATbIOY.
Bnadumup Pyodckoii, MIY um. M.B. /lomoHocosa.

B noknafe nokasbiBaeTcs, YTO BapMaHT MeTofa BymepaHra ¢ UCNoIb30BaHMEM CBA3AHHbIX KNtoYei,
paccmoTpeHHbI B paboTe E. Fleishmann et al., yka3zaHHOM B Ha3BaHUW fOKNALA, SKBMBANEHTEH
nonHomy nepebopy Kaoyei anroputma wupposaHuna FOCT 28147-89. [lanee npeanaratorca Mo-
AndUUMpPOBaHHbIE BapMaHTbl MeToAa. B 3ak/toueHne AeMOHCTPUPYETCA, YTO NPaKTUYecKne np u-
NIOKEHUA PAaCCMaTPMBAEMOrO METOAA KpaHe OrpaHUYeHbl, U OH He ABAAETCA NPUHUMMINATBHBIM
npenATcTBMEM ANA UCNONb30BaHWUA anroputma FOCT 28147-89.

O KpunTtorpaduueckoii ctoiikoctn GpyHKuumn xewwmposauua FOCT P 34.11-94.
MamioxuH imumpuii Bukmoposuy, ®Cb PP.

B poknafe byayT paccMOTpeHbl HEKOTOPbIE XapaKTepUCTUKMN NpeaioxkeHHoro F.Mendel un coasTo-
pamu Ha KoHdepeHuun CRYPTO 2008 meToaa NOCTPOEHMA KONM3UK xew - GyHKumm FTOCT P 34.11-
94, He yKa3aHHble aBTOpamu meToa. Peyb noiiget 06 o6beme NamaTn metoaa, cnocobax ero mo-
AndUKaLMM B YCNOBUAX OrPaHUYEHHON NAMATU U MUHUMANbHOM 06 beme NamMATU, NPU KOTOPOM
TPYAOEMKOCTb MeTOZa MeHbLUe YHUBEpCasibHON "KOpHEBOI" OLEeHKK, cnpaBeanvnBow ana ntoboi
xew-pyHKUMK,

ATaKu Ha ocHOoBe mMmeToaa CBA3AHHbIX KAlouei.

MapuHa lydoeKuHa, K.¢p.-m.H., doyeHm MU®DU, dupekmop Accoyuayuu «PycKpunmo».

B nocnepHue roapl Bce 6oblue CTPOUTCA aTak Ha 610YHbIE M NOTOYHbIE ANTOPUTMbI LUIMDPOBAHUA
Ha OCHOBe MeToAa CBA3AHHbIX K/toYel. MpUMepoM 3TOro CAyKaT Npea/loXKeHHble aTaku Ha OCHOBe
MeTOA0B CBA3AHHbIX Katouel u bymepaHra Ha anroputmbl AES n FTOCT 28147-89. B 0o630pHOM g0-
KNage paccmaTpUBatoTCA HEKOTOPbIE aNropUTMbl 6104HOTO WKMPPOBAHMSA, YA3BMMbIE OTHOCUTENb-
HO aTaK Ha OCHOBe MeTOAa CBA3AHHbIX KtoYei. ONncbiBaloTCA HeKOTopble cnabble anropuTmel
pa3BepTbiBaHMA KNtoYa.

14:00 —16:00 CeKumna «PaccnepgoBaHue nHuuaeHToB. MexaHus-
Mbl, TEeXHO/1I0TMK, Npo6aembl, onbIT»
Manas ayoumopus (busHec-yeHmp)

Modepamop: Vnbs Caykos, 2eHepanbHbIl dupekmop, Group-IB.

MHorue npoayktbl B 061actv UB moryT 6biTb MCNOAb30BaHblI Ans c6opa U aHanusa uHGopmauum
06 MHUMAEHTaX. Kak 1 NPy MOMOLLM KaKMX TEXHONOMMI paccneaytoTca UHLUMAEHTbI HAPYLWEHWUA UH-
dopmaumoHHo 6e3onacHOCTU. Forensic-KAMeHTbl 41 KOPNOpaTMBHbIX CyK6 6e3omacHoCTU K
NPaBOOXPAHUTENIbHBIX OpraHoB. Takxe 6yAyT pPaccMOTpeHbl NPaBOBbIE ACMEKTbI PACCAEf0BAHUA
MHUMAEHTOB. B ceKUMM NPUMYT ydacTme NpeacTaBUTENM COOTBETCTBYHOWMX NOApPasaeneHuin npa-
BOOXPAHMUTE/bHbIX OPTraHOB M CMELMANNUCTbI CNy:K6 6e30nacHoCTM, cneuuanmnsnpyoLwmecs Ha pac-
cnegoBaHUM UHLMAEHTOB.

M3BneuyeHne MHPOPMALMOHHDBIX YUK U3 MOBUNbLHBIX TenepoHoB, cmapTdo-
HoB U KIK.

Hukonaii Frony6es, Oxygen Software.
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CoBpeMmeHHbI MOBUAbHbINM TenedoH XpaHUT maccy MHGOPMALMK - OT CIMCKA KOHTAKTOB A0 WUCTO-
pvK NepemeLleHnin CBOEro Bajensua. Bo Bcem mupe 3TUM JaHHbIM HaxoasaT Bce 6osbluee np u-
MEHeHWe — OT JOKa3aTeNbCTBa B CYAe A0 KOHTPO/IA KOMMAHWM Haj UCMO/b30BaHUEM CyXKeBHbIX
TenepoHOB COTPYAHUKAMMU.

PaccnepoBaHue pacrnipefieNeHHbIX aTak Ha OTKa3 B chnymuaaHMu(DDoS):
HOBbIe NnoaxoAbl.

HUnesa Cauykoes, CISM, zeHepasnbHbil dupekmop, Group-IB.

DDoS aTakv — 04MH U3 caMbIX MNOMYAAPHBIX M ONACHbIX BUAOB KOMMbIOTEPHbIX NpecTynieHni. Ma-
N0€ KOJIMYEeCTBO YCMeLWHO PacKpbITbIX YrONOBHbIX AeN U olylieHne 6e3HakasaHHOCTU fenaeT AaH-
HbIii BMA, aTak Hanbonee NpubbinbHbIM. B foKkNaae ByayT NoKasaHbl HOBble METOAbI NO Paccieso-
BaHMWIO JaHHOrO BMAA aTaK, a TaKXe OCBelleHbl MPaBoBble BOMPOCHI.

AnrOpMTMVI‘-IeCKVIE N UHXKXEeHepHble aCneKTbl aHa/1n3a 3alWnULEeHHbIX AaHHbIX.
Anekceli Yunukos, K. ¢.-M. H., pykogooumesns omodesna uccaedosaHuli, KomnaHus Passware.
3alwmuLeHHble U 3aWMppPOBaHHbIe AaHHbIE HEPEAKO CTaHOBATCA CEPbE3HbIM MPEnATCTBMEM Npu
paccnefoBaHUM MHUMAEHTOB MHGOPMauUMOHHOW 6e3onacHocTh. B goknage npeacraBineHa MH-
dopmauma 0 MaTEMaTUYECKUX U MHXKEHEPHbIX 3a4a4ax, BO3HMKAIOWMX NPU BOCCTAHOB/IEHUM 3a-
LWIMLLEHHbIX AAHHbIX U COBPEMEHHbIX MOAXOAAX K PELUEHMIO TaKMX 334a4.

MCCI’IEAOBBHME BPEeAOHOCHbIX Mporpamm C TOYKM 3peHUA paccnenoBaHuA
MHLUAEHTOB.

AnekcaHdp Mampocos, Pykosodumesns LleHmpa supycHelx uccaedosaHuli u aHaaumuku, ESET.

B pgoknase 6yayT paccMOTpeHbl BOMPOCHI, CBA3aHHbIE C UCCNEA0BAaHWEM BPEAOHOCHbIX Nporpamm
M NpoBEAEHUEM IKCNEepPTM3bl BPEAOHOCHOro Koaa. dTa Tema CTaHOBMTCA Bce 6osee aKTyasibHOM,
Mpu 3TOM MPAKTUYECKM HE OCBELLEHA B OTKPbITbIX MCTOYHMKAX. Kak MpoBOAUTCA 3KCnepTusa Bpe-
[OHOCHOTO Koga? Kakylo MHPOPMaLMIO MOSKHO M3B/eYb B MpoLecce UccnepoBaHma? Kak oHa mo-
JKeT NOBAMUATL HA MPOLLECC PacciefoBaHUA KOHKPETHOTO MHUMAEHTA?

16:20-18:00 Cekuua «lMpaBga M BbIMbICEI O TEXHONOTUAX

nHpopmaLMOHHO 6e30nacHOCTU»
Manas ayoumopus (busHec-yeHmp)

Modepamop: Anekceli /lykaykuli, 6usHec-KoHcynbmaHm, Cisco Systems.

Ha ceKkummn npeacTaBieHbl AUCKYCCUOHHbIE AoKAagbl. MHPopMaumoHHaa 6e30nacHOCTb — aKkTyasib-
Has NOTPe6HOCTb MM AaBEHUE PEryINPYIOWMX OPraHoB? PeasibHble U MHUMbIE YrpO3bl YA3BUM O-
€. YTO MOTYT 1 rae 6eccuibHbl TEXHONOTMU MHPOPMALMOHHOM 6e30nacHOCTU? Yem U Kak nyratoT
MOTEHLMASIbHBIX U PeasibHbIX KIMEHTOB CUCTEMHbIE MHTErpaTopbl B 061acTv 6e3onacHocTu?

Mudbl BUpTYanusauyum.

Mapus Cudopoea, 2nasHelli pedakmop, VMwareSecurityGroup.ru.

3abyKAEHWA U CTepeoTunbl OTHOCUTENbHO obecnedeHns MHGOPMALMOHHON 6e30macHoCTU MH-
dpacTpyKTyp BUpTYanmsauuu. MpaBaa im, 4To peLLEHUs BUPTyaan3aumm camu no cebe nos3sonsoT
NOBbICUTb YPOBeHb 0becneyeHmns MHPopmaLMoHHON 6e3onacHoCTU?
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Yem 3aKoHuutca DLP hype?

Bnadumup UsaHos, 3amecmumeso Oupekmopa dernapmameHma 3Kcrnayamayuu, AHAekKc.

MPUHATO cuMTaTb, YTO OTHOLIEHWE NOb30BaTeNel K HOBbIM NpoayKTam onpegensetca Hype Cycle,
npeasoXKeHHbIM KomnaHuen Gartner B 1995 roay. B cyliecTsytolem Buae TEXHONOMMU, HaueneH-
Hble Ha obecneyeHue 3aLWUTbl OT yTeYeK AAHHbIX, NOABUANCL HECKO/IbKO NeT Ha3ad. Kasanock 6bl,
3TOro AOCTaTOYHO A/1A TOro, YTO6bI M Nepuos HaZyTbIX OXKUAAHWUIA, U NEPUOA NEPBbIX PAa304apoB a-
HWW 3aKOHYM/ICA, @ TEXHONOTUA MOT/1a Bbl BBINTM Ha NAATO NPOAYKTMBHOCTU. Tak au aTto? Cmorna
v DLP ctatb the next big thing?

3aKa3HoM TecT Ha NPOHUKHOBEHME — MeXaHu3M obecneueHusa UB?

Bacunuii TomunuH, sedywuli cneyuanucm, Cisco Systems.

MeHTecTbl CTanu AOCTAaTOYHO MONY/AAPHbLI. MOKHO M paccMaTPUBaTh NEHTECT Kak MexaHu3m obec-
neveHus WUB? PesynbTaTbl TaKOro OAHOKPATHOMO TECTUPOBAHUA Ha NPOHUKHOBeHUWe, 6e3ycnoBHo,
MOTYT NOCAYKWUTb 6a30i Ana npogaxu yeayr Ub, Ans nony4eHns HOBOTO 3aKasuMKa UM B KauecTse
3/1eMeHTa KOHKypeHTHOW 6opbbbl. B TO ke Bpems, cam no cebe ¢pakT NMPOHUKHOBEHUA enBa /n
NO3BO/IUT NOBbLICUTb YPOBEHb 3aLLMLLEHHOCTU UT-UHOPACTPYKTYPbI OpraHU3aLmm.

3abnykaeHna 6aHKOBCKOM 6e3onacHoOCTM.

Anekceli Jlykaykuii, 6usHec-KoHcyabmaHm no 6ezonacHocmu, Cisco Systems.

BaHKK cuntatoTca AOCTAaTOYHO NPOABUHYTbIMU B obnactu 3alWunThbl 6aHKOBCKOW TalHbl U d)MHaHCO-
BbIX CPEACTB, LOBEPEHHbIX UM KAMEHTamK. Ho Tak M 3TO Ha camom gene? He BBOAAT /M OHU B 3a-
6NyKAEHNE CBOUX K/MEHTOB, GOPMUPYA B HUX YYBCTBO JIOXKHOM 3aLUMLEHHOCTM? HACcTONbKO /v
HafeKHbl BUPTYasibHble KAaBMaTypbl, 04HOPA30Bble KOAbl A1S OCYLLECTBAEHUA TpaH3aKumin, SMS-
ayTeHTMd)MKaLI,VIH, USB-TOKeHbI C HEM3BJIEKAEMbIMW KPUNTOKNKOYaMU, Kak 06 3ToMm roBopuTCca Ha
caiTax 6aHKoB?
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Bropoit geHb paboTbl KOHPepeHuUn

10:00-12:00 CeKuua «UHTepHeT n nHpopmaumnoHHanA 6e3onac-

HOCTb»
Bbonbwas ayoumopus (buzHec-yeHmp)

Modepamop: Cepeeli lopdeliyuk, mexHuyeckuli dupekmop, Positive Technologies.

CeKuma NocBALLeHa aKTyalbHbIM acnekTam MHGOpPMaLMOHHOM 6e30NacHOCTH, CBA3AHHbIX C UC-
nosb3oBaHMem MHTEpPHET 1 ceTeBbIX TEXHONOTMIN. CeTeBble aTaku Ha paboune cTaHUMK 1 cepBepbl
NPUIOXKEHWNN, COBPEMEHHbIE MEXAaHM3MbI 3aLLMTbl MIHTEPHET-CUCTEM, 3aLLMTa KOPMOPATUBHbIX U
NHTepHeT-cuctem, ucnonbsyowmx Web-texHonoruu.

Web Application Security Consortium. MepcneKTuBbl pa3BUTUA.

Cepeaeli Mopdeliyuk, mexHuyeckuli dupekmop Positive Technologies, yneH coeema dupekmopoe
Web Application Security Consortium.

Web Application Security Consortium (WASC) - mexxayHapogHas opraHusaums, o6beauHatoLan
npodeccmoHanos B 061acTn 6e3onacHOCTN BE6-NPUNOKEHWI, AEATENbHOCTb KOTOPOK HanpaBieHa
Ha KOHCONMAALMIO M PAaCNPOCTPAHEHWNE NePeLOBOro onbiTa B 061acTy 6€30NacHOCTU NP UKNALHbIX
cucTem, ncnonbsytowmx Web-texHonoruu. B pamkax goknaga byaet npuseseH 0630p TEKYLLMX U
nepcnekTMBHbIX NpoekToB WASC, aHanv3 NnprmepoB UCMNONb30BaHMA pa3paboTaHHbIX JOKYMEHTOB
M TAKCOHOMMWIA B peasibHbIX NPOeKTax.

OGHapY)KEHVIe YHBBMMOCTeﬁ B MmeéXaHun3me aBTopusauuum Be6-npunomenuﬁ.
AHOpeli lMemyxos, /labopamopus BelyuciumenosHeix Komnaekcos, pakysemem BMuK MTY.

B HacToALlee BpeMsA CyLLEeCTBYET LUMPOKMIA KNacc yA3BUMOCTEN, i1 KOTOPOro He HallAeHo yaoBne-
TBOPWTE/bHbIX aBTOMATM3MPOBaHHbIX METOL0B 0BHapyKeHUA — 3TO YA3BMMOCTM aBTopU3aLum. B
pamkax AoKnaZa paccMaTpUBaloTCA NOAXOAbI K aBTOMaTU3aLum obHapyKeHWa ya3sumocTein Beb-
NPUNOXKEHWI, CBA3AHHbIX C aBTOPMU3aLMell MEeTOAOM K4ePHOTO ALLMKa».

Co6biTUA 6e30NacHOCTU, CONPOBOXKAAMOLIME NOKYLLIEHUA HA XULLLEeHUA du-
HaHCOBbIX CPeACTB K/AMEHTOB B CUCTEMAX AUCTAaHLMOHHOro 6aHKOBCKOro 06-
CNyXXuBaHuA.

Apmem Colyes, Ha4aAbHUK yrnpasaeHus uHgopmayuoHHol 6esonacHocmu, Poccesnbxo36aHK.

B pamKax AoKNada paccMaTpUBalOTCA MPAMbIE U KOCBEHHbIe MPWU3HaKM NPOBeAEeHWA aTaK, Hanpas-
NIEHHbIX HA XULLEHWA GUHAHCOBbIX CPEACTB KANEHTOB B CUCTEMAX AUCTAHLMOHHOrO 6aHKOBCKOrO
obcnyRuBaHma.

AHanu3 3pPeKTMBHOCTU CPEACTB 3alUUTbl HA NPUMeEpPe CUCTEM O6HApYXKeHUA
aTak.

Bnadumup JlenuxuH, 3asedyrowuli nabopamopueli cemesoli 6e3onacHocmu, MHpopm3awuma.
Bonpoc oueHKM peanbHoi 3GphEeKTUBHOCTH CPEACTB 3alUMThl B HACTOALLEE BPEMA aKTyaNeH KakK Hu-
Korga. YCII0MHEHWEe CUCTEM B Kyne C YCUIEHUMEM MaPKETUHIOBOM aKTUBHOCTU NPaKTUYECKM He
OCTaB/IAET WAHCOB MOHATb, YTO U HACKObKO 3G HEKTUBHO AeNaeT TOT UM MHOW NPOAYKT. B nokna-
[ie NpuBeAeHbl Pe3ynbTaTbl CPaBHEHWUA CUCTEM OBHaPYKEHUA aTak Ha OCHOBE OPUrMHAbHOM Me-
TOAMKM, NO3BONAIOLLEN OLLEHUTb 3GPEKTUBHOCTL BbINONHEHUSA LiefIeBOW GYHKLMKU NPpOoAYyKTaMmn
[JaHHOro Kiacca.
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OcobeHHOCTM 06ecneyeHna HGOpMaLMOHHOM 6e30MacHOCTU B cUCTEMaAX
SCADA.

AHOpeli Komapos, mexHu4eckuli dupekmop, komnaHusa ITDefence.

[oKnag NocBALLEH aHANN3Y CYLLECTBYIOLMX TEXHONOTUIA U MPAKTUK ANA KOHTpos 6e30macHoCcTn
KPWUTUYECKM BaKHbIX MHOPACTPYKTYP, UCNONb3YIoLWMX TexHonorum SCADA. PaccmaTpuBatotca cy-
LLECTBYHOLLME TEXHOOTMYECKME NOAX0Abl, pa3paboTkn PCTIK PP n CoseTta besonacHocTH, a Tak-
e NPaKTUKM BbIABAEHUA NOAO06HbIX CUCTEM C MOMOLLLBIO TPAAULIMOHHbIX KaHaNoB CBA3M, 0cobe H-
HOCTeN Noy4eHUs HeCaHKLMOHMPOBAHHOIO AOCTYNa U METOAUKU NPEAOTBPALLEHNA BTOPKEHWN,
cneunduyHbIX 418 3Ton cdepbl.

TECTMpOBaHMe yHBBMMOCTeﬁ anHO)KEHMﬁ B pamKax CepTMd)MKaLI,MM no PA-
DSS.

Mapam Beiwezopodyes, crieyuanucm, MHgopm3awuma.

BesonacHOCTb NPUKNAAHbBIX CUCTEM ABNAETCA COXKHOM U akTyanbHOM 3agaveii. OgHUM U3 MeT o408
NMOBbIWEHUA 33U LLLEHHOCTU ABNAETCA NCNONb30BaHWE TpeboBaHW cTaHaapTa PA-DSS Kak cocTas-
HoW yactu PCl DSS. B goknage paccmaTpuyBaloTCs OCHOBHble TpeboBaHMA cTaHAapTa, noaxoapl K
nposeaeHuto pabor. O6CyKAaoTCA OCHOBHblE BUABI YA3BUMOCTEN, METOAMKM TEeCTUPOBaHWA U
npumepbl U3 NPAKTUKN aHANN3a 3aLUMLLEHHOCTU NAATEXHbIX NP UNOKEHUN.

10:00-12:00  CeKuuA «Mo60oYHbIe KaHaNbl — aTaku u npoTtueo-

peicreue»
Manas ayoumopus (busHec-yeHmp)

Modepamop: Anekceli Yunukos, K.¢h.-M.H., pykosodumesb omoena uccaedosaHull, Passware.

ATaKuM Ha annapaTtHble peann3alun KpUNToaaropuTMoB Npu NOMOLLM NOBOYHbIX KaHaNo0B — O4HO
13 Haubosiee aKTMBHO Pa3BMBAIOLWMXCA HaNPaBJEHWI COBpPeMeHHOM Kpuntorpaduu. B pamkax
cekuuun Byaet npeacrasneH 0630p NOCAEAHUX AOCTUXKEHWA MMPOBOM Hayku B 3TOi obnactu, a
TaKKe HOBble HayuHble pe3y/bTaTbl. CNeuuanucTbi-NPaKTUKM NOAENATCA CBOMM OMbITOM MPOEKTU-
pOBaHMA 1 Pa3paboTKM 3aLUMLLEHHbIX CUCTEM.

UcTtopuuecknii 0630p TeXHONOMMIM aTak No NO60YHbIM KaHanam.

Mykoe Anekceli EezeHbesuY, K.¢p.-M.H., doueHm MITY um. BaymaHa, dupekmop Accoyuayuu
«PycKpunmo».

BBOAHbIN AOKNaA B TEMATUKY CeKUUWU. TepMMHbI, UcTopuaA. [OCTUNKeHUs npolwworo. HayyHble u
npaKTUYeckme BONpockl.

HoBasa ataka MmeTogom aHa/n3a cboeB Ha peanns3auynn Kpuntoaaroputmos
ANA SIANUNTUYECKUX KPUBDIX.

Onez TapackuH, npenodasamesns, MUDOU.

MpepacTaBneHa HOBasA CXeMa aTaku MeTofoM aHanmsa cboes (fault attack) Ha HekoTopble peanunsa-
UMM KPUMTOANTOPUTMOB ANA SANMMNTUYECKUX KPUBbLIX. PaccmaTpmuBaerca BONPOC O NPUMEHUMOCTH
,D'aHHOVI aATaKU K PasIMv4HbIM peaamsaumam aIroputmoB U BO3MOXKHbIX Mepax npOTVIBO,CI,eD’ICTBVIf-I.

3awmTa KnueBoit uHpopmaumm oT yTeuku no KaHany MIMUH.
AnekcaHop LLapamok, K.m.H., Ha4anbH UK omoena, dupma «AHKAL».
PaccmoTpeH Bonpoc 3aWmThbl KAOYEBO MHGOPMALLMK OT yTeuku no KaHany MIMUH. Ona pelweHuna
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3TOro sonpoca 8 I'Ip€06pa3OBaHl4ﬂX, MUCNONb3YH WNX CNOXKEHNE NO MoA4yto 2%*n, npeanoXeH cno-
cob cnoxeHun ABYX 4ncen, npeacraB/eHHbIX B I'IO3MLI,MOHHOI"‘I cuMcTteme c4ncneHua, ogHo U3 KoTo-
PbIX MAaCKMpPOBAHO nyTem NOpaspAfHOro CNoXXeHuAa C mackon no MOAYNH0 OCHOBAHUA CUCTEMDI
cymcneHua. Npu CNOXKEeHUU CHATME MACKM OCyLLeCcTBAAeTCA 6e3 nony4yeHMA paspAanos mMackumpo-
BAaHHOro onepaHaa B «4NMCTom» Buae.

Fault-ataku Ha anroputm HMAC.

Anekceli Yunukos, K. h-m. H., pykosodumesb omoena uccnedosaHull, Passware .

MpeanoskeHa aTaka Ha ocHoBe aHanu3a cboes (fault-ataka) Ha anroputm HMAC. PaccmoTpeHHas
aTaka npMmeHuma K BapnaHtam HMAC, 0OCHOBaHHbIM Ha LIMPOKO PacnpocTpaHeHHbIX anropuTmax
xewunposaHua (SHA-1/SHA-0/MD5/MD4) 1 npuBOAUT K YCMEWHOMY PacKpPbITUIO K/IOYEBOW WH-
dopmaumn. MpoBeaeH aHaNU3 CAOXKHOCTM YKa3aHHOM aTaKW, NOATBEPXAEHHbIN pesynbtTaTamu
KOMMbIOTEPHOTrO MoAenuposaHua. ObcyxaaeTca BONPOC O BO3MOMKHOCTAX €€ NPaKTUYECKOro np u-
MEeHEHMA NPOTUB YCTPOWCTB, aNNapaTHO peasin3yloLmX YKa3aHHbIe aropuUTMBbI.

12:20-13:30 | Kpyrabin cton « TexHonorun 6e3onacHocTu anek-

TPOHHbIX TOProsbiX N/OWAA0K»
bonbwas ayoumopus (busHec-yeHmp)

Modepamop: Unusa Jumumpos, ucnonHumesnsHelli Oupekmop, Accoyuayus 3eKmpOoHHbIX Mopao-
8bIX M/10UA00K.

INEKTPOHHbIE 3aKyMKM CTaAM HEOTHEMNEMOW YaCTbio COBPEMEHHOro 6U3Hec-npocTpaHcTea. B
3TOM roAy BCE rocyapCTBEHHbIE 3aKYMKU NepenayT B 31eKTPOHHYI0 GOopMy. YUaCTHUKM KPYrioro
cTona obeyanaT TexHonornm obecneyeHns 6€30MacHOCTM M HIOAHCbI MCNOJ/Ib30BaHMA KpUNTorpadpum
npu paboTe TOProBbIX NIOWAAOK. B paboTe NpumMyT yyacTue NpeacTaBUTeNn KpyNHENLWKX Inek-
TPOHHbIX TOProBbIX MNAOLWAA0K U YA0CTOBEPAIOLMX LLEHTPOB.

12:20-13:30  Kpyrabiii cton «TeXHONOrMM 3aL4uTbl OT BPeAOHOC-

HbIX MPOrpaMmm»
Manas ayoumopus (busHec-yeHmp)

Bedywuii: Nnosa LLlabaHos, ynpasasowuli napmHep, Anti-Malware.ru.

CoBpemeHHasa mogenb yrpo3s. OT Yero Jo/KeH 3almaTb aHTUBMPYC? YTo ByaeT nponcxoamTb ¢
yrpo3amu B baunkaiwem byayuwem? TeXHONOMMM 3aLWMTb KaK OTBET Ha CYLLECTBYOLWME Yrpo3bl,
3BOJIOLMA TEXHONOMMI (NPOAKTUBHOCTb, «061a4HbIE» penyTauuoHHble TexHonoruu, sendbox, nH-
Terpaumsa). BamaHue rnobanbHbix TpeHA0B Ha UT-pbiHKe (BUpTyanusaums, XaaS). YUacTByloT 3Kc-
nepTbl KomnaHuit TrendMicro, JlabopaTopua Kacnepckoro, BupycbnokAaa, S.N.Safe&Software,
McAfee.
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14:30-16:30 = CeKuma «3awmrta MHGpopmMaLumm B pacnpeseneHHbIX

KOMMNbIOTEPHbIX CUCTEMAX»
bonbwas ayoumopus (busHec-yeHmp)

Modepamop: KomeHko Neopb Bumaneesuy, 3.m.H., npogeccop, 3aeedytowuli Hay4Ho-
uccnedosamesnsckoli nabopamopueli npobsaem komnotome pHol 6ezonacHocmu, CITUNPAH.

Ha ceKummn obcyaatoTcs BONPOChl NMOCTPOEHWA NePCneKTUBHBIX MEXaHW3MOB U CPEACTB 3alUMUThI
MHGOPMALMM B KOMMbIOTEPHBIX CETAX, B TOM YMC/e afanTUBHbIE MEXaHU3Mbl 3aLUMTbl UHGOPMa-
UMW, MOAENMPOBAHMUE aTaK M MEXaHM3MOB 3alunTbl, MAEHTUOUKALMA U ayTeHTUdUKALMA, UHTEN-
NeKTyasnbHbI aHaNuU3 AaHHbIX U Buonornyeckre NoAxoabl ANA 3alMTbl MHOPMaLIMK, OBHapyxe-
HWe aTak M BPeLOHOCHOro NPOrpammHoro obecneyeHns, 06MaHHbIE CUCTEMbI U NIOBYLUKM, 3aLLmTa
OT BHYTPEHHWX 3/10YMbILLNEHHUKOB, 3aLWMTa UHPOPMALMM Ha OCHOBE PenyTaumm 1 Knaccuduraumm
06beKTOB B UHTEPHET U Ap.

PaHHee 06Hapy)KeHMe 3nu,qemuﬁ ceTeBbIX qepBeﬁ B BbICOKOCKOPOCTHbIX Ka-
Hanax nepeaayvyun AaHHbIX.

AeHuc FamaroHos, /labopamopus BoiyuciumenbHeix KommaeKkcos, pakyaemem BMK MTY umeHu
M.B./lomoHocosa.

MpepnoxkeH meTos paHHero obHapy»KeHUs aNUAemMnii ceTeBblx YepBei Ha OCHOBE aHa/IM3a YacTo-
Tbl BCTPEYAEMOCTM yHaCTKOB BPEAOHOCHOrO UCMNO/IHAEMOrO Koaa B ceTeBom Tpaduke. Maea meTo-
[ 3aK/II04aEeTCA B BbIABAEHUM TaKMX YYAaCTKOB UCTMIONIHAEBMOTO KOAA apXuUTeKTypbl X86, YacToTa
BCTPEYAEMOCTM KOTOPbIX B HAabN04aEMOM KaHasle U3MEHSAETCA B COOTBETCTBUM C NPOCTOM anuae-
MWOOrMYecKol moaenbto. MpeanoxKeHHbIn meTon 061a4aeT MMHENRHON BbIUMCAUTENBHOM CNOXK-
HOCTbIO, @ IKCMEPUMEHTA/IbHbIE MCCNEA0BAHMA HA MPOrPAMMHOM MPOTOTUME AEMOHCTPUPYHOT
MPONYCKHYI0 CNOCOBHOCTL NopaaKka 1M6ut/c Ha TMNnosom o6opyLoBaHMM.

KombuHnposaHune metogos Data Mining gnsa ctaTMuecKkoro AeTeKTMpPoBaHUA
Malware.

Amumpulii KomawuHckuii, labopamopus npobsaem KomnetomepHoli 6ezonacHocmu, CITUNPAH.
OZHUM 13 BO3MOXHbIX BapUaHTOB ONTUMM3ALLMM NOKa3aTeneil NpeAnKTUBHOM GYHKLUM 3BPUCT U-
YeCKUX CPeAacTB AeTekTupoBaHuA Malware, ocHoBaHHbIX Ha meTogax Data Mining, agnseTca npu-
MeHeHne KOMBUHUPOBAHWUA OTAE/bHBIX PeLlatoLmX 3KCNepToB (KnaccudpukaTopos). B HacTonALen
paboTe 3TOT BONPOC PacCMaTPMBAETCA B KOHTEKCTE 06 beANHEHMUA OTAE/bHbIX CYLLECTBYIOWMX U
[OKa3aBLMX CBOI NOTEHLMANBHO BbICOKYIO 3pHEKTUBHOCTb METOL0B CTaTUYECKOTO AETEKTMPOBa-
Hus Malware.

FpaHyNApPHbIM KOHTPOIb 6€30MacHOCTU NOBEAEHMA NPUIOKEHUIA CO CTOPOHbI
agpa Linux.

®edop Caxapos, /labopamopus 8bl4uCAUMEbHbIX KOMIIAEKC08, hakynbmem BMK MIY umeHu
M.B./lomoHocosa.

PaccmaTpuBaeTcs 3aia4a aBTOMATUYECKOTO KOHTPO/1 6€30MacHOro BbIMOJIHEHUS NPUIOKEHUI
noA, ynpasaeHnem onepaLymoHHOM cucTembl Linux ¢ Lenbto paHHero o6HapyXeHus aTak, U3meHs-
IOLLMX MOTOK BbINOJIHEHWA NPOrPaMMbl UM NOTOK AaHHbIX. B KayecTse pelleHmns 4aHHOM 3a4aun
npeanaraetca KOMBGMHMPOBaHHbIM NOAXOA C ucnonb3oBaHuem Security Enhanced Linux (SELinux) un
MeXaHU3Ma OTC/EeKMBAHMUA KOHTPOJIbHbIX TOYEK B UCMONHAEMOM KOAE NPUNOXKEHUN.
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[eHb BTOpON. 3 anpens, cybb6oTa

3au4m'a OT ceTeBbiX aTaK Ha OCHOBe KOM5MHMPOBaHHbIX MexXaHU3mMoB aHanu-
3a TpadumKa.

AHOpeli YeuynuH, LileHmp crneyuansHol cucmemomexHuKu.

AKTyanbHOW 3agayelt B obnactm obecneveHma 6€30nacHOCTU MHGOPMALMOHHbIX PECcypCcoB ABNSET-
CA 3aLLMTa OT CeTeBbIX aTak. [s peweHus gaHHoM npo6aembl NnpeanaraeTca MCnoab3osaTb No4-
XOJ, K 3aLUMTe OT CETEeBbIX aTaK, OCHOBAHHbIW Ha UCNO/b30BAHUM CEMENCTBA OTAE/bHBIX (aTomap-
HbIX) METOA0B (aAFOPUTMOB) aHaM3a TPadUKa U MHOTOYPOBHEBOrO KOMBMHMPOBAH UA aArOPUTMOB
B BUAE cucTeMbl 6a30BbIX KnaccnduKkatopos, obpabaTbiBatowmx gaHHbIe 0 TpaduKe, a TaKKe meTa-
KnaccuduKaTopa, OCyLLECTBAAIOLLErO NPUHATUE PELLEHNUSA O BPELOHOCHOCTM TpaduKa No AaHHbIM
OT Kaoro asroputma.

BnokuposaHue Web-caiiToB c Henpuemnembim coaep>KaHMem Ha OCHOBaHUU
BblAB/Z1I€HNA UX Ka'reropuii.

HKonus 303yna, /labopamopus npobaem komnstomepHol 6esonacHocmu, CIIMUPAH.
Mpeacrasnseman paboTa nocesweHa paspaboTke 06LWEro NoaxoAa U Peanunsyiowero ero Hadyasab-
HOro NPOTOTUNA, NPeAHa3HAYEHHbIX AR PeLIeHMA aKTyabHOM B HacTosAwee Bpemsa (Hanpumep,
ONA CUCTEM POAMTENBCKOrO KOHTPOIA) 3a4a4n KaTeropmposaHusa Be6-caitos gna cuctem 610Ku-
poBaHUA Beb-CTpaHuL, C HeMpUeMaeMbIM cogepXnmbiMm. COrnacHo npeagiaraeMomy nogxoay
nosab3oBaTesb (Hanpumep, POAUTENb) MOXKET ONPEeAeNuTb CNMCOK KaTeropuii, No KoTopbim byaeT
OLLeHMBATHCA KaXKablii NoceLlaemblii Be6-caiT. B COOTBETCTBMM C BbIGPAaHHbIMM KaTEropUaMM CTpa-
HULLe CTaBUTCA OLEHKA C y4eTOM MHGOPMALLMUM M3 Pa3HbIX UCTOYHMKOB. OLLeHKa caiiTa 3aHoCUTCA B
6a3y faHHbIX, @ 3aTeM UCNO/b3yeTCA U 06HOBAAETCA NPU NOCNEAYIOLLEM AOCTYNE K 3TOMY UK ApY-
rMm cantam.

AreHTHO-OpPMEHTUPOBaHHOE MoaennpoBaHue 6oT-ceTeit.

Anekceli KoHosanos, Apkadus.

B paboTe paccmaTpuBaeTcA Npef/IoXKeHHbI 06w NOAX0A U peasnsyeman NporpammHasn cpeja,
npefHasHayeHHble 418 MOAE/MPOBaHWA BOT-ceTei U MexaHU3MOB 3alUTbl OT UX BO3AENCTBMA.
MoAenupytoTcs JKU3HeHHbIW LKA BOT-ceTH, a TaKXKe aHTarOHUCTUYECKUI MO OTHOLLEHUIO K HEMY
MPOLLECC CAEPXKMBAHUA ero PasBUTUA Ha OCHOBE MPUMEHEHUs MeXaHW3MOB 3alUMTbl OT BO3Ae M-
cTBMA 60T-ceTU. UccneaytoTcsa cleHapum GopmUpoBaHUA BOT-CETH, CLLEHAPUKN PasUYHbIX MHPpPa-
CTPYKTYPHbIX aTak, BbIMOJNHAEMbIX C TOMOLLbIO 60T-ceTel (B Tom uncne peanusaummn DDoS-aTtaku), a
TaKKe CLeHapuu 3almTbl OT HUX. Mogenn 60T-ceTM U MexaHU3MOB 3alUMTbl OT BO3AeicTeusA 60T-
ceTV 3aJatoTca B BUAE MOAENU NpoTUBO6OPCTBA KOMAHA, UHTENNEKTYa IbHbIX areHToB aTaku 1 3a-
LWMTbI.

14:30-16:30 CeKuums ((PEBepCMHI'. AHanuM3 ucnonHaemoro Koga u

TEXHOJZ1I0rnu 3aluUTbi»
Manas ayoumopus (busHec-yeHmp)

Modepamop: [imumpuii LLlenkyHos, K.m.H., K& MITY um. H.3. baymaHa.

CeKupn nocssiieHa Bonpocam Wb, cBA3aHHbIM C BbINOHEHWEM MPOTPaMMHOTO KOAa Ha HefoBepeHHbiX
niaTGopPMax: TEXHOIOMMSAM 3aLLUUTLI M B3NOMa MPOrPamMMHOro 0becreyeHus, TEXHOIorMamM o6 dycKaLmm
1 aeobdyckaupmm, Bonpocam DRM 1 Tem 3aadam, KOTOPbIE HE/Ib3A PELLMTb, UCTO/Ib3YA TONbKO KPUIMTO-
rpaduyeckme MeToabl.
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White-Box Kpuntorpadms, o6¢yckauma u 3awmra NO. OCHOBHble HanpaBaeHUA
passuTus.

Amumpuii LlenkyHos, K.m.H., K& MITY um. H.3. baymaHa.

PaccmatpuBaetca Tekylee coctosHue npobnem White-Box kpunrorpadum n ob6dyckaumm, a Takke posib
3TWX TexHosoruii B 3awyTe MO. ONMCbIBAETCA OPUrMHANBHBIV NOAXOM, NO3BONAILIMIA NOBLICUTDL CTOWM-
KocTb White-Box peanusaumii. MokasaHo, Yto Ans cospaHua crolikmx White-Box cxem Heobxoauma as-
TOMaTMYeCKan reHepaLya COOTBETCTBYOLWEro 6104HOTo Wndpa. PaccmoTpeHa BOSMOXKHOCTb NMPUMEH e-
HMA mexaHusamoB White-Box kpunrorpadum ans obdyckaumm nporpamm. KpaTKo onucbiBakoTca
BO3MOYHOCTU MHCTpPyMeHTa Guardant 3a-code.

METOAMKa BOCCTaHOB/1€HUA cbopma'ra AdHHbIX.

AnekcaHdp FembmaH, cmaxep-uccaedosamerns, Bapmar MadapsaH, cmapwuli Hay4Helli compyOHUK,
UCI PAH.

B foKNafe paccmaTpuBaEeTCA METOAMKA aBTOMATU3MPOBAHHOMO BOCCTAaHOBEHUA dopmaTa AaHHbIX, Ha-
3UPYIOLLAACA Ha AMHAMUYECKOM aHanunse 6BUHapHOro Koda. OnucaHHbI NOAXoA, NO3BOAET BOCCTaH O-
BUTb MEPapXMYECKYIO CTPYKTYPY M3y4aeMbiX AAHHbIX W BbIABAATb ONPeAeNeHHY0 CeMaHTUKy Mosei.
BaKHO 0COBEHHOCTbIO NOAX0A3 ABNAETCA €r0 MPUMEHUMOCTb K aHaIM3Y 3aLLUMLLEHHBIX MPUIOXKEHUIA.

MopaennpoBaHue CEMaHTUKU MaLUMHHbBIX MHCTPYKLUA.

BapmaH lMadapaH, cmapwuli Hay4Helli compyOdHuk, Conogees M.A. , UCI PAH.

PaccmatpuBaetca cuctema MOAEIMPOBaHUA ONEePaLyOHHON CEMAaHTUKU MALUMHHbBIX MHCTPYKUMiA. Oc-
HOBHOI 06N1aCTbIO NPUMEHEHWSA CUCTEMBI ABNAETCA AMHAMMUYECKUIA aHA/M3 BUHAPHOTO KoZa C Lenbto
BOCCTaHOB/IEHMA aNropuTMoB. CcTema BKNIOYAET B ce6s anropuTMbl MOCTPOEHUA MOAENEN OTAENbHbIX
MALUMHHBIX MHCTPYKLMIA Ha OCHOBE creumbuKaLmil LenesbiXx MallMH U NOAAEPKUBAET MHTEPNPETALIMIO
onepaLMoHHON CeMaHTVKM, BbIPAXKEHHOM B 3TUX MOAENSAX.

Bpar sHyTpu PDF.

Cepezeii Pybnes, s3Kkcriepm o uHgopmayuoHHol 6e3onacHocmu.

B nocnepHue rogpl PDF-A0KYMEHTbI CTa/ M HEOTbEM/IEMO HYaCTbio HalLei MOBCeAHEBHON paboTbl B cETU
MHTepHET, 04HaKo NPOCTOM KAMK No daiiny .pdf MOXKET NPUBECTU K 04EHb Cepbe3HbIM NOCAeACTBUAM. B
[IOKNaAe PAacCMaTPUBAETCA KaK 06 LLME BONPOCHI CTPYKTYPbl U pa3meTKu PDF-A0KYMEHTOB, TaK U BOMpO-
Cbl, CBA3aHHbIE € 630MacHOCTbI0 PDF: BO3MOMKHOCTU aKTUBHOTO COAEPIKaHUA JOKYMEHTa, BHEAPEHUe
BPeJOHOCHOTO Koaa. Takske yeNseTca BHUMaHWe cpescTBamM NpoTUBOAENCTBUA BPEAOHOCHOMY coAep-
*kunumomy PDF-dalinos.

16:50-18:30 CeKuma «0Obwme sonpocbl MHPopMaLNOHHOM Be3-
OMacHOCTUY.
bonbwas ayoumopus (busHec-yeHmp)

Modepamop: AnexkcaHdp benssckuli, kommepueckuli dupekmop, SecurlT.

TexHuyeckne U metoauYecKkue AOoKNaAbl, NOCBALLEHHble TEXHOJAO0rMAM MH(')OpMaLI,MOHHOﬁ 6es-
onacHocTu. OnbIT peanibHbIX NPOEKTOB M NepPCrneKTUBHbIE pa3pa60TKM.

3neKTp0HHaf-| no4yTa — cxembl HaAE)KHOﬁ 3almTbl cepsepa n Tpadwma.
KapeH A6pamsaHu, MCNPS, MCSA, npenogasaTens, Akagemnsa MHPopmaumoHHbIX Cuctem.
B coBpemeHHbIX opraHuaumax npu obmeHe MHGopmaLmelt OrpoMHYIO POJib UTPAET CUCTEMA S1e K-
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[eHb BTOpON. 3 anpens, cybb6oTa

TPOHHOM MouTbl. CneayeT NOHMMATb, YTO MOCPEACTBOM 3/EKTPOHHOM MOYTbl MOTYT paccblnaTbeA
BpeaoHoCcHble $aiibl, GULIMHI-CCLIIKM U MPOCTO cnam-coobuieHuns. Takue BUAblI KOPPECNOHAEH-
LMK HecyT yrpo3y 6e30MacHOCTM KaK KOPNopaTUBHOW MHPOPMALLMOHHOM CUCTEMBI B LEEJIOM, TaK U
OAHHbIX OTAENbHbIX COTPYAHUKOB B YaCTHOCTM, @ NPOCMOTP CNam-COOBLIEHMI MOXKET cnocobcTso-
BaTb HeabPeKTUBHOM TpaTe paboyero BpEMeHM COTPYAHMKOB. MNPy 3TOM cam NOYTOBbLIN Cep Bep op-
raHM3aLmMmn MosKeT BbITb NOABEPIKEH aTakaM CO CTOPOHbI BHELIHMX ceTelt. B AoKnage paccMoTpeHbl
3bdeKT1BHbIE METOAbI 3aLUMTHI NMOYTOBOTO CepBepa v GUAbTPALMM KOPPEeCNoHAeHUMW, npeanara-
emble Pa3INYHLIMKU BEHAOPAMM Ha CErOAHAWHUI A€Hb.

MpaKTtuka Bbi6opa IPC Ana 3aWmTbl OT BHYTPEHHUX Yrpo3.

AnekcaHOp benssckulii, kommepuyeckuli dupekmop, SecurlT.

3almMTa KopnopaTMeBHOW MHOOPMAUMKM OT BHYTPEHHMX Yrpo3 B Moc/ieaHue rogbl nepepocna v3
MOZHOro TpeHAa AnA M3bpaHHbIX KOMMNAHWIA BO BMOJIHE CAaMOCTOATE/IbHOE HanpasaeHne uHbo p-
MaLI,MOHHOﬁ 6esonacHocTy. TOI'I-MeHe,D,)Kepr NnoCTeneHHO Ha4YUHaloT NnepecMmaTpmBaTb CBOE OTHO-
WweHne K GUHAHCUPOBAHMUIO U PACCMATPMBATDL 3aLWMUTY AAHHbBIX OT BHYTPEHHUX YrPO3 He TONbKO KakK
MCTOYHUK pacxooB, HO U KaK KOHKYpPeHTHOEe NpenmyLecTtBo KOMNaHuUn.

CoBpeMeHHble PYTKUT/aHTUPYTKUT TEXHOIOMUN.

Amumpuii Bapwasckuii, sedywuli npoepammucm, BupycbaokAda.

BpepoHocHble nporpammsl TMna «rootkit». Mporpammel noncka aHomanuii Tuna «antirootkit». Mo-
Yemy AaHHble TEXHOIOTUM CErofiHA aKTyaslbHbI? BapuaHTbl NpucyTcTBUA BpefoHOCHOro Koaa. Co-
KpbITUE U MOANDUKALMA CUCTEMHBIX 06beKTOB. BHeapeHue B dalinoByto cuctemy, mogudukaums
3arpysoyHoi obnactu. Crek apaiisepos OC: punbTpaLma U ckpbiTbie 06paboTumKku. Mpumepsl
MeToAbl 0BHAPYKEHUA aHOMANUA.

Oco6eHHOCTU peanusaumm npo3payHoro wmnepposaHus ¢ainos 8 Kpuntolpo
EFS.

Masen CmupHos, Kpunmo-lipo.

PaccmaTpuBaeTca apxuTeKTypa CpeacTsa 3alumTbl KoHGUAeHUMaNbHON MHPopmaumm Kpuntolpo
EFS, cxoacTBa v oTAnums peannsaumnm wnudposaHusa Gpaiinos Ha AncKe B Wndpyowwein dpainosom
cucteme Microsoft EFS u Kpuntollpo EFS, gononHutenbHbie Bo3moxkHocTu Kpuntollpo EFS, nytu
[anbHENLLEro pasBuUTUA NPoAayKTa.

MocTpoeHune cucTeM 3aLLULLEHHOIO B3aMMOAENCTBUA.

Anekceli Fond6epac, Cepeeli Cumakos, Microsoft.

B AOKNafie paccMaTpMBAOTCA 3a4a4M U PELIEHUA BOMPOCOB OPraH13aLmm 3alwmTbl 0b6MeHa UH-
dopmaumeli B KpYMnHbIX TEPPUTOPUANBHO-PACNPEAENEHHbIX OPraHU3aLMAX C UCNONb30BaHUEM
CPeACTB CTpOrol ayteHTMbUKaumm, desepaTuBHbIX OTHOLWEHUA U MMHUMA/IbHOTO PACKPbITUSA ne p-
COHanbHOM MHbOPMaL UK.

16:50-18:30 = CeKuma «Penetration testing internals»
Manas ayoumopus (busHec-yeHmp)

Modepamop: Cepaeli Pa3maxHUH, pyKogooumesb epynel 0enapmameHma UH@GopmMayuoHHOU
6e3onacHocmu, MTC.

CeKumAa nocBALeHa TEXHOIOTMAM CETEBbIX aTakK, TECTUPOBAHUA HAa NPOHUKHOBEHME N APYIUM «3KC-
TpemasibHbIM» MeTOAUKaM OLEeHKU 3alnLLeHHOCTH VIHdJOpMaLI,VIOHHbIX cncrTem.
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TecTupoBaHue Ha NPOHUKHOBEHME, 4YTO 3a??!

Amumpuii Eemees, skcriepm no 6ezonacHocmu, Positive Technologies.

TecTupoBaHMe Ha MPOHUKHOBEHME (TECTbl Ha NPeojoAeHe 3alMTbl, penetration testing) ABnsertca
nonynsapHou BO BCeEM Mupe ycayroi B 061actu nHbopmaumoHHoi 6eaonacHocTy. MpakT uyeckui
OMbIT NPeAOCTaBAEHUA JaHHOW YCAYTY NOKa3blBAET, YTO BOKPYT TECTOB HA MPOHUKHOBEHUE CIOXKMU-
nock 60bLIOE KOIMYECTBO MUPOB U HEOAHO3HAUYHbIX TPAKTOBOK. B pamKax foKnaja paccmaTtp u-
BAKOTCA OCHOBHbIE BOMPOCHI, CBA3aHHbIE C NPOBEAEHMEM TECTOB Ha NPOHUKHOBEHME C OpraHu3a-
LIMOHHOM, METOANYECKO I U TEXHWUYECKOW TOUKM 3peHus. MPUBOAATCA NPUMeEPbI peasibHbIX PaboT u
MX UCMIONb30BAHMUA B PaMKax CTpaTeruu passutua b komnaHuii.

0630p yassumocTei 6a3 gaHHbIX Ha npumepe Oracle, IBM DB2.

KOpuii FypKkuH, 2eHepansHell dupekmop, GLEG.

XapakTtepHble TUNbI yasBumocTel 6a3 faHHbIX: YA3BMMOCTM B CETEBbIX CEPBMCaX, MO3BONAIOLLME
NOJIY4UTb KOHTPO/Ib HAZ, CUCTEMOM UK 6A301 AaHHbIX, UK BbI3BATb OTKA3 B 06CAYKMBAHUM, yA3-
BMMOCTM B npoLeaypax PL/SQL, no3sonsioLwme Noayumts npusmnerun SYS. PaccmaTpusatotca me-
TOAbl 3KCNNyaTaLMM SaHHbIX TUNOB YA3BMMOCTEW, B YacTHOCTU SQL Injections ¢ ucnonb3oBaHvem
Java. O630p COCTOAHMA 3aLWMLLEHHOCTU NOCAEAHUX BEPCUIA a3 AaHHbIX C NPUMEpPaMM HOBbIX YA3-
sBumocreit (0-day) 8 IBM DB2, Oracle.

ATaKku Ha KaneHToB. TexHonorusa JIT-SPRAY. HanucaHue yHuBepcanbHOro
wennkopga.

Anekceli CuHyos, ayoumop Ub, Digital Security.

C yyeToMm nocneaHux TEXHWUK 3aLuTbl, Takmx Kak DEP, ASLR 1 3awmTa oT HeapSpray B 6pay3epe IE
8, aTaku Ha KNIMEHTOB C UCMO/Ib30BaHUEM MOMYIAPHBIX YA3SBUMOCTEW CTaNn 3aTPyAHEHbI, @ B HEKO-
TOPbIX CNY4aAX HEBO3MOKHbI. CyLLecTByeT HOBbIN meToa Jit Spray, npeanoxeHHbli Ha BlackHat
DC 2010, KoTopbiii no3sonseT 0601TH 3awmTy ASLR 1 DEP npu aTake Ha 6paysep KaveHTa. OgHaKo
ny6anyHoro paboyero sKcnaoUTa A0 CUX NOP NPEA/IONKEHO He 6bl10. B foKnase ocoboe BHUMaHKUe
yAeneHo ocobeHHOCTAM pa3paboTKM YHMBEPCANbHOrO WeNKoAa 418 peanus3aummn JaHHOro MeTo-
Aa.

10.00-18:30 ' CopeBHoBaHua PycKpunto CTF 2010
lMepeasa ayoumopus (busHec-ueHmp)

B 3TOM roZly Bnepsble B pamKax exXerogHoi koHbepeHumn PycKpunTto coctontcs copeBHOBaHMe no
npasunam CTF (Capture the Flag). B copeBHOBaHWUM NPUMYT yyacTme CTyAeHUYECKME KOMaHAb! U3
pasnunyHbix BY3'oB, KoTopble ByayT npoboBaTh CBOM CU/IbI B @aHaM3e YA3SBUMOCTEN ceTei.

B uncne oCHOBHbIX 3a4ay, NOCTAaBAEHHbIX NEPES, yH4aCTHUKamMu, byayT 06HapyKeHMe U ycTpaHeHue
YA3BMMOCTEW B NPEA/IONKEHHDIX CETAX, @ TAKKE UCMONb30BAHNE UAEHTUYHbIX YA3BUMOCTEN B CETAX
NPOTMBHMKOB A/1 3aXBaTa CeKpeTHOW MHbopmaLumm. NMpu 3TOM OpraHM3aTopbl COPEBHOBAHUA B pe-
aNbHOM BpeMeHU byayT BHOCUTb U3MeHeHUs, 06aB/AA HOBble YA3BMMOCTHU.

YuactHuku PycKpunto CTF 2010: XakepZom (YTY um. A.M.lopbkoro, EkaTtepunbypr), CIT (WTMO,
CaHkT-lNeTepbypr), SiBears (TOMCKUiI1 rocyaapcTBeHHbl yHuBepcutet, Tomck), Bushwhackers (MTY,
Mocksa), [Censored] (PTY um W. KaHTa, KannmHuurpag), Huge Ego Team (MU®U, Mocksa).
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MamATKa y4aCTHMKaM KOHbepeHL MM

MaHcnoHaTt «ConHevHasa nonsHa»

B CTOMMOCTb NPOKMBAHUA BXOAMUT:

* MPOMKMBaHUE B NaHCUOHATE;

* nepsas MeaMUMHCKan MOMOLLb;

® NMapKOBKa Ha OXPaHAEMOI TEPPUTOPUM.

B cToMmMoCTb OpPraHU3aLMOHHOr0 B3HOCA YYaCTHUKA BXOAMUT:

e yyacTue B KOHdepeHunu ¢ 1 no 4 anpens;

* MaTepuanbl KOHepeHUUH;

® MWTaHWe No Nporpamme;

® GaHKeT;

e TpaHcdepT B AeHb 3ae343a/Bble3aa.

O6wWwue npaBuna ANA YHaCTHUKOB:

v’ TIponycK Ha Bce MepPOMpUATUA KOHGEPEHL MM OCYLLECTBAAETCA TOIbKO MO NPeAbas/e-
HUO 631 AxKa y4aCTHUKA KOHpEepeHLUuK,

v’ TuTaHMe cornacHo Nporpamme KOHGEPEHL MU - MPU NPeLbABAEHUU COOTBETCTBYIOLLEN
KapTOYKM Ha NUTaHue.

BaliAXKM M KapPTOYKM HA NUTAHUE BbIAAIOTCA HA PErmcTpaLMm yHaCTHUKOB NPW 3aceneHnn B
naHcUMoHaT 1 anpensa uamn B AeHb OTKPbITUA KoHbepeHumn 2 anpens B 9.30 B Xxon/1e rn1aBHoO-
ro Kopnyca naHcMoHata «ConHeuHan nonaHa». Mpwu oTcyTcTBUM 63AKa y4acTHUKA UK
KapTOYKM Ha NUTaHWE NPEeTeH3MUM He MPUHMMAIOTCA.

MuTanue (3aBTpaku, 06eapl, yK1H) 6yayT NPOXOAUTL B pecTopaHe [NaBHOro Kopnyca naH-
CMOHaTa COrIacHO NporpaMmme KoHbepeHLUu.

[ononHuTenbHble YyCAYrK NaHCMOHATA (Mo NpeABapuUTeIbHOMY 3aKasy Yepes AGMUHU-
CTPaLMIO MAHCMOHATA)

e BacceiiH (pacnonoxeH B [ocTeBOM Kopnyce);

e CayHbl (TpW cayHbl BMECTUMOCTbLIO OT 4 A0 6 YenoBek);

e Typeukas b6aHs;

e Maccax;

e bunbapna;

e MpokaT nowagei xobbu-knacca;

e [1poKaT CNOPTMBHOIO UHBEHTAPA;

® NHTepaKTMBHbIM NasepHbIi TUP U Apyrue yCayru.

PacueTHbIii yac
3ae3n — 1 anpena 2010 roga 8 18-00, Bble3g, - 4 anpena 8 12-00.

OpraHU30BaHHbIM Bble3, U3 NAHCUOHATa
YYacTHUKOB KOHdepeHLUM byaeT oxKmaaTb aBTobyc 4 anpena B 11.45 Ha NapKoBKe psLoM
C Bble310M C TeppUTOpPUM NaHCUMOHaTa «CoNHeYHan NoNAHa».

Appec naHcumoHata «ConHeyHasa noasAHa»:
MocKoBckan obnactb, OAMHL0BCKMIA p-H, I. 3BEHUTOpOA, Aep. Bonkoso.
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pTa 06BEKTOB KOHbEPEHLLUN
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< = COnApwM | Maccax
- pyccaui Sunapa | awep. nyn
-~ HOCTOMMMH TONNNC

~ MIPONLIS ABTOMATI

Beceaka c KamuHoOMm:
1 anpens, yetsepr
19.00 — BeuepuHKa Ha CBeXKem BO3ayXe.

[naBHbI KOpNyC NaHCMOHATa:
2 anpens, NATHULA

10.00 - 13.00 — lenoBasa nporpamma KoHbepeHuuu.
19.00 — baHkKeT B pecTopaHe Kopnyca.

PerucTpauma yyacTHMKoB byaeT npoxoauTs B polie [NaBHOro Kopnyca.

MuTaHMe cornacHo nporpamme KoHdepeHuuu ByaeT NpPoxoauTb B PecTo-
paHe [naBHoro Kopnyca.

BusHec ueHTp:
2 anpens (c 14.00) u 3 anpensa — [enosasa nporpamma KoHdepeHunu.
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