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Ataka B nob6.... WEB

* B 90% oteuvectBeHHbIX [1IBO ecTb/Oblnu XSS
 SQLi - 10O e bbiBatoT

AV AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAV,

...9TO 1 TaK Bce 3HawT ([Npasga?)
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Security
ATtakKa B nob6.... WEB

* B 90% oteuvectBeHHbIX [1IBO ecTb/Oblnu XSS
 SQLi - 10O e bbiBatoT

[me nexat aeHbrn?

AV AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAV,

...9TO 1 TaK Bce 3HawT ([Npasga?)

* Owwnbkn aBTOPU3aALNU
(MecTamu nx 1 BoBCce He ObiBaeT)
« PackpblTve gaHHbIX
* Ownbkn APXUTEKTYPbI
* W mHoroe gpyroe........

He cnuwkom nu MHOro Ans Takoro
KPUTUYHOro npoaykra?
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AB0 ansa dwma. nuu (pre-auth):

[me nexat aeHbrn?

> GET /online/usersPANList.jsp?uname=0AOKIlient3 HTTP/1.1
> ...

> ...

<200 OKHTTP/1.1

<

< PAN[0]=4234567890123456

< PAN[1]=4234567890123457
<....

[Mony4yaem kapTbl 6€3 ayTeHTUdMKauuu. ..

B
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A0 ans wop. nuy (post-auth):

[Oe nexat aeHbrn?

GET /online/userinfo.jsp?uid=1478 HTTP/1.1
« 370 ObINO ¢ CitiBank HegaBHoO....

GET /online/main_template.jsp?uid=1478 HTTP/1.1

* [Hoctyn k HY>KUM wabnoHam cTpaHul
+ C BoamoxHocTbto UISMEHEHUA

« C yasBuMocCTbiO TMNa stored XSS ...
= WHPpurumpoBaHme Bcex npodenen

EPIC FAIL
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[me nexat aeHbrn?

baru-6aramu, a AeHbru-T1o rae?

[ns npumepa ¢ pua. nuuamm :

« CSRF anga nonyyeHna gaHHbIX BUPTYanbHbIX KapT CVV2 ...
 HolderName = Virtual Card

« EXP.Date = + 1 mecsy,
// Ecnn He BupyTarnka, To Bce kpome CVV2
Profit!

[na npumepa ¢ p nuuamu:
- QUI cTtaBut knneHT Ha ceoem [1K!
- barn Ha cepBepe HE moryT BnnaTb Ha KoY KIMeHTa.
- leHbrn He yKkpacTb?

P.S.

* Mbl roBOPUM O KITMEHTE KOTOPLIN 3aLUMLLEH U HE 3aTPOSIHEH.
* Wcnonb3yem Tonbko ablpbl Ha AB0O.
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XSS
€ 78

-> 000 “WikiLeaks”
-> 3.000 RUR

[me nexat aeHbrn?

-
-
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I
Troll-in-the-Browser
b, e <

-> 000 “WikiLeaks”
-> 3.000 RUR

[me nexat aeHbrn?
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XSS vs. Token

ﬁ Bender-in-the-Browser :
f 1 S22
e

- 000 “WikiLeaks”
- 3.000 RUR

JANIA

<-1000 “RogaKopyta”
<-13.000 RUR
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XSS vs. Token

ﬁ Bender-in-the-Browser :
f 1 S22
e

- 000 “WikiLeaks”
- 3.000 RUR

AN

NognucaTtb

—
-

N\

<-1000 “RogaKopyta”
<-13.000 RUR
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ﬁ Bender-in-the-Browser :
f 1 S22
e

<t O00 “WikiLeaks”
- 3.000 RUR

[me nexat aeHbrn?

NognucaTtb

N\

—
-

-> 000 “RogaKopyta”
-> 3.000 RUR
-> Sign
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[me nexat aeHbrn?

XSS vs. Token

Bender-in-the-Browser

b,

e

OTnpaBuTb

<

- 000 “WikiLeaks”«”

- 3.000 RUR

- Ctaryc: nognmcaHo

—
-

-> 000 “RogaKopyta”--- |>
-> 3.000 RUR —- | >
-> Sign —- |>
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.

e

[me nexat aeHbrn?

Yo,
- OO0 “WikiLeaks” 4 OO0 “RogaKopyta”
< 3.000 RUR <4 3.000 RUR
<- Cratyc: BeinonHeHo <4- Craryc: BbinomnHeHo
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PeweHue 2: TOKeH ¢ aucnaeem

ﬁ Troll-in-the-Browser
";.-1{:3?":;;_. ".1-'5;'1'73':"?"' ;

<t O00 “WikiLeaks”
- 3.000 RUR

[me nexat aeHbrn?

OTmeHa!

Nl S

-> 000 “RogaKopyta”
-> 3.000 RUR
-> Sign

N\
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[Oe nexat aeHbrn?

SuperBankInfo:
[NepeBoga:
3.000 py6

Ha cyer:
400810000010010
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ATaKa C y4YeTOM apXUTEKTYpbl

[me nexat aeHbrn?

Obxoa nposepkn U
He cnacyT TokeHbl
He cnacyT TokeHbl ¢ gucnneem

YBegomneHusa - noctgaktym (DoS via SMS)
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ATakKa

Browser QEWEB - SOFT - RDBMS >

[me nexat aeHbrn?

RDBMS
\\[leHbrn TyT
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OTtcbinKka 6es3 dUM...

[me nexat aeHbrn?

Browser eEWEB > SOFT = RDBMS e RDBMS

\\[JeHbru TyT
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[me nexat aeHbrn?

~

: Komy

CKOnbKO
/

TpuHssMo

™

Komy )
CKONbKO

Id
Status:0

Browser eiWEB > SOFT = RDBMS e RDBMS
! ' \\[JeHbru TyT
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SQLi npotus ABC

[me nexat aeHbrn?

~

Id; update ...

|
:
—>
‘; update ... set status =1 !
| AN
|
|

Komy )
CKONbKO

Id
Status:1

Browser eiWEB > SOFT = RDBMS e RDBMS
! ' \\[JeHbru TyT
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Tponnum ABC

[me nexat aeHbrn?

INSERT INTO ABS.docz ...
FROM DBO.docz

/ WHERE status=1

Komy

CKoNnbKO

Id
Status:1

Komy N
CKonbKo
Id ABS

Browser eiWEB > SOFT = RDBMS e RDBMS

' \\[JeHbru TyT
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[me nexat aeHbrn?

5 ' : ﬂ :
JlocmaeJsieHO ! !
i Komy \i N
. CKONbKO . Komy
! —I g ! CKOnbKO
i Status:2 i la ABS
Browser eiWEB > SOFT > RDBMS e RDBMS

! ' \\[JeHbru TyT
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/

Bawe xenaHue

UcriosiHeHo!

Komy

CKoNnbKO

|d

N

Status:3 \

N

[Oe nexat aeHbrn?

l )

CKONbKO
Ild ABS

/

Browser eiWEB > SOFT = RDBMS e RDBMS
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JNlornka pabotbi ¢ Token’om

* [lognuck «Ha nety»
* [Nlognuck ¢ coxpaHeHHbIM PIN'om
 BBog PIN’a cpeactBamun JavaScript

<object ... id=token’>

<script>
token.silent._ mode=true;
var sign = token.Sing(data); //PIN ns namatu...

</script>

= MoXxHo BbINonNHUTL noagnucb Ha APYITOM caunte un oTnpaBuTb
nnaTexky, Hanpumep, ucnonb3ysa CSRF

P.S. Monuy yx npo XSS...
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[me nexat aeHbrn?

KnueHtckoe lNO

ActiveX

- SafeForScripting
- SafeForlnit
- HNomeH

o

| @ EVIL PAGE | | ﬁ - = [ m= - Crpanaua v besonacHocte »  Cepewc « I@v
@ Y1obel noMode cBecnedernie BesonacHocti, Internet Explorer orpanuynn oToBpaxeHWe HEKOTOPOrc COAEpHXMMOra 3Toro eeB-yana. X
L enkHuTE 3
33bNoKMPOBAHHOE BKTWEHOE COBEPUMOE J Pazpelnte 3aBNoKNpOBaHHOE COAEPHUMOE. ., —
L
JALMLLEHHBIA PEXUM B A3HHBIA MOMEHT OTEAHIYEH » DakTopel pycka

Cnpaeka naHeny MHGopMaumn
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[me nexat aeHbrn?

KnueHtckoe lNO

ActiveX

- SafeForScripting
- SafeForlnit
- JomeH > bankZ.ru <> bankckient.bankZ.ru

o

| @ EVIL PAGE | | ﬁ - = [ m= - Crpanaua v besonacHocte »  Cepewc « I@v
@ Y1obel noMode cBecnedernie BesonacHocti, Internet Explorer orpanuynn oToBpaxeHWe HEKOTOPOrc COAEpHXMMOra 3Toro eeB-yana. X
L enkHuTE 3
33bNoKMPOBAHHOE BKTWEHOE COBEPUMOE J Pazpelnte 3aBNoKNpOBaHHOE COAEPHUMOE. ., —
L
JALMLLEHHBIA PEXUM B A3HHBIA MOMEHT OTEAHIYEH » DakTopel pycka

Cnpaeka naHeny MHGopMaumn
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[me nexat aeHbrn?

Ho Ha ogHOM U3 JOMEHOB OOHOBJIEHUSA HeT...
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New ODAY

[me nexat aeHbrn?

OWnNOKM NOrMKMu...
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New 0/1DAY,

[me nexat aeHbrn?

MHe HeYyero ckasaThb...

p.S He Tonbko ActiveX
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«  Owwnbkun B KOOE

*  OwWnbKN B apxXnTekType

*  Owmnbkn npmn BHEOPEHUU

« OTcyTCcTBME NPUMEHEHUS cyllecTByoWMX mep 3awmTel (01 DEP go HTTPOnly)
« OrTcyTtctBUME nNpouenyp nposepkn Nb

* OrtcyTtctBue npouenypbl pacnpoctpaHeHnss KPUTHNHDLIX natyen!

* Bbankn HE nHdopmupytotcs o Hanmumax npobnem ¢ Vb B NMO!

[Oe nexat aeHbrn?

Knaccuueckue owmnbku B Koge + cnabas apxutekTypa + orcytcTBue 3awmt = B0

[ 3ato ceptudmumpoBaHHble CK3U ecTb!
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Mepbl cmardyeHua: CYb/

[me nexat aeHbrn?

« Ponu npnnoxeHnu * LlndposaHne naponen
« Ponu onepartopos » XpaHeHune OUI

« Ponun agMuHUCTpaTopoB « XpaHumble npouenypsl
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[me nexat aeHbrn?

Mepbl cmaryeHmna: WEB

- HttpOnly
- Secure

- YHUKanbHbIN TOKEH 3anpoca
- SSL
- Frame Busting

XSS no3BonsaeT NOAMEHATb AaHHble N KOO Ha CTpaHuue
nnaTteXxHom cmcrembol!

CSRF no3sBonsieT BbINONHATbL O4EeUCTBUA OT UMEHM
nonb3oBaTensa B Cucreme!

https://www.owasp.org/index.php/ https://www.owasp.org/index.php/Cross-  https://www.owasp.org/index.php/Clickjacking
OWASP Code Review Guide Ta Site Request Forgery (CSRF) Prevent
ble of Contents ion Cheat Sheet
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Mepbl cmaryeHduma: NO

ASLR

- DEP

- /GS

SEHOP
AHanu3 koga
AHann3 rnornkn
Da3z3unHr

https://www.securecoding.cert.org/confluence/display/s
eccode/CERT+C+Secure+Coding+Standard

https://www.securecoding.cert.org/confluence/pages/vi http://www.microsoft.com/security/sdl/default.aspx
ewpage.action?paqgeld=637
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[me nexat aeHbrn?

Security
Standards Council

PekomeHAayto... J

___ - ! g
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3aKn4YeHue

« bonbwas vyactb B0 - cooepxut yassnumocTu. (Mo pesynstatam MNeH-TECTOB,
B 100% cuctemax Obinin XSS yAa3BMMOCTH)
* Y10 6B 0O0NTK 3awmTy Token’a - gpoctatodHo XSS nnn CSRF
« bBornblyto yacte owmbok MmoryT noakcnnyarnposatb HE cneunanuctel (CitiBank)
* [lpun HenpaBunbHon apxutektype - AU n BoBce ‘PUKTUBHAA’ 3awmTta
« Yassumoe 1O BblaaeTca He ToNbKO baHKy, HO 1 ero KrmeHTam.
« Benpopbl HE nHdopmupytot baHku o Hanmumax npobnem ¢ Vb B NO!

« Cuctembl paspabartbiBanacb 6e3 yyeta BO3MOXHbIX Yrpo3

* [Npobrnembl b BHYTpM baHka (punsTpaums, cermeHTauuns, naty-MeHePKMEHT)
«  Owwnbkn npmn BHEOQPEHUN

-> leHbrn nexar B ...
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3aKn4YeHue

« bonbwas vyactb B0 - cooepxut yassnumocTu. (Mo pesynstatam MNeH-TECTOB,
B 100% cuctemax Obinin XSS yAa3BMMOCTH)
* Y10 6B 0O0NTK 3awmTy Token’a - gpoctatodHo XSS nnn CSRF
« bBornblyto yacte owmbok MmoryT noakcnnyarnposatb HE cneunanuctel (CitiBank)
* [lpun HenpaBunbHon apxutektype - AU n BoBce ‘PUKTUBHAA’ 3awmTta
« Yassumoe 1O BblaaeTca He ToNbKO baHKy, HO 1 ero KrmeHTam.
« Benpopbl HE nHdopmupytot baHku o Hanmumax npobnem ¢ Vb B NO!

« Cuctembl paspabartbiBanacb 6e3 yyeta BO3MOXHbIX Yrpo3

* [Npobnembl b BHYTpM baHka (cbmanpauvm cerMeHTaums, naty-MmeHemI>KMEHT)
«  Owwnbkn npmn BHEOQPEHUN e N

-> leHbrn nexar B ...
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[me nexat aeHbrn?
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www.twitter.com/ chipik

d.chastuhin@dsec.ru
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