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BBeaeHue

B Hosabpe 2013r. ot pykosoactea PCh NoCcTynma0 yKa3aHWe 0 NnepecmoTpe NOHATUA

CK3U B npouecce 1x pa3paboTkM 1 NPOBeAEHUA TEMATUYECKUX UCCAen0BaHUIA. B aaHHOM
AOKYMEHTe CyLLecTByoLWan NpakTuKa paboTbl ¢ CK3M onpeaenanacb KAtoYeBbIMU CIOBAMM:

— Kpuntoaapo,
— BCTpauBaHwue,
— KOHEYHbI NPOAYKT.

Hosoe npeacrasnenne o CK3U, onpegenaemoe ykasaHuem,
—  (PYHKUMOHANbHO 3aKOHYEHHOE KPUNTOCPEACTBO.

MoHATHE PYHKUMOHANBHOM 3aKOHYEHHOCTU B UT, CTPOALLMXCA MO NPUHUMNY

BBaMMOAEVICTBMﬂ OTKPbITbIX CUCTEM, OCHOBbIBAETCA Ha Caedyrouwmnx npeanosoxXeHnax:

Cuctema pasbusaetca Ha GyHKUMOHANbHbIE 6N10KM

dPyHKUMOHaNbHbIX 610K onpeaenaeTca NHTepdencom

NHTepdelic cTaHaapTU3INpyeTca n ABNAETCA MHBapMaHTOM 6/10Ka
®yHKLMOHaNbHAA cocTaBaAWaA 610Ka NoAAepKMBAET COrNaLLEHNA NHTepdENCa,
[0NYyCTUMO pacwmnpeHne GyHKLMIA 610Ka NPU BbINOAHEHMM TpeboBaHUI 0bpaTHOM
bYHKLMOHaNbHOM COBMECTUMOCTY.

MoryT 6bITb ONpeaeneHbl cneayowme NoAxXoabl K MOHATUIO GYHKUNMOHANBHO

3aKOHYeHHOro KpunrtocpeAacrea:

— Toaxopa BOC;

— TMopaxopa aencteytowmx TpeboBaHmin K CK3U;

— [loaxon HopmaTUBHOM 6a3bl cepTuduKaumnm CK3U;

— K3 2005

— CywecTBylowan npakTnKka noctpoeHnsa CK3U

M3 paccmaTpmBaembix NoAxoA0B ToAbKo noaxoa BOC cBA3aH ¢ pYHKLUMOHANbHOM

3aKOHYEHHOCTbIO KPUNTOCPEACTB, B CBA3M C YEM 3343a4a ONPeAENEeHNA NOHATUA
dYHKUMOHANbHOW 3aKOHYEHHOCTU KPUNTOCPEACTBA aKTyalbHa M PacCMaTPMBaEeTCs B AaHHOM
KOHUEeNuuu.

[o HepaBHero BpemeHun mecto Kpuntorpadum B UT onpeaensanoch

Kpuntorpapuyeckumm ycnyramm

— wudpoBaHUAa,
—  KOAbl ayTeHTUPUKaLumm,
—  OYHKUMM X3WMPOBAHMS,
—  3/IeKTPOHHaA NoANUChb.
B nocnepnHee Bpemsa B Kpuntorpapuyeckor nogcucteme UT Bce 6onbliee mecto

3aHUMAKOT NOHATUA

—  MAeHTUOUKauMM/ayTeHTUdUKaLMK,



— aBTOpu3auumun.

370, B CBOIO 04epeab, NPUBOAUT K NPUHLUMNMANBHOMY NEPeCMOTPY B3aMMOAENCTBUA
Kpuntorpadpuyeckomn noacmMcTeMbl U CUCTEMbI pasrpaHnyenuns gocryna (CPA) wraTHOM
onepaunmoHHOM cucTeMbl, HanoxeHHou CPA. Ecam paHblie KpunTorpaduyeckume ycayru
npeactasaance CP ana peweHns 3agay pasrpaHUYyeHnsa AocTyna, To Tenepb Kpuntorpadus,
obecneunBas MAeHTUOUKaALMIO/ayTEHTUDUKALMIO M aBTOPM3ALMIO, ONpeaenseT ydacTme
no/sib3oBaTens B noacucreme, nepegaet CPA naeHtudukaTopbl/ayTeHTUPUKALMOHHDIE
3N1eMeHTbl N0/1b30BaTeNsA, KOTOPble, B CBOKO o4Yepeab, 06becneynBatoT BbINOAHEHNE
KpunTorpaduyeckmnx ycayr oT MMeHu Noab30oBaTens.

[aHHOe OTHOLWEeHMe K KpunTorpaduryecknm cpeacteam 0cobeHHo 6bl10 NoAYEPKHYTO
npuHAaTMem ®3 «06 3neKTPOHHOM NOANUCU Y.

1. Mecrto Kkpuntorpadpuu B UT

KntoueBbiMM NOHATUAMM, ONpeaenatowmMmm mecto kpuntorpadum 8 UT asnatoTca:
— nonb3osaTenb UT,
— KpunTtorpaduyeckas nogcmuctema UT,
— WUT, obecneuymBatoLLan BbINOJHEHME 3aNPOCOB HA 3aWMLLEHHbIE YCNYTM NONb30BaTENA.

OCHOBHble 31eMEHTbI U QYHKLUM AaHHbIX KOMMNOHEHTOB.
MNonb3osatensb UT:

— Onpegenset TpeboBaHMA NO 3aLLMLLEHHBIM ycayram K UT;

— [poBoguT Nnpouenypy UAEHTUPUKALNM U ayTEHTUDUKALUW;

— MpepactasnaeT UT Kntoun v cepTudmKaThbl;

— Wcnonb3yeT B onepaumnax nHTepdenc nonb3osaTena K cucteme UT.

NHbOpMaLMOHHbIE TEXHONOTUN:
— ApantupyeT nHbopmaumio naeHTMdMKaunn/ayTeHTUGUKaUMKM 1 co3gaeT 0ObEKT KTOKEH
[0CTyna»;
— 3anyckaeT npoLueccbl OT MUMEHWU NONb30BaTeNA UAN NepcoHanusnpyeT npoueccol UT oT
MMeHM NONb30BaATENA HA OCHOBE TOKEHA A0CTYNa;
— CospaeTt KpunTorpadpuyeckme 3anpocbl OT UMEHW NOb30BaTeNA K Kpuntorpadumyeckom
noacucteme;

Kpuntorpaduueckana nogcucrema:
—  Wcnonb3yetca ana dyHKUMM naeHTMdMKaumm/ayTeHTMGMKaLuMmM noib3osaTens u
obecneymBaeT KpUNTorpadpmyeckyro BaAMAHOCTb TOKEHA A0CTYNa;
— ObecneymBaeT BbINOJHEHNE KPpUNTOrpadUUYeCcKMX 3aNpoCcoB OT UMEHW NOb30BaTeNA Ha
OCHOBE NPUHUMMNOB pasrpaHMyYeHma A0CTyna, BKAOYAOLWMX
o  ®PyHKUMOHMPOBAHME KpMNTOrpaduryeckomn NoacUCTeMbl B COCTaBe npoLecca
nosab3oBaTens;
o  ®PyHKUMOHMPOBAHME KpMNTOrpaduUecKom NoaACUCTEMbI B COCTaBe CepBMCa
NOTOKOM, UMNEPCOHANN3NPOBAHHBIM OT UMEHW MO/Ib30BATENSA;
o BblnonHeHune kpunTorpadmuyecKmMx 3anpocoB OT UMEHWU NO/b30BaTeNA,
KOHTPOAMPYEMbIX TOKEHOM A,0CTyNa
KomnoHeHTa KpunTtorpadmyeckor noAcMcTeMbI, NPeACTaBAAEMAsA HA TeMATUYECKUue
nccneposaHma (TH):



OnpepenaeTca cornaweHnem CTOPOH O AOCTAaTOYHOCTM COCTaBa KOMMOHEHTbI C TOYKM
3peHUA BbINONHEHUA KpunTorpadpumyecknx TpebosaHum.

®PyHKUMOHANbHAA 3aKOHYEHHOCTb KPUNTOCPEACTBA:
Onpepaensetca cuctemon MHTepdencoB KOMMNOHEHTa Kpuntorpadmnyeckon NoacncTemsl.

Takum obpasom, B cucteme B3ammogencrtena UT n kpuntorpadpuyeckom noacmcrTemMol
[O/IKHbI BbIMONHATLCA TPebHOBaHNA NO AOKA3yeMOCTH BbINONHEHWNA KPUNTOrpaduyecKknx
3anpocoB OT MMeHM NONb30BATENA 33 CYET Nepesayn TOKEHOB A0CTyNa Yepes cpeny CPA UT u
yepes cMCTeMy NPoLEeccoB, 3anyLLEHHbIX OT UMEeHWU Nob30oBaTens, IMbo NOTOKOB,
MMMNEePCOHANN3NPOBAHHbIX OT UMEHM NO/Ib30BaATENA.

2. Tunusanus UT no cnoco6y ayTeHTUPUKALMU HHPOPMALMOHHBIX
NOTOKOB

2.1 CepBepHble NPUNOKEHMUA.

MoHonosbHOE UCNoNb30BaHMe CPeacTBa Ana 06paboTKM NOTOKA OT UMEHU

aaMUHUCTpaTopa.

MoHonosbHOE UCNoNb30BaHMe cpeacTBa Ana 06paboTKM MMNEepPCoOHANN3NPOBAHHbIX

OaHHbIX.

e BbinonHAKT Kpuntorpadumyeckne 3anpocbl Hag NOTOKAMM AaHHbIX OT UMEHM
aaAMUHUCTPaATOpa cepsepa C UCNOJIb30BaHNEM NOTOKOB, UMMNEPCOHANIN3UPOBAHHbIX
Nno/Jib30BaTeNAMM.

e XapaKTepusyloTca LUMPOKMM CNEKTPOM NpeacTaBieHnsa AaHHbIX B NOTOKe OT
06paboTkM HedOPMATUPOBAHHBIX AAHHBIX A0 0O6PabOTKM NPOTOKO/bHbIX AAHHbIX.

e XapaKTepuayeTca OTCYTCTBMEM OKOHHbIX MPUNOKEHUN.

e BO3MOHO ynpaB/ieHWe Yepes yaaneHHbI TepmMuHan.

2.2 MHoronosb3oBaTeibCkue npunoxenua, APM nonb3osatens.
e BbiNnOnHAIOTCA 3aNpoCkl Ha KpunTorpaduyeckme ycayrm ot UMeHu Nnonb3oBaTens
yepes CPA UT.
e XapaKTepusyeTca OKOHHbIMU NPUIONKEHUAMMU.

2.3 MobubHble cUcTeMmbl.
OAHONONb30BATE/IbCKME CUCTEMbI, SKCNNYAaTUPYEMbIE BHE KOHTPOIMPYEMOM 30HbI.
XapaKTepunsyrTca BbICOKMM YPOBHEM MHTErpauum Kpuntorpapuyeckom nogcnctemol B
NPUKNaaHble 3a4a4m.
XapaKTepun3yoTCA OKOHHbIMWU NPUNOXKEHUAMMU.
OcobeHHOCTU MOBUNBbHBIX CUCTEM:
e Llinpokoe pacnpoctpaHeHne APPStory u cnctem KOHTpona pacnpegeneHms
AncTpmubyTnBa Ha ocHoBe Kpuntorpadum RSA.
e AHTMBMPYCHasA 3alinTa NPUNOKEHUA UMEET OrpaHMUYEeHHOe 3HaYyeHue, B
YyacTHocTH, i0S, cBA3aHHOE C N30aALMEN NPUIOKEHUA B Cpeae UCMONHEHMA NPU
YCNOBMWN HEB3/TOMAHHOCTU CUCTEMDI.



3. 3anpocsl UT k KpunTorpadpu4yeckKoi nNoACUCTEME U 3aPOCHI
Kpunrorpadudeckoi nogcucremol K UT

CK3h B WHOOPMALMOHHBLIX TEXHO/MOMMAX OO/KHbI  NOAAEPXHKMBATL  MPUHLMNbI
NOCTPOEeHUA NHPOPMALMOHHbBIX TEXHONOTUN:

® MHOronnaTGopPMeHHOCTb U B3aMMOAENCTBNE OTKPbLITbIX CUCTEM;
®  MOAYNbHbIA NPUHLMUN NOCTPOEHUS CUCTEM.
Kpome Toro, UT xapakTepmnsytoTca:

® MHOMECTBEHHOCTbIO M AMHAMUYHOCTbIO Pa3BUTUA annapaTHoM NaaTopmsl,
® MHOMECTBEHHOCTbIO M ANHAMUYHOCTbIO pa3BuTua OC,

®  MHOMECTBEHHOCTbIO Y ANHAMUYHOCTbIO Pa3BMTUA NPUKAAAHbIX 33434,

e BMPTya/M3auMen Ha PasNIMYHbIX YPOBHSX,

MHOr0334,3a4HOCTbO, MHOTOMOTOYHOCTbIO.

Kpuntorpadumueckana nogcmuctema onpeaenaet 3anpocbl K UT:
e pnoBepue/HeaoBepue K annapaTtHoi naatdopme;
e poBepue/HeaoBepue K CUCTEMHOMY U NpuKknagHomy MMO;
® BbICOKaA  cTeneHb  TpeboBaHWUM K  3awute  cpeabl BbIMOJIHEHUA

KpunTorpaduyecknx 3anpocoB OT Hapywuteneh B mogensax H1 — H3, H5 B
YC/IOBUAX MNOAKNOYMEHNA K 06, [0CTYNHbIM CETAM;

4, q)YHK].lI/IOHaJIbHaH 3dKOHYE€HHOCTb KPHUIITOCpEACTBA
NHTepdeicbl KpuntocpeacTsa (KOMNOHEHTbI KPMNTOCPEACTBA) PA3AeNAoTCA Ha ABa Kaacca:

® WTATHbIA WHTepdEenC KpUNTOoCpeacTBa NPeAcTaBNEeHUA KpunTorpadpuyeckmnx
ycnyr;

e uHTepdelc Kpuntocpeactsa K cuctemMHomy yposHo MUT (OC) K cayxkbam
pacnpeaeneHns namaTv, MNPOLECCOB, MOTOKOB M CUHXPOHM3AUMM, LITATHOM
cucteme CPA, cny:kb6am runtime (Bpemsa, CHETYMKM U Npoyee);

®OYHKLUMOHANbHYIO 3aKOHYEHHOCTb KPUMNTOCPEACTBA MOXKHO TaKXKe TPaKToBaTb KakK
obecrneyeHne A0OBepUA K annapaTHOM KOMMOHEHTE, CUCTEMHOMY W npukaagHomy MO, cpeae
NCMNOJIHEHUA KpMnTorpaduyeckmx 3anpocos.

KpunTorpaduryeckas 3aKOHYEHHOCTb KPMNTOCPEACTBA (KAtoYeBas cuctema).



Cny6a xpaHeHuUAa KaKueii;

csp
o n WraTHasa/
acnpepeneHue FS poueccb! HaNoXeHHan
namaTu Registr Motoku CcPA,
ocC gistry CuHXpOHM3aLUA
ocC
Cny»x6b1 OC

NHTepecHO OTMEeTUTb, YTO GYHKLMOHANbHAA 3aKOHYEHHOCTb KPUNTOCPEACTBA MO OTHOLWEHMUIO K
CUCTEMHOMY YPOBHIO XapaKTepHa AN KpMnTorpapuyeckon noAcuCcTEMbI YPOBHSA XpaHEHUA
Kntoyel (1 ypoBeHb)

1. APM B UHPOpMaLIMOHHBIX TEXHOJIOTHUSX

APM MNMonb3oBartena

Cnyxba xpaHeHusa Kaouen CSP
1 yposeHb
Kniouesble napbi aCMMMe’TpM'-IHOVI/ Kpunrorpa¢uqec|‘“e
CMMMETPUYHAA Kpuntorpadpumn
1/A Ha kntoun aNropuTmbol
ocC KpunTtorpaduyeckne npoToKobl
npeacTasnser 2 YPOBEHb
ynpasneHue -
PC/SC o3y .COM uHTepdeiicbl cnyx6 ynpasneHusa ceptudpukatamm, Kaouamm
FS
cPa
LSA
I/A MpuknagHbie 3agaumn
nonb3osartena I/A 3 ypOBeHb
Ha Kauu oc
I/ASC
WuTepdeiic nonb3oBatens
APDU
NMonb3oBaTtenb
SC
BHewWHwuii Cucrema ynpasneHusa knrovamum PKI, VPN 4 ypoBeHb
KNoueBoi

HOCcUTeIb

KpunTorpaduyeckan 3akoH4eHHOCTb (X.509 3aKOHYEHHOCTb) ONpeaenaeTcs 3aKpbITbIMM
Kntodamm Cnuctembl ynpasnieHmsa kntodamm PKI, B YaCTHOCTM Katodom KopHeBoro YL, u
cepTUdMKATaMM KIoYEN NOAb30BaATENA, B YACTHOCTU KOPHEBBLIM CEPTUGUKATOM NPU YCNOBUU
[0BEPEHHOr0 pacnpeseneHma u XpaHeHUA KOPHEBOTO cepTUdUKaTa.



2. YpoBHHU Kpunrtorpadudeckou nogcucremol UT

CnoXu1BLLAACA NPAKTUKA UCMOb30BAHUA KpUNTorpadmyeckmx noacmMcTtem no3BoAAET BblAEANTD
4 ypoBHA:

YpoBeHb XpaHEeHUA Katouen

YpoBeHb Kpuntorpadpmyecknx NpoToKoN0B

YpoBeHb 3awmueHHbIX yenyr UT nonb3osatens

YpoBeHb pacnpeaeneHua Ka4vemn

2.1 YpoBeHb xpaHeHus Katoyen (yposeHb 1)

[laHHbIN ypoBEHb ONpeaenseT XpaHEHUN OTKPbITbIX/3aKPbITbIX CUMMETPUUYHbIX KNHOYel
Nonb30BaTeNs, BbINOJHEHNE KpUNTOrpaPuueckmx GyHKUUIM CTaH4APTOB 3aLWNUTbI AAaHHbIX U
CONYTCTBYIOLWMX aNATOPUTMOB.

Kak npaBmno, yHKLUMOHaNbHbIN HabOp AaHHOrO YPOBHA ABASETCA A0CTAaTOMHbIM ANA
npoBeaeHNA onepaunii c KNryeBon NMHGopMaLUEN.

OnpeaenseTt cOBCTBEHHYIO CUCTEMY ayTEHTUDUKALMK/NOAEHTUDUKALMM Ha KNOUU
nonb3osaTens.

Ot CP/[, onepauMOHHOM CUCTEMbI HAaceayeT NPOLLECChl NONb30BaTeNA, Security
naeHTUPMKaTopPbl NOb30BaTENS.

MNpeactaBnaeT HU3KOYPOBHEBbIE KPUNTOrPaPUUECKME YCAYTN ANA BbINONHEHUA
KpMnTOorpaduyecknx NnpoToKO0B 1 CNYKO.

MpeacTtaBnaeTca MHTepdencamu:

CryptoAPI 1.0 (CSP)

PKCS#11

CNG

®PYHKUMOHANbHO onpeaenaeTca CTaHAapPTaMM KpUNTorpaduuecKom 3aLmTbl AAaHHbIX U
CONYTCTBYIOWMMU anroputmamu, onpegeneHHbiMn B AoKymeHTauum P 34.10, P 34.11, 12847-
89, RFC 4357, meTogMyeckummn pekomeHgaumnamm TK26 (conyTcTeytoLLMe anropuTtmel,
napameTpbl CTaHAAPTOB, PEXMMbI LWMPOBAHMUA).

NHTepdericHana YacTb onpegensetca B SDK, coOTBETCTBYOLLME MOAYAN BbINOAHAIOTCA B
CSP B dopme MHCTaNNATOpPa, onpeaenarLLero yctaHoBKy cuctemHbix dll, ninbo 8 popme
cepBUCa, BKAKOYatoLWeEro AaHHbI coBoKynHocTb dll.

2.2 YpoBeHb KpunTorpapuyecknx npoToKoaos (YypoBeHb 2)
OnpegaensaeT Kpuntorpadpuyeckme NPOTOKONbI U CNYXKObI:
TLS, IPSec, EFS, CMS,...
CA, TSP, OCSP, Cades,...
BbinonHAeTcA B npoueccax nosb3oBaTens, 1Mbo B MMNepCcoHaNN3NPOBaHHbIX HUTAX
nosb3oBaTens.
BbinonHAeT KpunTorpaduyeckmne 3anpocbl OT MMEHM NONb30BaTENA Ha OCHOBE TOKEHOB
Aoctyna.
XapaKkTepusyeTtca nHTepdercamu:
CryptoAPI 2.0, SSPI, .COM, NSS, EMV, u gp.
OnpeaenaeTtca AokymeHTamu TK 26: meTogmyeckne pekomeHaaumm, TeEXHUYeCKmne
cneundukaumm X.509, CMS, TLS, IKE v.1, ESP, AH.



2.3 YpoBeHb 3almieHHbIx yenyr UT nonb3oBatens (ypoBeHb 3)
OnpepnenseTt ypoBeHb NpeacTaB/ieHMA 3alMLLEHHbBIX MHOOPMALMOHHbIX YCyr

NnoNb30BaTeNto.

Onpeaenset cuctemy naeHTUPUKaLmm/ayTeHTUGUKaLMM nonb3osatens K UT.

OnpepgenseTt cnocobbl ynpaBaeHUA KAtOYaMM NoAb3oBaTena npun obpaweHnmn K UT.
BbInonHAET ycnyru 3awmi,eHHoM noYyTbl, 6pay3sepa, 3awmnTbl NOKANbHbIX PECYPCOB.
MpepcTasnaet nHTepdercbl N0Nb30BaTENA.

Ob6ecneunBaeT cBA3b Nosb3oBaTens ¢ CPL onepauyoHHOM CUCTEMDI.

Paspenset nuHtepdeiic K pyHKUMAM KpunTorpadmyeckom noacncTemMsl B 4actum

ynpaBAeHUs pecypcamm noacmucTemsl.

CTeKku nHTepdeiicos, NPOTOKON0B NOACUCTEMbI YPOBHS NPEACTABNAEHMA 3aLUMLLEHHbIX

ycnyr.
3awmweHHasa | Kpunr. Kpwunrt. Kpunrt. KommeHTapui
ycnyra noacucrema | nogcucrema | NoACUCTEMA YPOBHA

ypoBHAa 1 YPOBHA 2 3
MouTa CAPI 1.0 CAPI1 2.0 OUTLOOK
3awwnuweHHaa | CAPI 1.0 CAP1 2.0 LSA. LOGON. ... MpuKnagHoOM ypoBeHb
daiinosas
cucTema CAPI 1.0 - File System YposeHb Aapa OC
(EFS)
3awmwmTa IP CAPI 1.0 CAPI 2.0. IKE | UDP MpuKnagHoOM ypoBeHb
(IPSec) LSA. LOGON. ...

CAPI 1.0 ESP IP. ... YposeHb Agpa OC
3awmTa CAPI 1.0 CAPI 2.0. LSA. LOGON. ... MpnKnagHoOM ypoBeEHb
bpaysepa SSPI MpunoxeHunsa
(TLS) Windows

PKCS#11 NSS FireFox YpoBeHb Aapa

ThanderBird Mpnnorkenua Unix
dnekTpoHHaa | CAPI 1.0 B 3aBucumoctu ot
noanuce (Mcnonb3oBaHue B YypOBHA 3anpocos UT
(reHepauus) MOHOMOJbHbIX

cucrtemax)

Cades
dnekTpoHHaAa | CAPI 1.0 CAPI 2.0. LSA. LOGON. ...
noanuco TSP. OCSP
(npoBepKa)

2.4 YpoBeHb pacnpeaeneHus knoden (yposeHs 4)
ObecneynBaeT BbINONHEHWE 3aNPOCOB M0/1Ib30BATENA NO YNPABAEHWUIO KNtOYaMMU
KNHOYEBOM CUCTEMbI (CUMMETPUYHAA, aCUMMETPUYHAA Kpuntorpadus).

B cnyyae acummeTpuyHoM Kpuntorpadum peanusyercs cnyxbamm PKI:

o CA

o Uup

o TSP
o OCSP
o)

APM nonb3oBaTtens




3.
1.

BbIBO/bI

C TOYKM 3peHns Nosib3oBaTens GyHKLMOHAIbHO 3aKOHYEHHbIM KPUMNTOCPEACTBOM
ABNAETCA KPMNTOCPEACTBO YypPOBHA 3-4 UT, obecneumBatowmin NONHbLIA KOMMEKC
KpMnTorpapuuecknx ycayr.
C To4KM 3peHuna UT GyKHUMOHANbHO 3aKOHYEHHbIM KPUNTOCPEACTBOM MOXKET ObITb
onpeaeneHo KpUNToCpPeaACcTBO YPOBHA 1 MM YPOBHA 2, B 3aBUCMMOCTM OT CNEKTPa
3anpocoB, onpeaensieMmbix 4aHHON TEXHONOTMEN.
C TOYKM 3peHuna Kpuntorpadumyeckom nogcmctembl GyHKLMOHANBHO 3aKOHYEHHbIMU
KpMnTOoCpeacTBamm MoryT BbiTb onpeaeneHsbi:

Cny»ba xpaHeHus Katovein (yposeHb 1)

Cny»ba Kpuntorpadmnyecknx NPOoToKoNoB (ypoBeHb 2)

Cnyxb6a npeaocTaBneHMA 3aWMLEeHHbIX YCAYT N0/b30BaTento (yposeHb 3)

Cny»ba ynpasneHus Kawo4vamu (yposeHb 4)
Bce nepeumncneHHble cnyx6bl BKAtoUatoTca B UT yepes nHtepdelicobl, onpeaensemble
SDK.
MpaKTMKa MCNonb30BaHUA MHTepdencoB NOKasbIBAET, YTO KpMNTOorpadpuyeckm
6e3onacHbIX MHTepPdENCOB He CyLLecTByeT.
Bce KpunTorpapuyeckune nHTepdeincbl NnoTeHUManbHo onacHbl B UT. Bce oHM TpebyroT
KOHTPONS KOPPEKTHOCTU UCNONb30BaHMA B UT.



