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NonHoCUCTEeMHbIN aHanNus3

QEMU

Analysis_1

Analysis_2

Analysis_3

- [lnoxaa pacmnpaemMocTb
- [lnoxaa conpoBoXOaemMoCTb

Q EMU Analysis_1
MexaHlfBM Analysis_2

B3aMMOLENCTBUSA
Analysis_3

- NMpobnema pelueHa!




NMHCTpyMeHTUpoOBaHue

- IHCTpyMEHTUpoBaHUE — TEXHUKA, KoTopas
nobaBnseT B nporpamMmmy Kog Anst Nony4YeHus
NHpopmaumm o paboTte nNporpammol

- Haw BbIOOp — anHammnyeckoe bMHapHoe
NHCTPYMEHTNPOBAHUE



MHCTpYyMEeHTUpOBaHME CUCTEMbI

1. DECAF
2. TCG Plugins

[1ntockl: 6oratoe API, HanncaHne NHCTPYMEHTOB Ha SA3blKE BbICOKOIO
YPOBHSI, UHCTPYMEHTbI B BUAE OTAENBLHON B1UbnnoTeku,
NHCTPYMEHTUPOBaHNE BCEU CUCTEMDI

MuHYCbI: 3Ha4YUTENbHOE 3aMeNeHne CKOPOCTU paboThbl,HeakTyanbHasa

Bepcua QEMU, nurpocnekums B aagpe QEMU (DECAF)




TpeboBaHUA K peann3auumn

— HeobxogmMmocTb B UHCTPYMEHTUPOBAHUN BCEN CUCTEMBI

— 3anyck n octaHOBKa MHCTPYMEHTUPOBAHNA NO KOMaHOe

— [lnarvHbl HanucaHHble Ha A3bike C

— B03MOXHOCTbL NOAKMHOYEHNSA cpa3y HECKOSIbKUX NiarMHoB
— Paborta c rocteBbiMM cuctemamm kak Windows, tak n Linux

— AxTyanbHasa sBepcusa QEMU



Peanu3auyus

TCG Plugins kak ocHoBa

Koa rocteBou
apXUTEKTYPBI

[MpomexyTo4yHoe
npeacraBneHne

callbacks to plugin

Koa xoctoBou
apXUTEKTYPBI




Callbacks

- Havano nepeBopa bb

- OkoH4aHue nepesoga bb

- [lepeBoag MHCTPYKLMM N3 TOCTEBOIO
npeacTaBfieHns B MPOMEXYTOYHOE

- OkoH4YaHune paboTbl cMcTEMbI\OCTAHOBKA
nnarvHa

- CobbITua nepudepunnHbIX YyCTPOUCTB



MHCTpyMeHTUpOBaHMe BO BpeMs
TpaHCNALUN

Mporpamma nepewuna
Ha bb, KoTopbIN eLle
He Oblf TpaHCNMPOBaH

callback nepepg

—| TpaHcnAuMeil

1

MepeBog Bb Groka B npomexyTodHoe
npeacraBneHne

callback no nepesoay
WHCTPYKLWUKN 13 FOCTEBOIO B
NPOMEXYTOYHOE
npeacrtasneHne

callback nocne
TpaHcnsauun bb

;

TpaHcnsaumsa TCG
NHCTPYKLUUN B
XOCTOBbIE




MHCTpyMeHTUpOBaHMe BO BpeMs

BbINOJIHEHUNA

Peanunayetcsa ¢ ncnonb3osaHmem mexaHuama helper'os

//Hauano 6az0BOTO OJIOKA
//TocTeBas MHCTPyKuus: orl %ebx,
seax

mov_ 132 tmpll, ebx

mov_ 132 tmpl2, eax

or 132 tmpl3, tmpl2, tmpll
//TocTeBas MHCTPyKLUuS:addl $0x01,
seax

movi 132 tmpl4, $0x01

add 132 tmpl5, tmpl4, tmpl3
mov_132 eax, tmpl>5

//OKOHUaHMe 6a30BOTO 6JioKa

goto tb $0x0

//Hauano 6as0BOTO OJOKa

//BCTaBUTE BEHBOB pre tb helper

movi 132 tmp2l, $pre tb helper callback
call tmp21l, $0x0, $0, env

//TocTeBas MHCTPYKLMS: orl %$ebx, %eax
mov_132 tmpll, ebx

mov_132 tmpl2, eax

or 132 tmpl3, tmpl2, tmpll

//TocTeBas mHCTpykumusa:addl $0x01, %eax
movi 132 tmpl4, $0x01

add 132 tmpl5, tmpl4, tmpl3

mov_ 132 eax, tmplb

//okoHUaHMe B6a30BOTO OJIOKa

//BCTaBUTL BHBOB post tb helper

movi 132 tmp22, Spost tb helper callback
call tmp22, S$0x0, $0, env

goto tb $0x0




MHCTpyMeHTUpOBaHMe BO BpeMs

BbIMNOJIHEHUA
Host
2
QEMU
Guest TCG /3 Plugin
ins 4// ins lG
P A 4 A T
NcxoaHbI NOTOK BbINOMHEHMWS NHCTPYMEHTMPOBAHHbIN MOTOK BbINONHEHNS
AP A ins F Plugin k » ¥ ins I’ Plugin I’ T
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B3anmogeucrsue nnarmHoB

Qemu

noarnnmcKa Ha
CUrHari

perucTpauus
curHana
—»  Pluginl
ornoBeLleHne
O COObITUN
< reHepaums
cCUrHana
BbI30OB MO
curHany
—»  Plugin2
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[lepcneKkTuUBLI

Co3gaHue nnarmHoB NHTPOCMNEKUUN

[Tpnmepbl NNarnHoB:

-aHanmM3 Npon3BoaNTENbBHOCTH
-oTrnagKa namsTu

-aHarnn3 paboTbl NpoLeccoB
-aHarnm3 paboTbl ¢ hannamm
-aHann3 paboThbl C CETLIO
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Pe3ynbTaThl

- MexaHnam paboTbl NnarMHoB

- JnarmH T1pacCnpoBKkn CNCTEMHBIX BbI3OBOB

- [1narnH TpaccupoBKM rOCTEBLIX MHCTPYKL A

[NanbHeUuwve nnaHbl

- PacwunpeHune API
- Co3paHue nnarnHoB
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Cnacmn6o 3a BHUMaHue



