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HoBbiU KauecTBEHHbIU YPOBEHDb
oTeyecTBeHHbIX CK3U
KaK pe3yabTaT UMNOPTO3aMeLLEeHUA
B chepe nHPopMaLUOHHOWN
6e30nacHOCTU 1 3aLWKNUTbl AaHHbIX

Hukuta KoxkemakunH, aupektop no pa3sututo busHeca ISBC

Butanunia bnarogatos, nHxkeHep OAO « HUMMD 1 MUKpPOH»
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MeToabl peannsaymm CcyLlecTBYIOLLUX
annapatHbiX CK3U B Poccuun

B popm-dpaKTope USB-TOKEHOB U CMapPT-KapT

e CeptudpunumpoBaHHbi annnet ana Java-Kaptbl (Athena, Gemalto u
Ap.)

 Mcnonb3oBaHME MUKPOKOHTPONNEPOB 0bLLero HasHayeHma (Atmel,
NXP v ap.)

 PeweHune Ha H6a3e cneunanmM3amMpPoBaHHOIO CMAPT KAPTOYHOIO YMna
3apyberkHoro npounssoactea (NXP, ST Microelectronics n ap.)

 PeweHune Ha H6a3e cneymnann3npoBaHHOro CMapT KaPTOYHOro YMna
oTeyecTBeHHOro npoussoactea (MnKpoH)
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cSMART..
TOKEN**

ESMART Token FOCT — CK3WU c annapaTtHou peannsauuen
anroputmoB NOCT Ha 6a3e oTeuecTBEHHOro MMKPOKOHTpPOANEpPA
MIK51
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HasHaueHua uspenua ESMART Token FOCT
* cpeactBo anekTpoHHon nognucu (FTOCT P 34.10, TOCT P 34.11);

* CpeacTBo MHOropaKTOPHOM ayTeHTUUKaUUK (B TOM YucCe,
bnomeTpuyeckon).

Cdhepbl npumeHeHna n3aenums

* OPUANYECKU 3HAYMMAA INEKTPOHHAA NOAMNUCL B CMCTEMAX
3NEKTPOHHOro JOKYMEHTO0b0pOTa;

* ayTeHTUPUKaUMA B UHPOPMALMOHHbBIX CUCTEMAX;
* 3alUMTa NEPCOHANbHbIX AAHHbIX;
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ESMART Token FOCT

CoBmecTHbIM npoayKT KomnaHnm OAO «HUNM3 u
3aBoa, MukpoH» n ISBC Group (Poccusa, 3eneHorpaga):

Ponb OAO «HUMMD u 3aBog MUKPOH»
e pa3paboTka m npomssoacTBo Mmukpocxembl MIK51;

e pa3pabotka OC ana MIK51;
e ceptndunKauma yctpomncrtea ®Ch, EMVCo, MasterCard.
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ESMART Token FOCT

CoBmecTHbIM npoayKT KomnaHnm OAO «HUNM3 u
3aBoa MukpoH» n ISBC Group (Poccusa, 3eneHorpaa):

Ponb MNpynnbl KomnaHum ISBC

* pa3paboTKa M NPon3BOACTBO U3AE/MN HA OCHOBE MUKPOCXEMDbI
MIK51 B dopmaTte cmapT-KapTbl U SIM-KapTbl (MOLLLHOCTb
NPOU3BOACTBA — 2 MJIH. KapT B mecal,);

e pa3paboTka Tononormm nevatHbix Niat USB-ToKeHa 1 opraHmn3laumsa
npon3BoACcTBa U3aenuna B r. 3eneHorpag. lNaaHnpyemaa moLHOCTb —
200 TbIC. TOKEHOB B MecAL,;

* pa3paboTka nporpammHoro obecneyenmna ansa nuterpaumm ¢ CK3N n
C3U1 (PKCS#11, minidriver, moaynu noaaep*kn Kpuntollpo);

* MPOABUNKEHWE U peanusauma n3aenms Ha Tepputopumn Poccuu.
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OnbIT peannsaumm NPOEKTOB Ha base
MmukpokoHtponnepa MIK51 c 2008 ropa

«

Pleas

CAST Security Evaluation

baHKOBCKMe KapTbl vestrcars  (Card)

e accept this document as confirm ation of the CAST precess.
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EMVCo Product Approval (IC)
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EMVCo Security Evaluation process

The ICCN nwmber mnst be mesttioned to all vendors or wherw skipping the product for

the first time. The use of the ICCN wumber
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is limited to the produet ay detailed below.
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OCHOBHble TeXHNYeCKUue XapaKTepuctTuku
MUKpPOKOHTponnepa MIK51

e Ob6bem RAM: 8,75 Kbaunt
e (Ob6bbvem EEPROM: 72 Kbaunt

 AnnapaTHas noaaep>KKa CUMMETPUYHOTO
wndposaHua: FOCT 28147-89, DES/3DES,

MIK51SC72D B ¢popm-dakTope

AES-128/192/256 L

e AnnapaTHas noAagep:KKa aJiropuTMoB BblunuciaeHus /
nposepku IM: TOCT P34.10-2001/2012, ECDSA-256,
RSA pgo 2048 6ut

* AnnapaTHada noagepkKa xewunposaHua: FOCT P34.11-
94/2012, SHA-1, SHA-256

* AnnapaTHbIX moaynapHbin conpoueccop 1024 but
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OnepauunoHHaa cuctema TRUST

* CootBeTcTBME MeXayHapogHomy ctaHgapTy ISO 7816 PN | icnational

* ®dannosaa cmcrema: b6e3 orpaHNUYEHMN HA YPOBEHb B/IOXKEHHOCTH Iso Organization for
daiinos, Bce BMAblI BUHAPHbIX dannos 1 ¢anos 3anmcemn p\r- g Standardization

* PasrpaHunyeHune goctyna: coorsetcreyet ISO 7816-4, npasuna
pasrpaHnYeHmnAa 4octyna Npom3BOJIbHON CNOKHOCTHU

* burnomeTpuyeckan sepudmnKauma nonb3oBaTensa Nno oTrneyvaTky
nanbua, TexHonorna MatchOnCard. NoaaeprkKka Biometric Data
Interchange Formats I1ISO 19794-2 fingerprint

* BwupTtyanbHaa mawwuHa Java Card Classic 3.0.4 (
c pacwupenmnamm JC APl B T.4. ana nogaepKm poCCMMCKOM =
Kpuntorpadpumu ’ = R
*  Yun nmeet ceptudumkat MasterCard noaresepaatoLinn oTCyTCTBME

BMAHKUA Java Card Ha MHTErpuUpPOBaHHbIE NPUIOXKEHMUS

 CoOTBETCTBME CTAaHAAPTY ynpaBaeHusa npmnoxenmamm Global BSY .
Platform 2.2 c nogaep*Kkon poccmmckoro npotokona SCP F2 = ]ava
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Cpeactsa 3awuTtbl ot B3aoma MIK51

(l * CAST Security Evaluation
Vi (Card)

e J1aTYMKWN UHIKEHEPHOM 3aLLUMUTbI: BCKPbITUSA, HANPSXKEHUA,

Please accept this document as confirm ation of the CAST process.

MMNYNBCHO NOMEXH, CBeTa s i
* AKTMBHbIN 3KpaH. MpefoTBPALLAET aHAN3 WMH KOHTAKTHBIM ~ mweme [ e o

MeTOA40M U ABNAETCA UCTOYHMKOM Lyma anAa 3awutel oTEMA

e [eHepaTop WyMa Ha LWMHE NUTAHUS

terema cepridpukanmn POCC RU.0001.030001

e MacKknpoBaHue JaHHbIX Ha LUMHAX CEPTHOUKAT COOTBETCTBIS

p _CD/124-2000 or " 20" noabps 2012 r.

_noabpa_ 2015 r.

 [unHamunyeckune Sbox ana NOCT 28147-89

K5016BI'1

* [lporpammHbie cpeacTsa 3allUTbl OT HEpPa3pyLLaoLWKUX aTak
Buaa SPA, DPA, DFA

e CobcTBeHHana nabopaTtopua OLEHKU KayecTBa MepP 3aLLUTbI
C NPMMEHEHMEe PA3/IMYHOIO UHKEHEPHOro obopyaoBaHUA
FIB, Laser, DPA n ap.
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UHTerpaumna ESMART Token NOCT B
pelleHnAX NnapTHepoB

.’.'2332;8 Mopaynb nogaepxku ana Kpmuntollpo CSP 3.6 u Bbiwe

m NopnepxKa B VipNet CSP 4.2

bukpunt

Mpurnawaem K coTpyaHunuecrsy!
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JlonosiHUTeNbHblEe BO3MOXHOCTM:
noaaepXKa bnometpun

* Annapamuasa noooepxcka buomempuyeckol aymeHmugpuKayuu
Match-on-Card Ha yposHe CK3U

* [lo0OepxKa KaK MPOKAMHbIX, MAK U ONMUu4YecKUx CKOHepos8
ommneyameros 0718 aymeHmuguKayuu Yyepe3 PKCS#11 u Minidriver
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NlononHUTeNbHble BO3MOXHOCTMU:
MCNOZ1Ib30BaHNA B KauecTtBe 6aHKOBCKOU KapTbl
MU SNEKTPOHHOro KollenbKa
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Annapam+as nooodepxcka cneyugpukayuu MChip (MasterCard) u l1PO-100
110380/1€m UCIMos16308aMb CMAPM-KApmy 0OHO8PEeMEHHO KAaK cpedcmeo
3l/aymeHmuguxkayuu makK u Kak 6aHKOBCKYO Kapmy.

* [loodepxka mexHonoz2uu ESMART® Wallet ans noctpoeHunsa 6e3onacHbix
3/IEKTPOHHbIX Kowenbkos (eWallet)
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OcHOBHbIE NpenMmyLLecTBa U 0CO6eHHOCTU
ESMART Token FOCT

Pocculickuli npoodykm:

 100% poccutickasa pa3pabomka u uzzomossneHue mukpocxemsl CK3U Ha
meppumopuu Poccuu

e 100% poccutlickoe npou3so0cmeo KOHe4YHo20 rnpodyKkma e gpopmame cmapm-
Kapmeol u USB-mokeHa

* Pocculickasa pa3pabomka 10 019 uHmezpayuu 8 npodykmesl U6 (PKCS#11 u dp)

* Peanuzayua NOCT anzopummos 8 OC cmapm-4yurna Ha ypoB8He MACKU (8 KpeMHuu)
 Cepmudgpurayus @Cb no yposHto KC3, EMVCo, MasterCard (CAST)

72 K6 namamu EEPROM (secb 06vem 0docmyreH 014 nosb308amesibCKUX OaHHbIX)

 MakcumanbHaa UHmMezpayus poccutickoli Kpunnmoepaguu: Gost JC API, Global
Platform SCP F2

* [lpomecmuposaHo 8 «/labopamopuu No aHAaAU3y 3auUMbl OM UHBA3UBHbIX U
HeuH8a3usHbIx amakK (MUKpoH)»
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Cnacubo 3a BHMMaHue!



