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BpenoHocHoe O ana mobuibHbIX
YCTPOWUCTB

B cBA3M ¢ pocTOoMm Yncna nonb3osateneit cmaptpoHos Ha 6ase OS Android ocHoBHOM yrpo3oi
$poaa B oTHOWEHMU aboHeHTOB B 2014 roay CTano LUMPOKOE PacnpoCcTpaHeHUe PasaAnuyHbIX
BPEA0HOCHbIX NPUNOXKEHWA, NO3BONAIOLMX 3/1I0YMbILIIEHHUKAM OCYLLECTBAATb CKPbITbIN OT
abOHEeHTOB HECAaHKLMOHUPOBaHHbIN BbIBOA, AE€HEXHbIX CPeaCcTB C UX IMLLEBbIX CYETOB.

Bugbi «MonesHbie» NpuNoKeHUA MpunoxeHus, e
BPeAOHOCHbIX €O BCTPOEHHbIM MMUTUPYIOLLME NONE3HbIN «pn CTBILKY
NPUNOXKEeHU BPEAOHOCHbIM KOAOM $yHKUMOHAN \

KaHanbl AnbTepHaTUBHbIE ®dpoaosble SMS-cnam co SMS-paccbiniku ¢
«MapKeTbi» CTpaHULbl B CETU CCbI/IKAMM Ha 3apaKeHHbIX
PacnpocTpaHeHma NPUNOXKeHUM UHTepHeT 3arpysKky yCcTpoiicTB
DYHKUUU AR ABTOMATUYECKUIA OTBET Ha MNepexsaT u yaanexHue
KpaKu CPEACTB C CKpbITan OTnpaBlia SMS- BxoaAwme SMS-coofSu.l,eHMa BXOAHL‘I'J,MX SMS-
coobuweHunii no 3agaHHOM coobLeHuni c 3agaHHbIX
IMuEeBbIX CHETOB KOHUrypaLum HOMepoB

Kak npaBuno, 3apaXeHHble ycTpoincTBa obpasytotr 601-ceTn, bnarogapa uemy

3/10yMbILINIEHHUKU UMEIOT BO3MOXXHOCTb YNPaB/iiTb aKTUBHOCTbIO U USMEHATb
KoHdUrypaumio 60ToB yganeHHO Yepes LeHTPbl ynpaBsieHua 60T-ceTaMM.




BpenoHocHoe O ana mobuibHbIX
ycTpoucTs: [lononHnTeNnbHble PYHKUUU

Bo BpeAOHOCHbIX NPUIOXKEHUAX 3a4ACTYIO NPUCYTCTBYIOT A0NONHUTE/NIbHDbIE

PYHKUMMK, cayXKalme oNA JOCTUNKEHUA CNeayioWmnxX uenei:

* 3aTpyAHUTb CaMOCTOATENIbHOE yaaneHue abOHeHTOM NPUNOXKeHUA C
MO6UNbHOrO YCTPOMCTBA.

e CAaenatb aKTUBHOCTb NMPUNOXKEHUA NOXOXKEN Ha CO6CTBEHHOPYUHbIE
AeucTeua aboHeHTa, B TOM uuncae 4tobbl 3aTpyaHUTb ONepaTUuBHOE
BblfiBJIEHUE CO CTOPOHbI ONepaTopa CBA3MN.

HekoTopbie U3 Taknx GyHKLUUN:
1 OrnpaBka SMS-coobLieHunit c NPOU3BONIbHOM 3a4EPXKKOM NO BpemMeHM!.

L 3anpoc npusunernit «kxAgMUHUCTPaATOPa YCTPOICTBa» U AaxKe root-npas AocTyna.

J OcyuwectBneHne BpeaOHOCHOMW aKTUBHOCTU B 3aBUCUMOCTU OT MECTOMOJI0XEHUA
aboHeHTa Ha ocHoBaHun Wi-Fi nosunymnoHmnposaHusa, GPS n aaHHbIX ¢ 6a30BbIX CTaHLUUMN.

L YcraHoBKa napona Ha pa3ba10KMpPOBKY 3KpaHa U CTUPAHUE BCEX AAHHbIX C BHYTPEHHEMN
NamMATU YCTPOMUCTBA NOC/E NONbITKU YAANUTb BPEe4OHOCHOE NMPUIOXKeHUe.

Q MNMepexBaTt MH(I)OpMaLI,MM o 6anaHce AanueBoro cyerta aGOHeHTa, 4YTO no3soader
3/10yMbILWWNIEHHUKaM 3apaHee y3HAaTb, CKOJIbKO AeHeXHbIX CpeAacTB yaAacTCA BblBECTM.

(] BnokuposKa 3BOHKOB Ha HOMEpPa KOHTaKTHbIX LLeHTPOB ONepaTopos CBA3U WU
nepeagpecauma TaKMX 3BOHKOB Ha Apyrue Homepa.




MoxuweHne nepcoHanbHbIX U
KOHUAEHUNANbHDbIX AAHHbIX

KnbepwaHTax u ocywecrsneHme DDoS

MoxuweHune aeHer, B TOM YUC/IE UCNONb3YA
MO6UIbHYIO KOMMEPLMIO U KOHTEHT-YCNYru

Yrpo3bl 6oT-ceTeun

Paccbizika cnama

AHOHUMHDbIN AO0CTyn B C€Tb

MonyyeHue CBEAeHMﬁ 0 MmecTononoXXeHnum
KOHKPETHOro 4yesioseKa

BauaHMe Ha paboTy pa3/IMUHOMN TEXHUKU U
NOPTATUBHbIX YCTPOACTB




PasmbiTne rPaHnL oTBETCTBEHHOCTU

BbICOKOTEXHONOrUYHbIN (poga, 3aTparusaeT BCeX YYAaCTHUKOB PbiHKA — B O4HY MOLUEHHUYECKYIo
LenoyKy nonapgatoT 6aHKU, NaaTeXKHble CUCTeMbI, ONepaTopbl, YTO 3aTPyAHAET pacciesoBaHue
WHLUMWAOEHTOB.




KomnneKkc no aHann3sy npuioXKeHum

CteHa MOOUNbHBIX YCTPOUCTB
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Pabota mobmnabHOro NpuaoKeHus

Android Phone

/ Ilpunoscenusn

Ananuzamop

~

SMS axkruenocTs

1)OTnpasneno sms coobuienne “4098745
116894017 ua renedon: 8611
2)NpunaTo sms coobuienne "[LoCTyn K KOPOTKUM
Homepam zanpeuteH. OTKNIOMMTL CTON-KOHTEHT
*526*0#" c Homepa 8611
3)MNpunarto sms coobuierme “JlocTyn K KOPOTKUM
HOMepaMm 2anpeweH. OTKMoNUTS CTON-KOHTeNT
*526*0#" ¢ nomepa 8608
4)OTnpaaneso sms coobuienwe "B” wa renedou
200100
5)Mpunaro sms coobuenwe “108.08p." ¢ Homepa
200100
5)0Tnpasnexo sms coobuwenre "B” va Tenedow:
200100
T)NpunnarTo sms coobuienwe “108.08p." c Homepa
200100
3)OTnpasnexo sms COOGWEeHKE
'GDLMhOCAKNSURSUHA6Gef8/
«bI9SwGX 1 EgDSINCyHEdIfuw2R5K0SOTXW2xJSI
tFJALAVNCIEON/
IWZTIP6SNZCmPjcPmMhfGVEU84YnnYj1 kDrhQENNa
TILPHMSJ8VXHIQP4vNC3HEL/d/42R5m1 TqTP”
wa renedon: +79857539256
3)OTnpasnexo sms coobuieHwe
Ihga6ymyP2rasNWrHIFgaecsRoqu

Ha Tenedom: +79857539256

Bxnountb cHuddep

Textyiew

onbaf net
droidtest
droidtest
droidtest
droidtest
onbaf net
onbaf net
fadaxz biz
Www_ antivirus-nro.us
droidtest
fadaxz biz
onbaf net
onbaf net
onbaf net
onbaf net
fadaxz biz
onhaf net
onbaf net
onbaf net
onbaf net
fadaxz biz
fadaxz biz
onbaf net
fadaxz biz
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Web-nHTepdpenc — npumep MHUUAEHTA

Botnet PE3YNLTAT 4 BLIXON
monitoring
Tabnwgp Cramcma Mpacdwx Cravamns
Search
Bpema v URL Oreer Npunoxenwe IP:PORT Tenedow
2015-01-22 00,5255 ‘ rumaximum comiresult php? lv DragonsRise ofBerk  54567.111:80 Spice Mobile: Spice Mi-354
phone=791500800008pid=57 0N |
2015-01-22 00:52:54 g lurekagix blz Oreer Dragons Rise of Berk 61202632680 Spice Mobile: Spice MI-354
2015-01-22 00:49:52 a wavywopuiope.com Orger Dragons Rise of Berk 91.20263.28.80 Spice Mobile: Spice Mi-354
2015-01-22 00:42:30 ‘ pnsen.dolphin-browser.com Orear Dolphin Browser 184.7266,167:80 Spice Mobile: Spice Mi-354
2015-01-22 00:52:57 ‘ moipodpiski ssi.mts ru Omsar Dragons Rise of Berk 194 54 1506880 Spice Mobile: Spice Mi-354
2015-01-22 00:52:57 ‘ moipodpiskl $si.mis ru Oroer Dragons Rise of Berk 194 54,150 68:80 Spice Mobile: Spice Mi-354
2015-01-22 00.52.56 ‘ moipodpiski ssl.mis rulp/? Orser Dragons Rise of Berk 194 54 1506880 Spice Mobile: Spice Mi-354

' 2 — — ——

* - NogpobHoe onucaHne BpegoHoca: http://securelist.ru/analysis/obzor/25249/sms-troyanec-obxodit-captcha/



http://securelist.ru/analysis/obzor/25249/sms-troyanec-obxodit-captcha/
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maipodpiski 55l mts rulpTemplates

yessCapichaY anda-
simple.css

.lagons Rise of Berk

gaons Rise of Berk

194 .54 150 68:80

194 54 150 68:80

194.54.150.68:80

Spica Mobile: Spice Mi-354

Spica Mobile: Spice Mi-354

Spice Mobile: Spice Mi-354

0: EI 1

2015-01-22 00:53.07
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2015-01-22 00-52:59

2015-01-22 00:53:35

2015-01-22 00:53:11

2015-01-22 00:54:01

L

&

: 3

i.captcha. yandex net .. Omaert

ugebimypagazylip.biz OTBeT

Dragons Rise of Bark

Dragons Rise of Berk

lcapicha yandex netimage?

key=204kzUkhCuEhSraC FUTGZbvugAgzsdl

Dragons Rise of Berk

213.180.204.130:80

91.202.63.26:80

212.180.204.130:80

antigale comires php?

key=ddfaddc0eGE00308869ad2T4T 929304 acion=0alkid=T 0467560

69.39.239.47:80

ugebimypagazytip, b

antigate com_.

Cmeer Dragons Rise of Berk
A | = T ) ons Fise of Bark

Bcero zanpocoe: 29

91,202 63.26:80

69.39.239.47:80

Tabnuua zanpocos:

Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dragons Rise of Berk
Dolphin Browser

moipodpiski.ssl.mts.ru 8
rumaximum.com 7
ugebimypagazytip.biz 4
antigate.com 3
i.captcha.yandex.net 2
lurekagix.biz 1
api.sub.payments.tools 1
wavywopufope.com 1
cb.mts.sub.totmoney.ru 1
pnsen.dolphin-browser.com 1

Spica Mabila: Spice Mi-154

Spice Mobile: Splce Mi-354

Spice Mobila: Spice Mi-354

Spice Mobile: Spice Mi-354

Spice Mobile; Spice Mi-354

Spice Mobile: Spice Mi-354



Cxema paboTbl pelieHuns

AONONHHTENBHBIE "
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Creng mobunbHbIxX ycTpoicTs
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BbiaBneHue abOHEHTOB C
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Mepbl NpoTUBOAENCTBUA NO Pe3y/bTaTam
paccnefoBaHUA UHUMAEHTOB

MpegynpexaeHne aboHeHTOB O caiTax, NHdopmupoBaHmne aboHEHTOB ¢
pacnpocTpaHsalowmux spegoHocHoe MO ana pekomeHZaumMaAMM no 3auiute ot ppoaa:
MOBUNBHbIX YCTPOICTB, C UCNO/Ib30BaHUEM SMS paccbinku, IVR-06380HbI M WEB-peaupexT
nHpopmauuonHoh WEB-cTpaHuubI. ANA nonbsosateneii OS Android.

viruslink

m I 3awmTuTe cBoii Android
YBepeHbl, YTO Ball cMapTHOH 3aLyuLLeH oT
MOLUEHHNYECKUX NporpamMmm v BVIpyCOB?

YBaxaeMblit aboHeHT! O6e3onacbTe CBOM JeHeXHble CpescTBa U1
9TOT calT MOXEeT HaHecTH JINYHbIE AaHHbIE.

Bpepg BalleMy KOMMbtoTe
UM MOBUNTEHOMY YCTPOMCTBY.
[ns npoaomxeHns

HeobxoguMO noaTBepanTb YcTaHoBUTe 6ecnnaTHoe
aHTMBUPYCHOE NPUIoXKeHe :
rnepexon no ccolyke.

MpoooJDKUTL

Ckauatb
AHTUBUpPYCHOE
npunoxkeHue

11




ObocHoBaHue peanusaumu

Bbi cnipawusanu nocne Hawea2o 0oknada Ha ZeroNights 2014* — omeeyaem:

HepoctaTok aHTUhpoa-MOHUTOPUHIa Ha ocHoBe npasBun (np. Intellinx):
=  HyXXHO HEKOTOPOE KONMYECTBO MHLUMAOEHTOB ANs cpabaTbiBaHUS npasuna.
=  MoLUEHHMKM NOCTOSHHO "NPOoOYOT" NMMMUTBI NpaBun, noadupas nx aKCnepuMeHTanbHbIM MNYTEM.

[obaBneHne Hallero KoMnrekca pelwlaet npobnemy n Ao cpabatbiBaHWUs ONpPeaenéHHOro KonmyecTBa
npaBuI, He 3aBUCUT OT YCTaHOBMNEHHbIX MMMUTOB.

HepocTtaTkn ctaTtuyeckoro metoga no aHanniy Kkoaoa BpegoHOCHOro no:

u HenonHota noJjiydaembiX OaHHbIX BBUAOY WUCMONb30BaHNA MHOXeCTBa AMHaAMUYECKUX NMapaMeTpos,
BbIMOJTHAEMbIX B XoA4e pa6OTbI NPUNOXXeHnA.

=  OddeKkTnBHbIE aHTUOTNAA0UHbIE peLleHus (CM. NpeabiayLume cnangbl).

Noyemy nmeHHO annapaTHoe peLueHue?

= CnoxHocTb [0paboTkn U paspaboTkM CYLUECTBYIOLUMX TEXHUYECKUX PELUEeHUA (3MYNATOPSI,
dpenmBopkn) ans 6opbObl C aHTMOTNAA0YHBIMU NPUEMAMM.

= [Jlpyras uenb: cbop OaHHbIX, @ HE B3NIOM U PEeBEPC-UHXUHUPUHT MNpunoxeHnsa, Mol UMb, a He
aHTMBMpYyCcHasa nabopaTtopus.

Sandbox pgaéT pe3ynbraThl:
= CraTtMyeckmn aHanm3 M 3anyck B amynaTope BbisBun okorio 30 LY gna mobunebHoro 60T-
NPUNOXEHNA 3a 2 Heaenu, AMHaMN4YecKnuin aHanmns B necodHunue Bbiasun donble 50 LY 3a cyTku.

*  Kcnonb3ytoTcsa 6onee OOCTyNHbIE pecypchl AN onepatopa cBsa3un - SIM-kapTbl, annaparbl, 6a3oBas
CTaHUUS, CHMXaa TeM camMbiM CTOMMOCTb CO30aHMsi KOMMMEeKca M yBenuumBasi aHanmTUYeCKyto
paborTy.

* - «[potnBogencTeune BpegoHocHomy MO gns mobunbHbIX YCTPONCTB Ha ceTu onepaTtopa ceasun. Android-honeypot B
aHTudpoae»: http://2014.zeronights.ru/assets/files/slides/android _new.zip



http://2014.zeronights.ru/assets/files/slides/android_new.zip

[lyTn peweHunA

Co3pgaHue KOOPAUHALUMOHHOIO LEeHTpPa No obmeHy gaHHbIMM, BbiAABIEHHbIX 0 $PPOAOBLIX
cXemax, ANA COBepLIeHCTBOBAHUA CPeacTB AnA 60pbbbl C MOLLEHHMYECTBOM.

OcCHOBa — A OBEPEHHbIN «3IKCNEPTHbIN LeHTp 6e3onacHocTM®», cnocobHbI KoppennMpoBaTtb
AAHHbIE OT KPYNHbIX Te/IEKOMMYHUKALUOHHbIX KOMNaHUi, 6aHKOB, N1aTeXHbIX CUCTEM.

xrl OnepaTop A OnepaTop C /i '

CServer >

BA

( r OnepaTop B Onepatop D

—

* - [Mpumep KoHuenuun cosganus gaHHoro ueHTpa (FRAUD-CERT) onucaH B gokymeHTax ASMONIA:
http://asmonia.de/deliverables/D4.3 Methods for Collaborative Detection and Analysis.pdf
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http://asmonia.de/deliverables/D4.3_Methods_for_Collaborative_Detection_and_Analysis.pdf

Cnacuoo 3a brHumaHue!

[hank you for your affention!

foHyapos HuKonai
goncharovkolya@list.ru

fopuakos [leHUcC
gorchakov.denis@gmail.com
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