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UHTepHeT Belyen

= ABTOMOOUNU
= KonTponb asuratens, AKI, ABC ...
s CBSA3b

= KommyTaums, mobunbHble TenedoHsbl, |
MapwpyTtusaTopsl, |IP Tenedonua, KK ..

s bbITOBag TexHuka
= TenesBnsopsl, xonoannsHukn, CBY neun :
= Kommepuyeckaa TexHUKa

= ABTOMAaTU3NPOBAHHbIN KOHTPOIIb, KACCOBbIE
annapaTbl, CACTEMbI YNpaBrneHus
3anacamu...

= Cucrtembl 3aWnThI

= KoHTponb nepumeTpa, BUaeokamepsi,
npoBepkKa MpoMyCKoB...
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OOwasa nocrnegoBaTenibHOCTbL AEUCTBUM MNPU
Koppensaunn AaHHbIX

(

Alert Veritication

Hopmanusauymus
[MpegobpaboTka

~ eI e
Sensor
Ontology
Daiahase

Thread
Reconstruction

['eHepauna MHUNMAOEHTOB
[lpoBepKa MHUMOEHTOB
BoiaBreHune yrpos

Aftack Session
Recaonstruchan

BbigaBneHune ataku
OnpegeneHue uernen

MHoroLuarosas koppensaums | l
OueHka yule pba Prioritzation |—] impact Analysis et i
[Tpnoputesauns

Security Adminisirator
[Saeid Dadkhah, M. R. Khalili Shoja, Hassan Taheri, Alert Correlation through a Multi Components Architecture, 2013]
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HenctBusa BbinonHsemble SIEM cucremon

= [lonyyeHmne n npegobpaboTka AaHHbLIX 6€30MacHOCTU
= COop AaHHbIX OT Pa3HOPOAHbIX NCTOYHMUKOB
= OunbTpauna n Hopmanusaumsa gaHHbIX

= Koppensauunsa aaHHbIX 6e30nacHOCTu

= [leTepMUHMpOBaHHbIE NOAXOAbI
= [lpaBuna
= KoHe4yHble aBTOMATHI
= MaTpuubl
= AHOManuu
« CraTtuctnyeckue nogxoabl
« BepoatHocTHbIe nogxoabl

= KOHTpMmepbI
= [lonntnkn 6esonacHocTU
= MeToabl MICKYCCTBEHHOIO MHTENMEKTa
= OHTONOrNN
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O6wan apxutektypa SIEM cuctembl

|

YpoBeHb
cetm

Cupbé |
AaHHble |

YpoBeHb AaHHbIX

Appo cucrtembl ynpasneHna nHopmaumeun un cobbitnamm 6esonacHocTu

YpoBeHb cObbITUMA YpoBeHb NPUNOXKEHWIA

e e e EEmE————— e ———— = = — = = === —

Mpaswun
i " AHanu3 cobbITHiA P a
: 3aLI.I,MTbI

[MpaBuna
Koppenaunu

CKoppenMpoBaHHble
~ cobbITnA

Paccbinka
Komal-lp,

iy
i

KOHTpMepr

PycKpnnto’2015, 17-20 mapta 2015 .



OJdononHuTenbHbIe OCOOEHHOCTH
UHTepHeTa Bellen

= PacnpegeneHHas CTpykTypa
] Ol'paHl/I‘-IeHHbIe BO3MOXHOCTU nepenayn AaHHbIX

= HeobxogumocTb Bepudurkaumm coobLLEHNN O CODbLITUAX
be3onacHoOCTu

= HepocTaToK BblYUCIUTESIBbHbBIX PECYPCOB HAa BCTPOEHHbIX
YCTPOUCTBaAXxX

= HeBO3MOXXHOCTb KOMMJIEKCHOrO aHanu3a coobITUM
6e30MacHOCTM Ha KOHEYHbIX YCTPOMCTBAX

= Pa3HOpPOAHOCTb KOHEYHbIX YCTPOWCTB

= Hanuume ycTponcTs, KOTOPble HEBO3MOXXHO
nepenporpammmpoBaTh

= Hanwnuue y3nos Tpebytowmx HenocpeacTBEHHOro AOCTYyNa B
NHTepHeT
= PasnunyHas KpUTUYHOCTb Y3I0oB
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CTpyKTypa Koppensauum gaHHbIX
Oe3onacHocCcTHU

| ’
= YeTblpe ypoBHA 06paboTkm cobbITUN
= Ha ypoBHe BCTPOEHHOro ycTpouctea

Mpasuna |
pearnpoBaHua| "

Coblipbl€
= PunbTpayms 7 BaHHble
= [pMeHeHne NpocTbIX NpaBur LLinHa AaHHbIX
= OTnpaBka B LUMHY OaHHbIX C O
= B wmnHe gaHHbIX
MpepobpaboTaHHble
« Hopmanusauusd Sl

« Arperauus

« Bepudpmkauyuga
= B noacucreme koppenauum MpaBuna | 4

. Koppenﬂu,m Koppensaunu

« Co3paHue nHumaeHToB 6e30nacHoOCTU
= B noagcucreme mogenupoBaHua aTak

AHanus cobbiTni

( )

= PacwmpeHHbin aHanu3 MHUUOEHTOB .
©e30nacHOCTM Ha OCHOBE COMOCTaBEHUS a I o
C rpatpamu aTtak L I d y

= OOpaTtHaga cBA3b C CUCTEMOW KOppenaunm MoaenvposaHme
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ApXuUTeKTypa cUcCTeMbl Koppenauuu

[leueHTpann3oBaHHas
eHTparim3oBaHHa4d
Ll' p _' Cbipble ; Cbipble
‘ﬁlwﬁ, NaHHble .7 haHHble
LLIHa AaHHbIX LLinHa AaHHbIX
O O
"0 7DhaHHble
w Dt fwg NpepobpaboTaHHble

WHa AAaHHbIX <> coberms <7

( O AHanus cobbiTnin AHanus cobbiTnmn

B AomeHe 1 B AOMeEeHe 2

'«.%:}’ /f:g
T
i
]

,/z
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MpenobpaboTaHHble

v cobbiTnA

AHanu3 cobbiTUN

LleHTpann3oBaHHbIN
aHanus cobbiTun



AHann3 coobIT

MA C NOMOLLbLIO

dHAJINTUN4YeCKOro moaeimnmnpoBaHus
2N
Mogens ceTn < <
4 MonenmnpoBanne ) fai
> ( MonuTopHHT \W
=7 <
\. / \. J
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3aKknryeHue

= PaccMoTpeHbl OCHOBHbIE MPOBNeEMbI KOppenaLum cobbITUn
besonacHocTu B ceTax “‘UHTepHeT Belen”

= OnucaH noaxon, NO3BOMAOLLNN NCMOMb30BaTb
MoAeNnnMpoBaHue aTak ang 3agadm Koppensaumm coodbITUin
oe3onacHoCTuU

= [lpnmeHeHne gaHHOro noaxona NO3BONUT NOBLICUTL YPOBEHb
3alMLLEHHOCTU cyLLlecTBYOWMNX ceTen VIHTepHeTa BeLlen
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KoHTakTHaa nHdopmauus

YeuynuH AHapeun AnekceeBuy M ‘]
. chechulin@comsec.spb.ru ‘\
/ http://comsec.spb.ru/chechulin 1
A e U
brnarogapHocTu

PaboTa BbinonHeHa npun gomHaHcoBon nogaepxke POOU (13-01-00843, 14-07-00697, 14-07-
00417, 15-07-07451), nporpammbl doyHAameHTarnbHbiX uccriegosanmn OHUT PAH

IEMPUS
n MmnHuctepctBa obpasoBaHus n Hayku Poccuimnckon ®eagepauum (cornailueHme

Ne 14.604.21.0033, yHuKanbHbIn naeHTudukaTop cornaweHna RFMEFI60414X0033;
cornaweHue Ne 14.604.21.0137, yHUKanbHbIN MOEHTUUKATOP cornalleHus
RFMEF160414X0137; cornaweHne Ne 14.604.21.0147, yHukanbHbI naeHTMduUKaTop

cornaweHna RFMEF160414X0147).
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