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[MoTpebHOCTN OM3HEeca B MOOUSIbHBLIX TEXHONOMUAX
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MobunbHas busHec-cpena, kotopas obecneunt
8 - nerknn, yaoobHbIn OOCTYN K KOPNopaTUBHLIM
2 ~ AAHHbIM.

B/ - O6ecneynTb Haanexalmn ypoBeHb 3aLLmThI

, OnepaTnBHO K 6e3onacHO obpaliarbca U3 nobdon
" TOYKKM B N060oe BpeMs K KoprnopaTUBHbIM
/ OOKyMeHTaM, dpannam, pyrmum pecypcam

/ - PeweHne ona mobunbHbIX YCTPOMUCTB

MoGunbHbIN OCTYN K KOpnopaTUBHOW noyTe,
. KOHTaKTaMm, KaneHgapsam, doannam, Kkatanoram,
- BunsHec-NpunoxeHnam. Ks3onaumst ¢ NUYHbIMU
OAHHBbIMU U NPUNOXKEHUAMMU

- Tpebyembie NpUNoXeHusi, pacluMpsaeMocTb
ez - OnepaTMBHOE MepeEKIoYEHNE MexXay cpeaamMmm




AdbdektuBHaa MobunbHaa besonacHoOCTb

lMocTtoaHHada CBA3b ¢ KopnopaTtnBHou Cpenon




PacwupeHune ycnosumn padboTtbl bOM3Heca

[loBCcemecTHasa 3awmTa
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MoOunbHbIe yrpo3bl pacLLUPAIOTCS

N YCIOXHAKTCSA

11.6 million

mobile devices
infected?

2007
First iPhone

2008
First Android L e "

First mobile virus?

- 1st malware for
. SMS Trojans Android and iOS . 'Banking
> malware
- . CABIR worm,
Infecting Symbian OS
Via B|Uet00th ConneCtion ISource: Symantec, “A Brief History of Mobile Malware” February 2014
2Source: Kindsight Security Labs Malware Report 2013
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KoHcepBaTuBHbIN noaxopn: OrpaHN4nTb

CoBpeMeHHble
KOMMaHUU
ucnonb3yrTt BYOD

® OrpaHn4nTb KoHUrypaumio
YCTPOMUCTBA “ Bes3onacHble NPOTOKObI

® CneumnanbHble MPUNoXeHns ® Henb3a ncnonb3oBaTtb
" o w  NPUBbIYHbIE MPUNOXKEHUS
% OrtcyTtcTBUE "NM4HON cBOBOAbI P © npunoxe

OTHATL “cmapT”’ y cmapTdoHa



KoHcepBaTuBHbLIU noaxopn

dPoKkyc Ha ynpaBneHum YcTponcrsamu
(MDM)

HeT 3awunTbl AaHHbIX
nocre nokMaaHusi yCTpoucTea

HeT adpdpekTnBHOM 3aLnTbl YCTPOUCTB
N OAHHbIX |
OT yrpos, B3rioma...

CnoxHoe ynpasreHue, o
Tpeodytollee MHOXEeCTBA KOHCOEW .

Kak Bbl 3awmiiaete yctpoucteaor YIrPO3?
Kak Bbl 3awmwiaete 1 A H H bl E «B aBmxeHun»?
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Bring Your Own Device - BYOD

cnonb3oBaHue
FINYHbLIX YCTPOUCTB ANS
KOopnopaTUBHbIX JaHHbIX

Personal Business

data & apps information
icnonb3oBaHue

KOoprnopaTUBHbIX YCTPOUCTB

NOT
ANS KOPNopaTUBHbLIX AaHHbIX

MANAGED MANAGED

YnpaBneHue YnaneHHoe
TONbKO YHUYTOXEHNE

BusHec BbusHec
OaHHbIMU OaHHbIX




3almuieHHana busHec-cpena

.. Callcom = s < | BO% W

eecoo Calcom = 7 1 90% -‘a

.o C:hcum? = ' BXOLI'

OOCTYnN K
Bn3Hec NPUNOXKEHNAM

JINYHbIX U
KOPMNopaTuBHbIX AAaHHbIX

NOAKIToMEHNE U
OOCTYN
K KOPNopaTMBHbIM pecypcam

KopnopaTuBHble JaHHble 3aLlMLLEHBbI



3alwumTa KOpNnopaTuBHbLIX AOKYMEHTOB

HE3 napons
MPO3PAYHbIWN gocryn

i S aBTOPM30BaHHbIX NOMNb30BaTenen

" FPAHYNMPOBAHHbIN

OOCTYI K AOKYMEHTaMm

[10KyMeHTHI 3aLLI,l/ILLI,eHI:>I B E3 JJ, =
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ObecneynTtb KOHTPOJIb BCEX AEeNCTBUMN

N3BecTHO

N3BeCTHO
ObININ NONbITKMU
OTNPaBRSINUCH HeaBTOPM30BaHHOIO
AOKYMEHTbI AocTtyna

:‘j Mobile Documents
és’ Application Control
' Mobile Documents

A Mobile Documents

N3BeCcTHO

obpawancs
K hanny

michael@gmail.com *Open

john@company.com Dropbox  Ask User

john@company.com Change Protection 3 Allow Internal Memo.docx  Internal

john@company.com Open 31 Allow Internal Memo.docx Internal

N3BeCcTHO

KOHKPEeTHO
C HUM
genan



JonxHo paboTaTb Ha pa3HbIX nnatdgopmax

NMnatdopmbl [JOKYyMEeHTbI

Microsoft
Office

Adobe PDF

Android

OpHo peweHne. [TOJIH O E nokpbiTne



3awmTta MOOUNbHbLIX YCTPONUCTB

CoOcTBEHHbIe W3bl

3awuntuts B C E ycTponcrtea oT BUPYCOB, Yrpos,
yTeyeK AaHHbIX



EovHoe ueHTpanusoBaHHOe yrnpaBrieHue.
JlokanbHO U B obnake

INMokanbHbIE

No. Mame Source  Destination Applications/5ites  Action Track  Install On

Block Highrisk applicatiors | (%) Any | T3 Internet t"‘ High Risk (=] EiIc-@
% Hig

-gw

i O o avis
lisk B m@- urity_Gateway

Block malwares (% Any  "JlInternet € Anonymizer & Block 2 Log | &= Corporate-gw
N Blocked Message & Cloud_Security_Gateway

Allow FacebookonlytoHR B8 HR " JlInternet | [ Facebook @.-’-‘-.Ilcmi & Log & Corporate-gw

&3 Cloud_Security_Gateway
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e OONavYHbLIN
cepBUC




s el’30MNacHbBIA VOaoalneHHBIN JOCT VI

BECILLIOBHASA Oe3onacHoCTb
roe Obl Bbl HU HaxXoOUIUCh
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Kpuntorpadgpua NOCT ot

KPUNTO
b’-n PO

Mo6vm LHast
OunsHec-cpena

Be3sonacHo. Ha no6om yctponcrtBe. lNoBcemecTHO.
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