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CpaBHUTEeNbHasA CTOUKOCTb
@ KPUNTOANrOPUTMOB U CPOKU UX
ekputo AeucTBuA

Recommendation
for the
Transitioning of
Cryptographic
Algorithms and

Key Sizes



@ CpaBHUTeribHas CTOUKOCTb

KPpUNTOANIrOPUTMOB U CPOKU UX
“Fckpuro nencTBus

Bits of Symmetric FFC (DSA, IFC ECC
security |key algorithms| D-H, MQV) | (RSA) | (ECDSA)

30 2TDEA. L = 1024 ~ o
nepiisl SKIPJACK, N =160 £= 0 | 5= L2 2e
112 3TDEA L=2048 \ _ o048 f=224-255
(10 2030 1) N =224
128 AES-128 L=3072 \ _ 3072 f=256-383
(mocie 2030 r.) N = 256
L = 7680 ~ ~
192 AES-192 N k=7680 f=384-511
256 AES-256 L=15360 | _ 15360 f=512+

N =512



@ The Machine

7

The Machine:
The future of technology

HP Labs
2014




Accoumaums
PycKpunro

Cost per bit

Universal Memory

On-chip SRAM
cache
M"“"
Mass ﬂash
storage HDD




Accoumaums
PycKpunro

77% less costly **

The Machine

89% less energy*

=Q

80% less space*

.;I_s::}'

97% less complex*

16 TEPS

15.3TEPS 7,900 kw 4 trillion

1 trillion
400 kW l
—/1

Performance Power Problem size

B The Machine m Blue Gene Q
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©  KeanTtoBbIi KOMNblOTEP

KsaHTOBaf «yrposa»
Kpuntorpacdum




©  KeanTtoBbIi KOMNblOTEP

Accoumaums
PycKpunro

» KBaHTOBbLIU KOMMbIOTEP —
BblYMCIIUTENIbHOE YCTPOUCTBO,
ncnonb3yrliee B cBoen paborte
3aKOHbl KBAHTOBOU MEXaHWUKMU.

» CnocobeH peanun3oBbLIBaTb
BbIYUCJIEHUSA, HEAOCTYMNHbIE
B pearibHoe Bpemsa OnNA
KITaCCNYEeCKUX KOMMbIOTEPOB.



©  KeanTtoBbIi KOMNblOTEP

Accoumay, M
PycKpunro

> Npesl 0 KBAHTOBbIX BbIYUCIIEHUAX
Obina BbickazaHa HO.A. MaHUHbLIM
B 1980 ropny.

FO. . MaHuH
Bbluncnnmoe n HeBbiYUCIINMoOe., —
M.: CoB. paano, 1980



©  KeanTtoBbIi KOMNblOTEP

Accoumay, M
PycKpunro

» [lepBas Moaernb KBAHTOBOIO
KOMMblOoTepa Oblna npearioxeHa
P. PevnHnmaHom B 1981 .

Feynman, R.P. Simulating physics
with computers // International Journal
of Theoretical Physics, v.21, N6
(1982), pp. 467 - 488



©  KeanTtoBbIi KOMNblOTEP

Accoumay, M
PycKpunro

> Bckope [1. bBbeHunodhd onucan
TeopeTuvyeckue OCHOBbLI MNOCTpoOe-
HUA TaKoro KomMmnbloTepa.

Benioff P. Quantum Mechanical
Hamiltonian Models of  Turing
Machines // Journal of Statistical
Physics, 29 (3) (1982) , pp. 515 - 546.



©  KeanTtoBbIi KOMNblOTEP

Accoumay, M
PycKpunro

> 0. Oeny matemMaTu4vecku CTpPOro
chopmMmynupoBan TMOHATUE KBaH-
TOBOI0O BbIYUCIIEHUSA.

Deutsch D. Quantum theory, the
Church-Turing principle and the
universal guantum computer. Proc.
Royal Society London Ser. A400, pp.
O07-117 (1985)



@ Pusnvyeckue peanusauumm

raeme  KBAHTOBbBbIX KOMNBbHOTEPOB

» [MocTpoeHne KBaHTOBOIro KOMnbIOTEpa B
BuAae peanbHOro comsnyeckoro npunodopa
aABnsgeTca oyHaamMmeHTaribHOU 3agaveu
dounsnku XXI Beka.

» B HacToswwee BpemMs NOCTPOEHbI TONbKO
orpaHU4YeHHble ero BapuaHTbI.

» Bonpoc o0 macwtabupoBaHuu Takoro
yCTPpOUCTBa — npegmMeT MHTEHCUBHO

pa3BuBaloLlencsa oonactm —
MHO204Yacmuy4YHoU KeaHmMoeoU MexaHUKU.



@ JTanbl pa3BUTUA

e KBAHTOBOINO KOMMNbROTEpPA

» 1981 r. — npepgnoxeHa mMmoAenb KBaHTOBOro
KOMNbOTEPa W CcO34aHbl TeopeTu4vyeckue
OCHOBbI NOCTPOEHUS

» 2000 r. — KBaHTOBbIU KOMNbIOTEP U3 1 KyobuTa
» 2001 r. — KBaHTOBbIU KOMNbLIOTEP U3 2 KYyOuT
» 2003 r. — KBaHTOBbIU KOMNbLIOTEP U3 7 KyouT
» 2005 r. — KBaHTOBbIU KOMNbIOTEP U3 10 KyouT






@ KomMmnbroTepbl D-Wave

us
PycKpunro

KaHaackasa komnaHua D-Wave
Systems B cdveBpane 2007 roaa
3asiBUsia o cosgaHum obpasua
KBAaHTOBOIoO KOMNbLIOTEPA,
cocTosiliero n3 16 kyour
(yCTPOUCTBO NOSIy4YUno
HasBaHue Orion).



@ KomnbroTtepbl D-Wave

Py

B Hos1Ope 2007 ropa kKoMnaHus

D-Wave npoaeMoHCTpupoBana

paboTy obpasua 28-KyouTtHoro
KoOMnbioTepa (YCTPOUCTBO
nony4yusno HasBaHue Leda)



@ KomMmnbroTepbl D-Wave

us
PycKpunro

11 maa 2011 r. npeacraBneH
komnbiloTep D-Wave One,
co34aHHbIN Ha ba3e
128-KyObnTHOrO npoueccopa.



© KomnbroTepbl D-Wave

Accoumaums
PycKpunro

Photograph of a chip constructed by D-Wave Systems Inc.,
designed to operate as a 128-qubit
superconducting adiabatic quantum optimization processor


https://en.wikipedia.org/wiki/File:DWave_128chip.jpg

@ KomMmnbroTepbl D-Wave

us
PycKpunro

B nekabpe 2012 roana

npeacrtaBsieH HOBbLIU

npoueccop Vesuvius,

KOTOpPbIN O0ObeaAnHsAEeT
512 KyouToOB.
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Ascoumee «Rose's law»
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KBaHTOBbLIE
anropuTMbil

n
Kpuntorpadpusa



©  KeanTtoBbIi KOMNblOTEP

KsaHTOBaf «yrposa»
Kpuntorpacdum




© KBaHTOBbLIE anropuTmbl

Accoumaums
PycKpunro

» KBaHTOBbIE BbIYNCIIEHUS MO3BONSAIOT
pellaThb JIMllb HEKOTOpbIe
onpeaeneHHble NpobnemMbl, HO O4YeHb

3¢ heKTUBHO.

> DbeHHeTT: onsa nboro Krnaccu4veckoro
BbIYMCNEHUSA CcyLlecTBYeT KBaHTOBOE
TOoWn e 3¢hPpeKTUBHOCTMN.



© KBaHTOBbLIE anropuTmbl

Accoumaums
PycKpunro

> B Havane 90-x ObInIn OTKPbLITbI NepBble
MCTUHHO KBAaHTOBbIE anropuTMbil,
anropuTMbl 6e3 Krnaccu4veckux
aHarioros, KOTOpble ObINN AO0Ka3aHo
ObiCcTpee, 4eM NHOOOU KIacCU4YeCKnn
ariropuTMm.



@w KBaHTOBbIEe anropuTMmbi

PycKpunro

» Anroputm CanmoHa

» AnroputmMm 3anku — BusHepa
> Anroputm Joinya — Noxmn

» Anroputm N'poBepa

» Anroputm LUopa



© KBaHTOBbLIE anropuTmbl

Accoumay, M
PycKpunro

» Anroputm_ [poBepa (KBaHTOBbLIU
nepeodop).

Grover L.K. A fast quantum mechanical
algorithm for database search // Proc. of
28th STOC, Philadelphia PA USA, 1996.
— pp. 212-219.



@ HaxoxaeHue Knroua

‘s CUMMETPUYHOM KPUNTOCUCTEMBbI

TOTanbHbLIM NepPedbopPoOMm
Kiaaccnueckum KBaunToBbBIN
KOMIIbIOTEP KOMIIBIOTEP




ﬁ© KBaHTOBbLIE anropuTmbl

us
PycKpunro

Anroputm [poBepa

-

; _Z N
‘K‘:2n2><t|me—4 2

' space = 0(n)




» Anroputm LLlopa

Shor P.W. Polynomial-Time Algorithms
for Prime Factorization and Discrete
Logarithms on Quantum Computer, Proc.
35th Ann. Symp. on Foundations of
Computer Science, Santa Fe, NM, Nov.
20-22, 1994, IEEE Computer Society
Press, pp 124-134



© KBaHTOBbLIE anropuTmbl

Accoumay, M
PycKpunro

> ANroputm LLiopa nosBonsieT

Pa3noXuUTb HaTypanbHOEe 4UCHoOo
N Ha npocTbie MHOXUTENU 3a

nonuHomMmmanbHoe oT n = log(N)
Bpems.

n=IlogN :O(n2 logn log log n)



3agavn OUCKpPEeTHOoro

cowas  JJIOFAPUCPMUPOBAHUA U haKTOpU3aL UM

Kaaccunueckum KBaHTOBBIM
KOMIILIOTEP KOMIILIOTEP

n=IlogN

O(ecnllzlogllzn) O (n2 logn log log n)

O(ecn1/3I0g2/3n)



3agavn OUCKpPEeTHOoro

rcowas — FJOFAPUPMUPOBAHUA U haKTOpPU3aLNN

AnroputmMm KBagpaTtu4yHoro
peweTta (QNS — quadratic
number sieve)

AnNroputm pelleTta

12y~n1/2
O(eC” log n) YMCNOBOrO Nons
(GNFS — general

O(ecn1/3I092/3n) number field




3agavn OUCKpPEeTHOoro

cowavs  FJOFAPUPMUPOBaAHUA U PaKTOPU3aLIUK
KBaHTOBLIH
KOMIIBIOTEP

2 n“logn loglog n)

Anroputm LU

opa
Cnl/ZIOgl/Z ) O

O(ecn1/3I092/3n)



3aAava OUCKPETHOoro

norapuncdpmupoBaHus B rpynne EC

KBaHTOBBIM
KOMIILIOTEP

n=IlogN

O(n2 log n log log n)




@ CpaBHUTeribHas CTOUKOCTb

KPpUNTOANIrOPUTMOB U CPOKU UX
“Fckpuro nencTBus

Bits of Symmetric FFC (DSA, IFC ECC
security |key algorithms| D-H, MQV) | (RSA) | (ECDSA)

30 2TDEA. L = 1024 ~ o
nepiisl SKIPJACK, N =160 £= 0 | 5= L2 2e
112 3TDEA L=2048 \ _ o048 f=224-255
(10 2030 1) N =224
128 AES-128 L=3072 \ _ 3072 f=256-383
(mocie 2030 r.) N = 256
L = 7680 ~ ~
192 AES-192 N k=7680 f=384-511
256 AES-256 L=15360 | _ 15360 f=512+

N =512



@w KBaHTOBbIEe anropuTMmbi

PycKpunro

Pecypcbl Ana KBAaHTOBOIO peLleHus 3apav
dakTopusaumm n ECDLP
| ®akropusauun  |ECDLP K.

N YUCSIO  KBAaHT. N YMcno  KBaHT. P:Yel:1V):
KyontoB Bpems KyontoB Bpems

1024 0,54-10° mkio 700 0,5-10° 6,4-10%°
2048 4,3-10°¥y 1000 1,6-10° 3,0-10%4
4096 34-10° @y 1300 4,0-10° 9,2-1033
6114 120-10°pfsy 1500 6,0-10° 6,0-1038
30720 1,5-103gsy¥A 2800 50-10° 2,1-107/




@w KBaHTOBbIEe anropuTMmbi

PycKpunro

Pecprbl AnAd KBaHTOBOIoO peweHnsd 3aaay nNoncCkKa
KITHO4a CVIMMeTpVI‘-IHOﬁ KPpUntoCcnMCtTeMbl

4Yucrno
KyounTtoB

56
30
112
128
168
256

KBAHTOBOE

BpemMsi

2,1-108
8,6-1011
5,7-1016
1,4-101°
1,5-102%°
2,7-1038

Kinaccn4yeckoe

Bpems
7,2:1016
1,2:1024
5,2:1033
3,4-1038
3,7-10°0
1,2:1077



@w KBaHTOBbIEe anropuTMmbi

PycKpunro

» He p4ona BcAKOro anroputma
BO3MOXHO «KBaHTOBOE YCKOpe-
Hue». bonee Toro, BO3MOXXHOCTb
nofly4yeHUss KBaAaHTOBOro YycCKope-
HUA ONA NPOU3BOJSILHOIO KNnaccu-

yecKoro anroputma siBnsieTcs
bonbLlwon penKkocTbHo.



KBaHTOBas
Kpuntorpadgus

KBaHTOBOE «CnaceHue»
Kpunrorpacdpoum




@ KBaAaHTOBaa Kpuntorpagua

Accoumay, M
PycKpunro

» KBaHTOBaA Kpuntorpadgpusa 3apogunacb B
1984 rony

Bennett C.H., Brassard G. Quantum
Cryptography: Public Key Distribution and
Coin Tossing // Proc.of IEEE Int. Conf. on
Comput. Sys. and Sign. Proces.,
Bangalore, India, 1984. — pp. 175-179



@ KBaAaHTOBaa Kpuntorpagua

Accoumaums
PycKpunro

» QKD — KBaHTOBOE€ pacnpeaeneHue
Kno4veun

» QSDC — KBaHTOBas 3aLiumLieHHada npsamMas
CBAi3b

» QSC — KBaHTOBOM NOTOYHOeE WnhpoBaHue

» QS — KBaHTOBasA cteraHorpadus

» QK| — nHdpacTpyKTypa KBaHTOBbIX
Kno4veun

» QDC — KkBaHTOBas uudgpoBas nognuchb



@ KBaAaHTOBaa Kpuntorpagua

Accoumaums
PycKpunro

QKD — KBaHTOBOe€ pacnpegerneHue
Kno4vyen

» QSDC - kBaHTOBas 3awumLieHHasa npsamas
CBAi3b

» QSC — KBaHTOBOM NOTOYHOeE WnhpoBaHue

» QS — KBaHTOBasA cTeraHorpadpus

» QK| — nHdpacTpyKTypa KBaHTOBbIX
Kno4ven

» QDC — KkBaHTOBas uudgpoBas nognuchb

N




@ KBaAaHTOBaa Kpuntorpagua

L
P)"KP

» 1984 ropg, — nepBbIN anNropuTM KBaHTOBOIO
pacnpeaeneHus Knr4den BB84
(C. Bennett, G. Brassard)

» 1989 ropg — nepBas paboTaloLwiasd KBaHTOBO-
Kpuntorpadunyeckasa cxema (IBM).
PaccTtossHue — 32 cm



@ KBaAaHTOBaa Kpuntorpagua

L
P)"KP

» 1990-e roabl — anroputmbl E91 un B92,
AOCTUXXEeHNe pPacCToAsHUN B 23 KM W
ckopocTteu B eanHuubl KounTt/c,

» 2000-e rogbl — anroputmbl SARGO04,
KMB09, COW, DPS, Decoy, OocTuxeHue
pacctossHun po 100 KM M cKopocTteun B
cotHu KouT/c



Kommepuyeckue obpasubl

cuctem QKD

> 1d 3100 Clavis2, id 5100 Cerberis
(LUBenuapusn)

» Quantum Link Encryptor (ABcTpanus)

» MagiQ QPN 5505, MagiQ QPN 7505,
MagiQ QPN 8505 (CLUA)

» SQ Box (PpaHuusn)



@) Kommepuyeckmne obpasubl

K cuctem QKD

KoMmMmepuyeckasa cucrtema
ANA KBaHTOBOIO
pacnpeneneHus Krr4veu
Cerberis wBeuUapCcKow
komnanum ID Quantique.
[Mapa usnyyvartenb —
NMPUEeMHUK CTOUT OKOJIO
97 TbiC. gonn.

JanbHoOCTb ee aencTtBma He npeBbiwaeT 100 km,
xoTa uccnepoBatenu n3 ID Quantique B aKkcnepu-
MeHTax Aoounucb AanbHOCTU nepepayn 250 Km.
TeopeTnyeckuu xxe makcumym cocrtasnsiet 400 km.



C:/WORK/РусКрипто 2015/Квантовый компьютер/Квантовые компьютеры и конец безопасности   Спасаем мир словом   Официальный русский блог Лаборатории Касперского_files/quantum-cerberis.jpg

© CpaBHeHue QKD wu PKI

Accoumaums
PycKpunro

QKD PK]

TpeOyeT BbiaeneHHoro ooopy- Py G le1Ne "W e TN [7 kLI EIE ]
AOBaHUA N NIMHUN CBA3U nporpamMmMHO, oMeHb MOOUIbHa

3awWumLEHHOCTb OCHOBaHa Ha TpeOyeT yBenuyeHus OAJIVHbI
dyHAamMeHTarnbHbIX pU3nyec- KIHo4Yen ¢ pocToM NpousBoau-
KMX 3aKOHaxX U NnpuHUMnax TeNIbHOCTU KOMNbIOTEPOB

He noaBepxeHa npoonemam ¢ (o lelaafe Lo - VG E T fo]=Telye
NoCTPOeHneM KBaHTOBOIro KoMnbloTepa 6e30nacHoOCTb
KoMnbloTepa OKa)eTcsl noA yrposomn

BbiCcOKkaa CTOMMOCTb Hu3skasa ctrommocTb

TpeObyroTcs Tonbko onTUYeckue R ele clalel [Tels1 N[V I7R (7 i ELY (Y
KaHasnbl CBA3U ceTtem




@) Kommepuyeckue obpasubl

sopu cuctem QKD

» 2009-2011 roaa — nepBble NnpuMepbLI
yCnelwHbIX aTak Ha CUCTEMbI
KBAaHTOBOrO pacrnpeneneHus Knro4eun,
ucnosib3yrouwue mexHu4yecKkue
HedopabomKu KOHKPETHbIX
KOMMEep4YeCcKUx pearnmnsauummn



Kommepuyeckue obpasubl
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© Is cryptography dead?

R Daniel J. Bernstein

KsaHTOBaf «yrposa»
Kpuntorpacdum




@ CpaBHUTeribHas CTOUKOCTb

KPpUNTOANIrOPUTMOB U CPOKU UX
“Fckpuro nencTBus

Bits of Symmetric FFC (DSA, IFC ECC
security |key algorithms| D-H, MQV) | (RSA) | (ECDSA)

30 2TDEA. L = 1024 ~ o
nepiisl SKIPJACK, N =160 £= 0 | 5= L2 2e
112 3TDEA L=2048 \ _ o048 f=224-255
(10 2030 1) N =224
128 AES-128 L=3072 \ _ 3072 f=256-383
(mocie 2030 r.) N = 256
L = 7680 ~ ~
192 AES-192 N k=7680 f=384-511
256 AES-256 L=15360 | _ 15360 f=512+

N =512



@w KBaHTOBbIEe anropuTMmbi

PycKpunro

Pecypchbl ona KBaHTOBOro pelueHusa 3apad
cdakTopusaumm n ECDLP
— ®awropnsawms __JECDLP

N YUCNO  KBaHT. N YMCNo  KBaHT. P:Yel:\Y[:
KyoutoB Bpems KyoutoB Bpems

1024 0,54-10° pukie 700 0,5-10° 6,4-10%°
2048 4,3-10° gy 1000 1,6-10° 3,0-1044
4096 34-10°w¥Z8 1300 4,0-10° 9,2-10%°
6114 120-10°gAsfsy 1500 6,0-10° 6,0-10°
30720 1,510 x4 2800 50-10° 2,1-1077




© «KBaHTOBO-yCTOU4YMBbLIE»

KPUNnToasiiropuTmbli

» CylecTByeT HECKOSIbKO pa3fiM4vHbIX
TUNOB KPUMNTOCUCTEM C OTKPbITbIM
KNMOYOM, YCTOUUYMUBLIX K KBAHTOBbIM

BbIYNCITIEHUNAM.



© «KBaHTOBO-yCTOU4YMBbLIE»

KPpUNTOanropuTMbli

» Hash-based cryptography

d Merkle signature scheme (MSS)
- 1979

d Lamport-Diffie one-time signature
scheme (LD-OTS) — 1979

d Winternitz one-time signature
scheme (W-OTS) — 1989



© «KBaHTOBO-yCTOU4YMBbLIE»

KPpUNTOanropuTMbli

» Code-based cryptography
d McEliece PKC -1978

1 The Niederreiter variant of
encryption scheme — 1986

d Modifications for the trapdoor of
McEliece’s PKC



© «KBaHTOBO-yCTOU4YMBbLIE»

KPpUNTOanropuTMbli

» Lattice-based cryptography.

d NTRU Is a ring-based cryptosystem
proposed by Hoffstein, Pipher and
Silverman 1998

d The LWE-based cryptosystem
presented by Regev — 2005



© «KBaHTOBO-yCTOU4YMBbLIE»

KPpUNTOanropuTMbli

» Multivariate-quadratic-equations
cryptography.
d HFEv-=public-key-signature
system (Patarin — 1996)

d Multivariate signature (Ong,
Schnorr, Shamir — 1984)

] PKC of Diffie and Fell —1985



@ KBaHTOBbIE anropuTMbI U
s CUMMETPUYHBbIE KPUMNTOCUCTEMBDI

PycKpunro

Pecypcu AnAd KBAHTOBOIoO peweHnsd 3agaayi noncka
KITHO4a CVIMMETpVI'-IHOVI KPpUntToCcnCteMbl

4Yucrno
KyounTtoB

56
80
112
128
168
256

KBAHTOBOE

Bpems

2,1-108
8,6-101!
5,7-1016
1,4-101°
1,5-10%°
2,7-1038

KilaCcCn4yeckKoe

Bpems
7,2:1016
1,2-1024
5,2-1033
3,4:1038
3,7-10°0
1,2-1077



© a2 Apat 3, 2015

NIST Workshop
On Cybersecurity In

a Post-Quantum
World

Aol 2 — il 3, 2015




© Post-Quantum World

Accoumaums
PycKpunro

» How does the development of quantum
computers affect the security of currently
deployed public key algorithms?

» How would quantum computers affect other
services which rely on public key infrastructure?

» Are there other concerns with the existing public
key algorithms that would motivate the
development of alternative cryptosystems?

» Are there other advanced computing
technologies that could threaten the existing
cryptosystems?



© Post-Quantum World

Accoumaums
PycKpunro

» How urgent is the need for post-quantum
cryptography?
» What changes to applications and protocols

could mitigate potential interoperability
problems?

» What guidance should NIST provide with
respect to post-quantum cryptography?



© Post-Quantum World

Accoumaums
PycKpunro

» What are desirable properties of post-quantum
cryptosystems with regard to security,
performance, ease of implementation, and
Interoperability?

» What are desirable properties of post-quantum
cryptosystems with regard to particular
applications, such as encryption, digital
signatures, key exchange, and message
authentication?



© Post-Quantum

e CryptOQraphy

» What are the strengths and weaknesses of the
different post-quantum cryptosystems that have
been proposed? How can one gain confidence
In the security of these cryptosystems against
guantum and classical attacks?

» Are there ways to estimate the real-world
performance of a qguantum algorithm, without
running it on a guantum computer?

» Which of these cryptosystems are mature, and
which ones require further development?



@ [locnekBaHTOBas
e Kpuntorpadpus




