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MpoekTupoBaHUAa cuctem UHTepHeT
Beleun

= CneymannsanpoBaHHOE Ha3HaA4YeHME YCTPONCTB
s OcoBeHHOCTN YCTPONCTB

CneundunyHele yrpossl b
PecypconoTtpebneHne — npon3BoanTeNIbHOCTb — PYHKLUMOHASTIbHOCTb

ABTOHOMHOCTb — 3HepronoTpebneHune & cteneHb BCTpanBaeMocTu B
CUCTEMY BEPXHETO YPOBHS

MoOunbHOCTb

dusnyeckne xapakTepucTukm

KOMMNOHEHTHO-OPUEHTMPOBAHHAs CTPYKTypa YCTPOUCTB — BHYTP. CBSA3U
CTOMMOCTHbIE OrpaHN4YeHusd

= CroXHOCTb NPOEKTUPOBAHUS:

AHann3 n y4eTt orpaHn4yeHn yCTPOUCTB
Cnabas hopmanunsaumsa u CTpykTypusaums obnactn aHaHum b
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YcTtpoucrea cuctem UHTepHeT Beluen

|
= ABTOMOOUNU
= KoHTponb asuratens, AKI, ABC v gp.

= ABumauus

= YNpaBreHue NosieToM, CUCTEMbI JUCMETYEPCKOro
KOHTpONA 1 ap. &2

s CB43b

= KommyTaums, undpoBble pecuBepbl, MOOUIbHbIE

TeneoHbl, MapLipyTusaTopsl, |IP TenegoHus,
KIMKwn gp.

s bbiTOBas TeXHUKa
= KoHauuuoHepsl, xonogunbHuku, CBY neun v ap.

= Kommepuyeckaqa TexHuKka

= ABTOMaTU3MPOBAHHbIN KOHTPOIIb, KACCOBbLIE
annapaTbl, CUCTEMbI YrIpaBneHus 3anacamm n ap.
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[Mpouecc npoeKkTupoBaHUA CUCTEM
UHTepHeT Bellen

|
s Pornb akcriepma e 0br. Ub:

. doopmmpoBaHue Mmodernb HapyLmnTens — TpeboBaHUS
3alnTbl — LWAabNoOHbI 3aWnUTbl — 6a30Bble KOMMOHEHTHI
3awmnTbl (K3), nx peanusauunsa/mHterpaumngd

1. BO3MOXHbI€ BUAbl KOHINKTOB U aHOManui B NosiMTukax
besonacHocTn un mexagy K3

. BO3MOXHbl€ BMAbl aHOMarnui B AaHHbIX OT CEHCOPOB
CUCTEMbI — BUAbl OrPaHNYEHUI HA AAHHbIE B CUCTEME
ONsi X MPOBEPKU B MPOLIECCE MOHUTOPUHIA aHOMar N
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3agaum uccnenoBaHusA

n

3agavu:
1. BbigBneHue akcnepTHbIX 3HaHM (B3) B obnactn b cnctem UHTepHeT
BeLlewn

n B T.4.: 3HaHnA o HapywuTensax BY, K3, TpeboBaHUAX U orpaHnyeHusx,
MHJOPMaLMOHHbIX rnoTtokax (MIM), pasHOBMOHOCTAX aHOMarbHbIX JaHHbIX U 4p.

2. Ha ocHoBe 33 pa3spaboTka YacTHbIX METOAUK N MPOrpaMMHbIX
NHCTPYMEHTOB NPOEKTUPOBAHUSA N aHanm3a

OCHOBHbIE€ UCTOYHUKN D 3:

= CyuwecTtBylowme NHPoOpMaUNOHHO TENEKOMMYHUKALMOHHBIE CUCTEMBI.
STB (Technicolor), MD (Mixed-mode), TMN (Ruag)

= Hay4Ho-uccnegosartenbckne paboTbl B 061acTu

OHTOsMOrM4yeckoe npeacrasneHne 33 (Kraccbl U OTHOLLEHUSA):
= Oopmanmizaumsa 33, YTOYHEHNE CEMAHTUKM

= BxogHble gaHHble ONa aBTOMAaTU3aLU MK NPOEKTUPOBAHUSA, BEpUdUKaLmn
N NPUHATUA peLleHun 3awnTbl BY
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Mpumepbl 3KCNEePTHLIX 3HAHUMN

IIpeamer I3

Ipumepsi I3

Ilpumenenue 33

[Tpo6nemsl 3amuTel BY
(Embedded security design
challenges)

N3BecTHBIE MOJIENIA HAPYILIUTEIEH
BY

Pa6otsl B 0011.: [Ravi'04], [Kocher'04],
[Henzinger'06], [Hwang’06], [Knezevic’04],
[Eby'07],, [Burleson'12], u ap.

Mopnenu Hapymutens [Rae'03], [Grand'04],
[Abraham'91]

Meronuka Bepudukanuu
cnenupukanuii BY Ha
MIpEAMET BBISBIICHHE
MOTEHIIMAJILHLIX arak Ha BY

Nudopmarus o K3 BY,
TpeOOBaHUAX U OTPAHUYCHUSIX U
DBpUCTHUKA MOPsJIKA yUeTa

Crnenudukanus HeyHKITMOHATBHBIX U
(GYHKIIMOHATBHBIX TPEOOBaHUM

NHCTpyMEHT NpUHATUSA

perIeHnii KOMOMHUPOBAHUS
K3

HEe(PYHKIIMOHAIBHBIX TPEOOBAHUIA Konduryparop K3 BY
Tunosbie koHGIUKTHI MeXTy K3 BY | Tpu Tuna xondgnaukros K3 MeTtorka BBIABICHUS
koH(paukToB K3 BY

Nudopmarnus o cucreme u
nHpopManmoHHbix moTokax (MIT)
3HaHMS O TUIIOBBIX KOH(DIUKTOB U
aHoMasnsix UII

[IpaBuna 3anpera u paspemenus Ul sBuga
rule:=(aFlow, true/false)
aFlow := (Us, Ns, Is, Ut, Nt, It, T)

Metoarka 1 mporpaMMHbIN
WHCTPYMEHT BepuuKanuu
UNII na ocuose SPIN

Bo3MoxxHBIE BUIBI aHOMAJIUN B
JAHHBIX OT CEHCOPOB CUCTEMBI
OrpaHuydeHus CUCTEMBI JJIS
MPOBEACHUS MOHUTOPUHTA
aHoOMaJIui

CnocoOblI OCYyIIECTBICHUS TUITOBBIX
aTaK Ha CEHCOPBI

OrpanudeHus OM3HEC-TOTUKH 1IEJICBOM
CHUCTEMBI

OrpaHuydeHus, UCXOsl U3 COBOKYITHOM
CTPYKTYPbI CUCTEMBI C YUETOM MPEAbIIYILIEH
HCTOPHUHM MOKA3aHUM CEHCOopa

OrpaHuydeHus, BCIEACTBUE €CTECTBEHHBIX
TEXHUYECKHUX YCIOBUM SKCILTyaTall1
YCTPONCTB CUCTEMBI

[IporpamMmMHBIl TeHEPATOP
KOMITOHEHTOB MOHUTOPHUHI A
aHOMAaJIMK C TPOBEPKOU
HY>KHOTO Habopa
OTpaHMYECHUN Ha JAaHHBIE B
CUCTEME
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MOHI/ITOpI/IHF dHOMAJIbHbIX AdHHbIX

| MOHUTOPWHT opraHM3yeTcsa Ha OCHOBE SKCMEPTHbLIX 3HAHUIN — OrPaHNYEeHUi Ha
[aHHble B CUCTEME N OXMOAaeMbIX JENCTBUA aTaKyroLLero

Tunbl orpaHuveHnii

IIpumepsbl orpannyeHui

1. OrpanuueHusi OW3HEC-JJOTUKM KOHKPETHOW CHUCTEMBI
YMHBINH 1OM

- B COOTBETCTBUU C ICIICBBIMU TpPEOOBAHUSAMH TEMIleparypa BHYTPHU
MOMEIICHUsT YMHOTO JJoMa He JoJpkHa mpeBbimarh 30 rpamycos Llenbcus u
OBITh HUKE 5 rpajycoB

- MpeneNbHO-IOMyCTHMasl KoHIeHTpalust yrapaoro ra3a (CO) He momkHa
MIPEBHIIIATH TOPOTOBOTO 3HAYCHHUSI COOTBETCTBYIOIIMX CAHUTAPHBIX HOPM

2. OrpaHMyeHMs, UCXOAS W3 COBOKYHNHOW CTPYKTYpBI
CUCTEMBI, KaK pE3YyJIbTaT CBsS3ed MEXIy OTACIbHBIMU
Y4aCTsIMHU CUCTEMBI B IIPOLIECCE €€ UHTETPALUU

- €CJIM JBa WU ooiee CXOOHBIX CCHCOPOB ITOKA3bIBAIOT ITPHHIUIINAJIBHO
Pa3HBIC 3HAYCHUA (B IpCAITOJIOKCHUH 00 OTCYTCTBHUU IIPHUYHUH JIA TAKOI'O
OTJ'II/I‘-II/ISI), TO 3TO CHUTACTCA aHOMaHHCﬁ, U Ha OCHOBE 3TOI'O MOXXHO CACJIaTh
BbIBOJ O BO3MOXKHOM aTake Kak MHHUMYM Ha OAMH M3 O9TUX CCHCOPOB

3. Ol"paHI/I‘-ICHI/ISI, HUCXOasd U3 TCUCHUA BPCMCHU

- CCHCOP OCBCHICHHOCTH W TEPMOMETpP BHE IOMEUICHHS YMHOIO JOMa
MOKa3bIBACT 3aBEJIOMO HE KOPPEKTHBIC 3HAUCHHUS OCBCIICHHOCTH M
TEMIIepaTypsl JUJIsl JAHHOTO BPEMEHH Tofla ¢ YYeTOM reonH(OPMAIIMOHHBIX
JaHHBIX O €ro MECTOPacloJIOKeHHH (B TOM 4YHCIIE HEOKHJIAHHBIC
W3MEHEHHS/KOJICOaHHS TEMIIEPATYPHI)

4. OrpaHuyeHHs] C Y4YETOM MPEIbIAYIIEH HCTOPUH
[IOKa3aHUM ceHcopa

- CEHCOp [BIKEHUS B oduce mepecTanl BbIIAaTh CBEICHUN (WK
HEKOPPEKTHBIE CBEJCHUS) O MEPEIBUKEHNN COTPYIHUKOB B pabouee Bpems,
YTO SIBJISIETCSI BO3MOXHBIM MPU3HAKOM TOTO, YTO CEHCOp ObLI arakoBaH H
HEpabOoTOCTIOCOOEH C IEJNIBbI0 OCYIIECTBICHUS! HE3aKOHHOTO TPOHUKHOBEHHS
B JTIaJIbHEHUIIIEM

5. OFpaHI/I‘ICHI/IH, BCJIICACTBUC CCTCCTBCHHLIX
TCXHUYCCKUX YCHOBI/Iﬁ OKCILTyaTaouu  SJICKTPOHHBIX
KOMITOHEHTOB CHCTEMBI U/UIIH €€ MMOACHUCTCMBI 3alllMThI

- BeJIMYHMHA DJICKTPUUECKOTO HANPSIKEHUS, MOJJAaBAEMOT0 Ha amlapaTHbIA Pin
BCTPOEHHOTO YCTPOMCTBA HE JOJDKHO MPEBbImaTh 5 (1 3) BoJbTa

- OrpaHHYEeHHs B pe3ylbTare TeXHHUYECKH IOMYyCTUMBIX T'paHHIl 3HAYECHUI
CEHCOpa, HampuMep, TPaHUYHBIE 3HAYECHHUS TEMIEPATyphl, 3asBICHHBIC
IPOM3BOJUTEIEM TEPMHUCTOPA
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NMpoToTnUn cucrtemMbl YMHbIU AOM ONA 3a4auu
OOHapyXeHUsl aHOManbHbIX AaHHbLIX

| : - conditioning appliance

CbparmeHT CNCTEMDI E

YMHbIN OOM C
NCrMonb30BaHNEM 1
Raspberry Pi — N T

attacker __ e DT

KOHTponb <@l ° el TTTURRAES
TemnepaTypHoro  eAESEle 02020000 T pa |
pexunma nomMeLleHmns e
Sensor
¥ Smart Home
iccneaoyewmble BUAbI arak: \ =i 2
(1) dom3nyeckoe BO3OENCTBNE HA CEHCOP \
Temnepartypsl; \
(2) nogaya NOBbILLWEHHOrO HaNPSXXEHUS Ha b
NK-cBeToanon ans ero Bbixoda U3 CTPOS; >
(3) ataka Ha Ethernet-uHtepdeinc
KOHTposnnepa;
(4) aTaka Ha nporpaMMHbI KOMMNOHEHT STRTaRE
OeTekTop aHoManunm detector
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‘- 3aknr4vyeHue

= [lanbHenwasa paborTa:

» YTOYHEHMe 33 Ons KOMMOHEHTOB
NPOEKTNPOBaHUSA, BepndUuKaummn v
TECTUPOBAHUSA B YACTN MOHUTOPUHra
aHoMarnbHbIX JAaHHbIX B CUCTEME

= Pa3paboTka MHCTpyMeHTa NPOEKTUpPOBaHUS -
reHepaTopa KOMMOHEHTOB MOHUTOPUHra
aHOMarnbHbIX AAaHHbLIX B 3@aBUCUMOCTU OT
orpaHn4yeHunmn L eneBon CUCTEMBI
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