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CoBpeMeHHble cucTeMbl cbopa
n 06paboTkn 6onbLmx (MAaccoBbIX) AaHHbIX

Cucrema: aatumkun (Nosb3oBaTenu, rpaxaaHe, COTPYAHUKN
BE&IOMCTBA)
- OonepaTopbl CUCTEMbI, NPOMEXYTOYHOE 3BEHO (MOXKET
He ObITb)
- IOkl (BeAOMCTB, OpraHu3aLunn)
- NOTpebuTenu, KOHTPONEpPbl, PyKOBOAUTENN

® MaccoBbi xapakTep aatumkos 100+108

® PeanbHO AOCTUrHYTble 06bEMBLI COBMPAEMBbIX, XPaHUMBIX,
obpabaTbiBaeMbIX AaHHbIX:
ot 100 T6auT - 1 MNbant

® CkopocTu a5 NOoCTynneHns nHgopmaummn: ¢ mect (oT
aatymkoB) Ao 100 Méut/cek, ot onepaTtopoB B LIOAbI Ao
10 [éut/cek

® KoHpUrypaumnst CMHXpOHN3NPOBAHHbIX 6a3 AaHHbIX cenyac
B LIOJax co ckopocTtbio obMeHa 10 but/cek. PeanbHas
notpebHocTb B 2018 — 40 '6ut/Ccek, BMAHA NepcnekTnBea
Ha 60-100 éut/cek (Infiniband)
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Mb cuctembl, paboTatowen ¢ b/

Cuctemy B[] (Cb[1) HeobxoamMMo paccMaTpuBaTb B KOMIJIEKCE:
NCTOYHUKN, 06paboTKa, NCNONb30BaHME AaHHbIX, OLEHKa
pe3ynbTata. OgHOBpPEeMeHHO, Kaxaas 4acTtb — cBos b u
MoJenb yrpo3

® BHewwHWe cpeabl: cpeaa, U3 KOTOPOiA YepnatoT MHbopMaLmio
NATUYNKK. BHELIHME B3aMMOENCTBYIOLWNE CUCTEMBI U UX YTPO3bl

® TlocTosHHOE obHoBNeHME MO Ha BCeX YPOBHSX B CUy
N3MEHEHUS BHELLHMX YC10BMM (3aKOHOAATENLCTBO, HOBbIE
3aa41, HOBOE Xene30, uMnopTo3amMelleHne, Hoeble OC U
Cyb)

® 3n0oHaMepeHHbIN N HeMpeaHaMeEPEHHbIN (CNyYaiHbIiA)
XapaKTep BO3eNCTBUSA

Z.B. CRC — cylwecTBeHHO 3alUMLIAeT OT C/Ty4alHoro
NCKaxeHns 1 6ecnonesHo B kadectse Xelw-(hyHKUMM

®  OUEHKM PUCKOB NPU 3T0HAaMEPEHHbIX AENCTBUAX (PaKTUUYECKM
eCcTb B TpeboBaHusix PerynstopoB. OLEHKN PUCKOB Mpu
C/Ty4aHOM CTEYEHUM HEraTUBHbIX OBCTOATENLCTB TPEOYIOT
aHanM3a 1 NPOHMKHOBEHNS B BU3HEC-NPOLIECChl U HE MOTyT
ONMpaTbCsl Ha YHMBEPCAsibHblE MOAENN YIrPO3



®* Tpwuapa: KoHpunaeHUnanbHOCTb, LlenocTHOCTS,
[OCTYyrnHOCTb, A0/MKHa ObITb aAanTUPOBaHa, Kak K
camon CB/l, Tak 1 K BHELLHMM CpeAaM

® Bcerga B Cb/l (KpoMe TeXHONIOrM4yeckux, rae min-
KOMMepYecKast TanHa) UMEIOTCS NEPCOHasIbHbIE
aaHHble (IM4). bonbwne n maccosble Cb/ TpebytoT
aewesoro KC-3, kak MMHMMyM. CnegoBaTtesibHo,
HYy>XHa LlenocTHOCTb Bcero MO, Bknto4vas
NPUKIaAHOE, MOCTOSIHHO KOPPEKTUPYeEMoe

® [lpnMeHeHuto cepTUPULMPOBAHHBIX
(KBanM@UUMPOBAHHLIX T. €. CePTUPUNLMPOBAHHbIX)
CPeACTB KPMNTO3aLLMTbl aflbTEPHATMBbLI HE BUAHO.
VIckntoueHns no 3aKOoHy

Z.B. HanorosbI kKoaeKkc
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® 3awmuTta KaHasnoB nepefayun: caMas pa3paboTaHHas
3afa4va. [Ansa KoHduaeHUManbHoM MHOPMaLMM MOXKHO
NPUMEHUTb «KBaNndULMpoBaHHbIN» SSL, HO ero
peasibHO HEeT A1 MacCOBbIX AATYMKOB
(MynbTMONEpaLMOHHOCTb, My/IbTUOPAYy3€pPHOCTD).
MOXET /i1 06bIYHbIV FPaXXaAaHWH BbIMONHUTbL BCE
YCNOBUS «KBANMMOUUNPOBAHHOCTN» KPUNTOCPEACTB W,
CnenoBaTesibHO, NOSTYYUTb aBTOMaTUYECKYIO
IOPUANYECKYIO 3HAUMMOCTb AAHHbIX?

* [pobnema «MaccoBoro», HeKBanMMOULMPOBAHHOIO
[NaTyMKa B ero ciabon ropruanyeCcKon 3alumTe.
[JOCTaTOYHO TOMbKO CEPTUDULIMPOBAHHOrO,
0bHOBNSIEMOro LWIMMPOBaHMS B NPUKIAAHOM 3ada4ve?

® 3awwmTta coeanHenus LUOJos Tpebyer:
a) WndpoBaHns Ha YpoBHe L2, 4Tobbl NakeTbl He
nepecTaBnsANCh NPy CUHXPOHM3aLUMKN 6a3 AaHHbIX;
6) min 3aaepxkun, He 6onee Ha 0,1 - 0,5 mMcC




KoHpunaeHumanbHOCTb 3 (CNOXHas)

wwwwwwww

® KoHdpunaeHuManbHOCTb MeToa0B 06paboTKM AaHHbIX.
YT0 e oHU B LleHTpe XOTAT BblIOBUTL? B OCHOBHOM
HY>XHO HaUTU W BbINPaBUTb NPeAHaMepPEHHOE
NCKaXXEHMEe AaHHbIX

Z.B. B ®HC - yt0 XoTaT n3BectHo (Hanorosbin
Koaekc), a kak — koHduaeHumanobHo. B MN®, EFTAUC,
Mapkuposka, ®TC aHanorn4yHo

® KoHpunaeHUManbHOCTb anropnTtMoB 06paboTku
OaHHbIX nHoraa otcytcreyet (EMIY,CM3B,00/1), Ho
Tpebyetcs 3awmTa N4 ot HC ecnn aaHHbIe
pacLLIN@pPOBLIBAIOTCA B LIEHTPE NN Y
NPOMEXYTOYHOIro 3BeHa

® Cnocobbl cbopa n xapakTep AaHHbIX OT AAaTYMKOB
MOIyT MHOrO CKa3aTb O Uenu u metoae ob6paboTku.
Kak CKpbITb A€Tann anroputMoB B TOM YuKC/E OT
naTymkoB? CripsaTaTb UIOJIKY B CTOre CeHa



KoHdpunaeHumanbHoCcTb 4 (CNoXHas)
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® OcHoBHOM MeToA 3awmTbl oT HCA: — aAByxdakTopHas
ayTeHTUdunKauunsa n nbslie cepTUdULMpoBaHHbIE
cpeactea B LIO[dax; - pa3rpaHM4YeHme NoSIHOMOYNI
OaT4YMKOB, NPOMEXYTOYHbIX 3BEHLEB U
obpaboTunkos, T.e. 3aMk1 U FW, MOHUTOPUHTI n
anocrepuopHas 3aluTa ¢ SIEM

Z.B. 021 — 0TYETHOCTb He pacln@pPOBLIBAET, a
TONLKO NoATBepXXaaeT nonydeHune, a O/
paclun@poBbIBAET U AO/HKEH UMETb aTTeCcTaumto,
min, no 3 knaccy 3awmuTsbl M/

® PasrpaHu4yeHne AocTyna Mexay pasMyHbIMU
BeaoMCTBaMm K pecypcaM LIOlo.. NapaHTun u
KOHTPOsIb 3a AenucTBuaMU. Cenyac 3TO Ha YPOBHE
offline, Tpebyetca cMelaHHbIM pexuM ¢ online 1
Java, pna KC-3,npu nepnoanyeckoun, yaaneHHom
KoppekTtuposke 10
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LlenocTHOCTL 1
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KTO HapywmTenb 1 rae? MaccoBbIn AaTUYMK
HapyLwwmnTenb 1 yrposa. lNpuHyantenbHas
HenoctHocTb: KKT, OtyeTHoCcTb, ACK HAOC-2, TAC
«Bbl6opbI>», AaHHbIE 0 npou3BoacTBax (EMFANC,
MapknpoBska, [1naToH)

® LlenocTHoCTb 1 topnanyeckada 3HaymMocTb Il 310
pa3Hble CBOMCTBA. Hem3aMeHHOCTb 6110Ka AaHHbIX U
ero aBToOpCTBO (C rapaHTUPYEMON HEOTKA3yEMOCTbIO).
[MpobnemMa B pyKONMCHOW AOBEPEHHOCTM

®  Oukcauusa BpeMeHW NOCTyNNeHns AaHHbIX. EanMHas
Cnyx6a noBepeHHOro BpemeHu. Pa3Hblie Buabl 1.
Bpar - BHyTPEHHUW N BHELLHWUW HAPYLUUTENb

® [10CTOBEPHOCTb, KaK pa3HOBUAHOCTb LIe/TIOCTHOCTMW.
BbisBNeHne npeaHaMepeHHoro BpaHbs. PopMaTHbIN
KOHTPO/Ib. [lepeKpecTHble TeCTbl



LlenoCTHOCTb 2
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LlenocTtHocTb cncteMsl 06paboTku (M0O), CBSA3b C MONUCKOM
HAB v 3awmTton ot HC/. JJoBepeHHOCTb Java — MalluHbI C
pa3HbiMK OC. lNprMeHeHMe PM nonepeMeHHO B peXxnme
online n offline

® YpaneHHas ayTeHTUMbMKaUMa AaTyMKa pellaemMas
npobnema nNpy COOTBETCTBYIOLLEN OPraHM3aLUN Hay4yHo-
TEXHUYECKUX paboT pa3nnyHbIX UCMONHUTENEN

® (ObecneyeHne «oTHOCUMTENBbHOW» LienocTHocTh MO B
YCNOBUSIX TEKYLLIEro NOCTOSHHOIO U3MEHEHNS
(coBeplleHCTBOBaHMS). be3onacHbln pernameHT
o6bHOBNEHUWN. YaaneHHbin pa3paboTumk n ero PM

® bnok4yenH BHe 3akoHa! ®opMupoBaHue 6n10Ka - CnoLHas
KpunTorpadpus, - Xew, 3I1, SSL T.e. npumeHseTcs
NOCTOBEPHbBIN, MACCOBbIN, KBaTM(MULIMPOBAHHbIN
KpunTopoBanaep, a ero HeT B Poccun. CneaoBaTtesibHO, 3TO
YacTHasi, KOpnopaTuBHasa ceTb. KakoBa yCTOMUYMBOCTb NpU
KOMMpOMeTaLumMm 4actu ceTu?
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[JOCTYMHOCTb

[MopTan [ocycnyr 3TO NepeknyaTesib UM COBOKYMHOCTb
cepBMCcoB? PaBHOAOCTYMHOCTb CEPBUCOB pa3HbiX BEAOMCTB AN
AaT4YMKOB

® 3awuTa OT KOMMbITEPHbIX aTaK PaKTUYEeCKNU anocTepnopHo-
anpuopHaga 3awuuTa. JaTtumnku 3axeayeHbl Bparamm. Kakosa
3allnTa onepaTUBHbLIX MaCCOBbIX KPUTUYECKUX CUCTEM Ha

MaCCOBOM CErMeHTe

Ckonbko n kakmne O HyxHbI? TUEP — 2310
KaTOCTPOMOYyCTONUYNBOCTb, @ HE AOCTYMHOCTb. Hy>XXHbI
TpeboBaHus 1Mo paboTocnocobHOCTM U AOCTYMHOCTU CUCTEM
MO aHaNorMm ¢ CUCTEMaMMN KPUTUYECKUX TEXHONOTMNI

® 3awuiLeHHas AOCTYNHOCTb AN KOHTPONS COCTOSIHUSA AaTYMKOB
1 3allMLLEHHblE MOBUNbHBIE paboune MecTa KOHTPOJIEPOB.
3alMLLEHHBIN MOHUTOPWHI MAcChl AaTYMKOB

® BO3MOXHOCTb MPUMEHEHNS @aHANTMTUYECKNX TEXHONOMMM
JIMYHBIM COCTaBOM 6e3 crneunasnbHOro, A0NOSHUTENBHOIO
06pa3oBaHus. «[pocTon» No BOCMPUATUIO pe3ynbTaToB SIEM
C peKoMeHaaumnsaMm no onepaTMBHbLIM METO4aM pearnpoBaHus
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[lpurnawaemMm NpUHATbL ydyacTue
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BBICLLIAS LIIKOAA DKOHOMMKM
HAUMOHANBbHBLIN MCCNEQOBATENbCKUNA YHUBEPCUTET
Marucrtepckasa nporpamma «Ynpasnenue Nb»

NpUrnawaeT Ha

V MexxayHapoAHYH Hay4YHO-MPaKTUYeCKYy0 KOHepeHLUIo
«YnpaBneHne nHpopMaLMOHHOM 6e30MacHOCTbIO B
COBpPEMEHHOM 0bLlecTBE»

30 maa — 1 nioHa 2017 roaa
BbiclLas LWKoMa 3KOHOMUKU
MockBa, yn. KnpnunyHas, 4.33

Perncrpaums Ha cante
https://bm.hse.ru/bi/isconf2017/

Mo Bonpocy yyactusi obpalanTech K
EnvHy Bnagummnpy Muxannosuuy
2l velin@hse.ru
Ten. 8 926 174 41 46
8 926 774 41 46



abaranov@hse.ru
pbaranov@hse.ru
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