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Pa3zHOCMHbIe COOMHOWeHUSs

F:V, >V, V,=GFQ)"
PaznoctHOe cooTHOmenue (differential): (a, b) eV, xV,,,

1
pib =2—N-‘{xe Vy | F(x+a)+ F(x) :b}‘,
CoBOKyIHOE pa3HOCTHOE cooTHOLIEHUE (aggregated differential):
(A, By VyxV,,, 0¢A,

piB =P{F(x)+ F(x")e B/x+x" e 4},
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Pasznunuurtenb

G:V,, — V., —noacranoska, runoressl H,, H,.
H: G=,;

H: G — cy4aiiHas MOACTaHOBKA.

Penrenre npuHUMaeTcs 10 U3BECTHOMY Ha0Opy map
{(xa )’) | X € V649 y — G(X)} — {(Xl-, yz) | Z — 19 A T}, T — 264-
CraTucTHKA;

16D <i< T, )

3ametuM, yto eciu 0 ¢ A, 1o

‘{(i,j)|1£i<j£T,xl.+xjEA}‘z‘A‘-T/Z



Hanomuum: 0 ¢ A, 0 ¢ B.
Mycts (i, ) ~ U({(z', NIN<i<j<T,x+x; € A})

G- P{y,+y, € B|H,}=|B|/(T-1)
cllyuyanHas
MOJICTAHOBKA: Epj,B =P, = ‘BV(T -1
T |Bl |4-|B] T
E":%:‘A"iT‘—‘l:‘ ‘2‘ "T—l
G=0,: Pj,B =P = Pj)fB
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n>n, < (T-1)p >|B|

C e N, — mapamerp; H :n>C;
H,: n<C.

I1omoxuMm \A\'T/2=u/pl :V/po-

Al-T/2 | )
P{n:k/Hl}:U ‘k/ j,plk.(l_pl)AT/Zk ,U_ o ‘u,

e
' AlT/2- g
P{n:k/HO}:UA\ T/zj,pg,(1 oA Y

k 769

k

C
_ v N
k=0 k>C "™+



CJI0’)KHOCTB aTaKy Ha KJI04 (ITPU YCIIOBHUH, YTO ‘A‘ HEBEJIMKO)

:232(T+2).i+2256. . l—i
< 16 P 16

O6BeM mamsitit 5-27° 6ur.

1 napyrue atakd aBTOPOB, Pa3BHUBAIOIIME HJCHO 0a30BOM

aTakKu, U ABJIAIOIMMECS «0o0jee 3(pHEKTUBHBIMIY», YEM 3TA aTaKa.



OOOCHOBaHME aBTOpPAMHM  XapPaKTEPUCTHUK  KOHKPETHBIX
peanu3aluy JaHHOM aTaKu SBJISAETCA HECTPOTUM U COACPIKUT PA

HETOUYHOCTECH.

=06

A

[80000000, 000000007, B =[00000100, 806002007



ABTODBI:

Heo0OocHOBaHHBIE Pacuér
OIICHKH BEJINYUHBI »| XapakTepPHUCTHUK
p?% aTaKku
Hano:
OOOCHOBAHHBIE Pacuér
OIICHKH BEJINYUHBI »| XapaKTePHUCTHK
pj)% aTaKu
F,, — IOACTaHOBKA, 3aJaBaeMasl 7-payHIOBBIM  aJITOPHUTMOM

['OCT 28147-89, B KOTOpOM payHAOBBIC KIHOYHU BBEIOMPAIOTCS

HE3aBUCUMO, CIIy4allHO U PaBHOBEPOSITHO (MapKoBCKas MOJIEIIb)




®akr 7.1 [1]. Tlycte mapa OTKPBITBIX TEKCTOB X, X €V,

BBIOMPACTCS CIy4YallHbIM 00pa3oM TakK, 4To

x+x"=a= (80000000, 00000000),

a X HWMEET PABHOMEPHOE pAaCOpElICICHUE BEPOSATHOCTEM Ha

mHOXkecTBe V,. Torma ycpenHéHHas 1O BCEBO3MOXHBIM KIHOYaM

BEPOSTHOCTh coObITHs F,o(X)+ F, (Xx") € B He MeHblIe BEIUYHHBI,

paBHOI NPUOIU3UTENBHO p; =2 7.



3aMeuanue 1
HeBepHO BBIYHMCIEHO 3HAYECHHE YCPEIHEHHOM BEPOSITHOCTH.

A WMEHHO, YCpeIHEHHas BEPOSATHOCTL P, BBIIOJHEHUSA
Pa3HOCTHOTO COOTHOIIIEHUS

F

80000000, 0] = [00000100, 806002007,
rae cpeanee Oepércs no BceM noacranoskam F iV, — V,,, paBHa
31/2%,

TOTJIa KaK y aBTOpoOB (cM. [1], ¢. 223) —

p,=2""=32/2%



3aMeuaHnue 2

HeBepHo chopMyIMpoBaHO YCI0BHE NPUHATHS TUNoTe3bl .

63
YTBep)KIaeTcs, YTO Cpead BCeX 2~ HEYMOPSJAOYCHHBIX IIap
/
{x 9 X } - V649

x+x =a,
4
IPUOIN3UTEIIBHO I 2 1ap OyACT BBIMOJHEHO BKIIOUYCHUE
F(x)+F(x')e B
B cmydae, korma f:V,, —>V,, — caydaiiHas DOACTaHOBKA H

4 | A5
IPUOIU3UTEILHO IS 2~ + 2° map OyIeT BBIIIOJHCHO BKIIIOUCHHUE

Fo(x) + Fy (x) € B. (*)



IlocneaHee 0OBICHACTCS TEM, UTO OYATO ObI 32 CUET BBHIIOJHEHUS

F
20 4 .
A= B x umerommmMcs 2" mapaM (ITOTydaroIuMcs, SKOOBI, 3a CUET

TOr0, 4YTO OTOOpaXKCHHUE on o0naa€T CBOMCTBAMH CIIy4alHOU
. 5
MOJICTAaHOBKM) pAoOapmseTcs emé 2° map. JlaHHoe paccykIeHHue
4 | A5
omnOouHo. Beimonuenne BkmroueHus (*) mas 27 +2° map {x, x'},
r __~-58 -59
X+ X =a, o3Hadaer, uto p, =2 ~ +2 . OnHaKo, B COOTBETCTBHH C
. 4
(akrom 7.1 ycpeanénHast BeposTHOCTb coObITHS [, (x) + F, (x') € B

58
HE MeHee 2 ~°, ClIeJOBaTelbHO, MOXKHO JIMIIb YTBEPXKIaTh, UYTO

5
BKIIOUeHHE (*) JOKHO OBITH BBIIOJHEHO HE MEHEE YeM IS 2~ map

4 /
{x, x'} ¢ pa3HOCTBIO X+ X =a.



Vuac|d|=1, py =27, p,=31.27"
Monoxum T/2=v/p, = 1/ p,, otkyna p=32,v =15,5.

/
I[Tycts 1 — umcno Beex map {x, x } < Vy,, 4151 KOTOPBIX

F(x)+F(x')e B,

u C € N — nmapameTp KpuTepusi.

['unoresa H , npunumaercs, ecmu ) < C,

a runote3a [, npuanMaetcs, ecimm 1 > C.



3ameuyanue 3
HeBepHO OlleHEHA BEPOSATHOCTH OIIMOKHA BTOPOIro poja.

B pa6ote [1] mpuBeeHbI CASIYIOIINE 3HAYCHHUS:

=27 a=0,5.

HGHOCpeI[CTBeHHBIMI/I KC BBIYHNCJICHUAMMU IMOJIYyYacM, qTo

3HaueHue o, Hambojee Oim3koe k 1/2, momydaercs npu C =31, u B

3TOM CJIy4ae

a~0,48, B~1,6-107".



3aMeTHUM, TpaBaa, YTO Ha HTOrNOBYIO TPYAOEMKOCTh aTaKH,

3 2256

OLICHMBACMYIO0 BCIIMUYUHOU — onepanuil 3amudposanus ['OCT,

ImocjaegHee 3aMedaHue He BimAeT. JlanHas oOIeHKa oOcTaércs

CIIpaBeJIMBOM, €CIIM TOJIbKO MMEET MECTO HEpaBeHCTBO p, =2 .

58
Bmecte ¢ TeM, ucnonb3dyeMoe Ui p, 3HaueHHe 2 T, HECMOTps Ha

UMEIOIMECS «OOOCHOBaHMSDY, CIEAYET MPU3HATH B3SITBIM  «C
notoJika». [Ipu 3ToM He mpeacTaBIsIeTCs] BO3MOKHBIM HU 00OOCHOBATH

PaBUIIBHOCTH 3TOr0 BBIOOPA, HU OMPOBEPTHYTH €TO.



3Ha4YeHUsd OCHOBHON XapaKTEPUCTUKU p; Pa3HOCTHOIO METOJa B

padorax H. Kyprya BbIOMparOTCA HCXOAST W3  HEKOTOPBIX
HEJIOKa3aHHbIX  (akToB. B  »3ThMX  «pakrtax»  yKa3bIBaAKOTCS
YCPEIHEHHBIE OLEHKM BEPOATHOCTEM BBINIOJHEHUS COBOKYITHBIX
Pa3HOCTHBIX cooTHOUIeHUM Wit anroputMa ['OCT ¢ yMEHbIIEHHBIM
quciioM payHaoB. Kak CBsi3aHbl 5TH YCPEIHEHHBIC OIIEHKHA CO

3HAYCHUEM p);, BOOOLIEC TOBOPs, HEACHO.

Kpome TOro, mnpHUBOAUMBIC OIIEHKHM HE COIMPOBOXKIAIOTCA
KOHKPETHBIMH CBEJICHHMSIMA O TOM Habope (WiIm Habopax)

OJyOaMTOBBIX MOJACTAHOBOK, I KOTOPBIX OHU CIIPABEJIVBEI.



K  HaummeHee  OOOCHOBAaHHBIM  OTHOCSTCS  PpE3YJbTaThl
IKCIICPUMEHTAIILHOW MPOBEPKU cojiepxkamuxcs B paborax H. Kyprya

OLICHOK OCHOBHOW XapaKTEpUCTUKU p, IUPGEpEeHUUAIBHON aTaKu.

DTO TaK Ha3bIBAEMbBIE TCOPETHUYECKHUE «(PAKTHI», B YACTHOCTH, (HaKT
7.1. Pe3ynpTaThl SKCIIEPUMEHTAIBHON MPOBEPKU HEKOTOPBIX M3 ITUX
(akToB mokazainu cienyromee. s anroputma 'OCT 28147-89 c
MoJiyOalTOBBIMM  MOJCTAaHOBKAMH M3 CTaHJapTa Xell-(PyHKIUH
['OCT P 34.11-94 un nony0alTOBBIMU IIOJACTAaHOBKAMH W3 CTaHIapTa
onmouynoro mudpoBanus ['OCT P 34.12-2015 nonydyeHHbIE HaMHu

OCHKM HC IIOATBCPKIAKOT OLCHKH BCpOHTHOCTCﬁ BBIITOJIHCHM A
F

r

Pa3HOCTHBIX COOTHOLIEHU A => B, paccMOTpeHHBIX B pabdoTax

H. Kyprya. OineHkn u3  pacCMOTPEHHBIX  padOT  SBISIOTCS

CyYmCCTBCHHO 3d4BbIINICHHBIMM.



Takum o00Opa3oM, OIleHHMBAs XapaKTEPUCTHUKU MpeJjiaracMbIX
midepeHIMaIbHBIX aTak B paMKax MapKOBCKOHW MOJIENH, aBTOP
3aBBIIIACT BO3MOKHOCTH paccMaTpUBaeMoOro BapuaHTa

mp@epeHIMaIbHOrO0  METOJa IMPUMEHUTEIBHO K  allTOPUTMY

onounoro mudpoBanus 'OCT 28147-89.



BbieoObl

B paccMOTpeHHOM 1MKIE€ padOT COAEpKATCI HHTEPECHBIE

OOJXOJIbl K TMOCTPOCHHMIO aTaK Ha KJY aJIropuTMa Mu@poBaHU

['OCT 28147-89 muddepeHMaabHbBIM METOJIOM, B YHCJIE KOTOPBIX

UCIIOJIb30BAaHUE

1) 0000MEHHBIX PA3HOCTHBIX COOTHOIICHWM HOBOIO THIIA,
HA3BAHHBIX COBOKYITHBIMU PA3HOCTHBIMU COOTHOIICHUSIMU;

2) WCIOJIb30BAHUE «PA3TUUMUTEISD JId CPEJHEH 4acTH OJIOYHOTO
npeoOpazoBanusi I OCT — cTaTUCTHYECKOTO KPUTEPHUS, C HOMOIIBIO
KOTOPOTO IIOACTAaHOBKY, 3aaaBaeMyro 20 CpegHUMHM payHIaMH
aNropuT™Ma 3almu@poBaHUS, MOXKHO «OTJIHMYMTB» OT CIy4alHOU

MOACTAaHOBKU HA MHOXKECTBE V.



OCHOBHBIMH HEJOCTATKAMHU MPEUIATAEMBIX NOJIXOJA0B SIBIASIOTCS:

1) HEOOXOAUMOCTh HATMYHS TTOJTHOW KOJOBOW KHUTH MIU(Ppa;

2) TMOAYYEHHUE OLICHOK XAPAKTEPHUCTUK KPUNTOrpaPUUECKUX aTak
Ha OCHOBE MAapKOBCKOW MOJIEIM, B pPaMKaxX KOTOPOHM OCHOBHBIM
[apamMeTpoM METOJa SBJIAECTCA YCPEIHEHHAas OIEHKa Pa3HOCTHOU
XapaKTEPUCTUKU OJIOUHOTO MPEOOPa30BAHUS IO BCEMY MHOMXECTBY
KJIFOUEH, MPUYEM CUHUTAECTCS, YTO PAYHIOBBIE KIFOUM BBIOMPAIOTCS
HE3aBUCHUMO, CJIYYANHO U PABHOBEPOSTHO;

3) Hony4yeHHE OIIEHOK OCHOBHOM XapaKTEPUCTUKH METOJA —
BEPOSITHOCTH BBITIOJIHEHUSI TJI00AJIBHOIO COBOKYITHOTO Pa3HOCTHOTO
COOTHOIIICHUSA — IIYTEM IEPEMHOXKEHUS ONPEACIIEHHBIX YCPEIAHECHUM
OMIIUPUUYECKUX OLIEHOK BEPOATHOCTEN BBIMOJHEHUS HEKOTOPBIX
COOBITHII, HE SBJSIONIMXCS, BOOOIIE TOBOpS, HE3aBUCUMbBIMU;
OTCYTCTBUE [HAaHHBIX O IPAKTUYECKUX MPOBEPKAX IPABOMEPHOCTH
OJIOOHBIX TTEPEMHOKECHHUM.

4) 3aBBINICHWE B TMOJB3Y METOJA PAda OIEHOK KpPHIITO-
rpaUUeCKuX XapaKTEPUCTHK.




IIpenyo:keHHbIE B PacCMOTPEHHBbIX pabdorax
aMpdepeHMAIbHbIE AaTaKH HAa  AJTOPUTM  OJIOYHOIO
mudposanusa 'OCT 28147-89 npeacraBisgoT HECOMHEHHBIH
TEOPETHUYECKHIT HMHTEpPeC, OJHAKO HAa MNPAKTUHYECKYI0
crokocTtb ajgroputma I'OCT 28147-89 u, B 4acTHOCTH,

aJropurMa 0Ji04Horo mudpoBanust «MarmMa» U3 craHaapra

I'OCT P 34.12-2015, He BIUAIOT.



