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CopepxaHue

* B yem npobnema?

« P3-242 n HeyeEMHOE XenaHune perynsatopa 3anpeTuTb Bce
* YT0 Takoe obesnnunsaHmne?

» Kak peanni3oBaTtb 0be3nnynBaHue?

* MoxeT nu wmndpoBaHue ObITb METOAOM 00e31In4YnBaHnNSA?
* YTO Ha 3Ty TeMy AymaroT B Mmpe?

* [10/1KHO 1N ObITb WINdpoBaHue cepTudnNUMpPOBaHHLIM?
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B yem npobnema?

 [lokynaete Ha Amazon  [Nonb3yetecb Amazon AWS,

» MoceLuaete EuroCrypt Google.Docs

* Vicnonbayete Gmail * imeeTe goyvepHMe npeanpuatTns 3a

* flBNsieTech Nonb3oBaTenem npefenamu PO, B ToM Yncrie B
Facebook EASC

- Vicnonbayete WhatsUp * [lpumeHseTe obLenoCTyNHbIE

cepBuckl Web-ayteHTndmnkaumnm
 [lpoBOgnTE KOH(PEPEHLMIO B
Benopyccuu

[TpnmensieTe iCloud
« ApeHayeTe aBToMObUNN B Hertz

atfrar]n,
CISCO



UTo 13 atoro cnenyet?

* Peanusaunsa nonoxeHun ®3-242 «o 3anperte
XpaHeHuda [NH poccusaH 3a rpaHnuen»

» basbl [10H, B KOTOPbLIX NPOMCXOANT NepBUYHaA pernctpaumnd
n aktyanusaumua lNAH poccusaH, OomKHbl HAXoaAUTCA Ha
Tepputopumn

« XOT4A CroBa «TOMbKO» B 3aKOHE HEeT, Mo CyTU BBOOUTCA 3anpeT
XpaHeHuna 3a npegenamm PO

* HakasaHue 3a HapyLleHune
 BbiBeneHne PKH 13 nog gencreugd
25433
« BeTtynun B cuny ¢ 1 ceHtabps 2015 roga

* [lepBble HapyLUUTENN YyKe 3abroKNPOBaHbI

« PearnbHble HapyLumMTenu, He3akoOHHO pacnpocTpaHsoLne
[MOH c 3apybexXHbIX cantoB

atfrar]n,
CISCO



PasbacHeHne PockoMHaa3opa: YTo Takoe

0asa gaHHbIX?

 ba3a gaHHbIX - 9TO
YNopsaaovYeEHHbIM MacCUB AaHHbIX,
He3aBUCUMbIX OT BMAA
MaTepuarnbHOro HocuUTens
MHdopmMaLnm N NCNOSib3yeMbIX
cpeacTB ero obpaboTkm (apxmBbil,
KapTOTEKWU, 3NEKTPOHHbIE Ba3bl
OAHHbIX)

e Tabnuubl B Excel, Word

l'l.l'l'l
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1. Ilo Bonpocy 0 HEOGXOANMOCTH yTOYHEHHMS TIOHATHA «6a3bl AAHHBIXY NPUMEHHUTENBHO K
3akoHy Ne 242-D3 BBuY upe3MepHO LWIMPOKOro ONpEACNICHHUs JAHHOTO MOHATHA, COAEPIKALUMUXCA B
cr. 1260 I'K P® unu 'OCT P 20886-85, nonaraem Bo3MOXHBIM cOOGLIHTS cieayouuee,

Hecmotps Ha 1o, uto POCKOMHAZ30p He MMeeT MpMHLMMHANBHBIX BO3paXKEHHI B 4acTH
AononHeHus DefepaNbHOro 3aKOHa O MEPCOHANBHBIX AAHHBIX COMEPKAHMEM TOHATHA «Oasa
JIQHHBIX»,  MoJlaraeM, YTO  YTBEPXKAECHME O HEONpPEAE/NEHHOCTH JaHHOTMO MOHATHS W
HEBLINONHUMOCTH TpebGosanns 3akoHa 242-D3 B yacTH HaNpaBneHUs B YNOTHOMOYEHHBIi oprat
YBEAOMJICHHA O MECTE HAXOXKACHHA Ga3bl J]AHHBIX YPE3MEPHO NPEYBENHYECHO.

HeficTBUTENbHO, B POCCHICKOM 3aKOHOAATENBCTBE ONPEAENCHO MHOXKECTBO MOHATHH 6as
AanHbIX (He Tonbko B 'K PO u TOCT P 20886-85), Tem He MeHee, BCe OHM CBOAATCS K LWHPOKOMY
MOHUMAHHIO AaHHOro TepmuHa. Bostee Toro, cornacHo MojenbHOMY 3aKOHY O MEPCOHANBHBIX
NaHHbIX, npuHsToMy B 1. Canxr-IlerepGypre 16.10.1999 ITocraHoBnennem 14-19 na 14-om
MJicHapHOM 3acefann Mexnapnamentckoit Accambiien rocyaapers-yuactiukos CHIY, «6asza
NEPCOHANIBHBIX AHHBIX» = 3TO YNOPAAOUEHHBIH MACCUB MEPCOHANBHBIX JaHHBIX, HE3aBUCHMBIH OT
BMJA MATEPHaIbHOrO HOCHTENS HHPOPMALMM H HCTIONB3YeMBIX CPEACTB ero o6paboTku (apXmusbi,
KapToTeKH, 2/1eKTpoHHbIe 6a3bl AaHHbIX). Tak, 6a30i JaHHBIX MOXKHO c4MTaTh TaGauuy B GopmaTe
Excel, word, B koTopoit cozepxurcss MHGOPMALKs O MEPCOHANbHBIX AAHHBIX TPAXKIAH MK HHBIM
06pa3oM ynopso4eHHbI MaCCHB MEPCOHANBHBIX JaHHBIX, B TOM YMC/E NOAAIOWMIiCS o6paboTke
npu nomoun IBM. Takoe nonumanue Gasbl JaHHBIX NO3BOJAET PacnpoOCTPaHUTH TpeGoBaHHA
3aKOHOJIATE/ILCTBA O MEPCOHANBHBIX JAHHBIX Ha BCE MaTepHalbl, COACPXKALUME MEPCOHAbHbIE
JaHHbIC, BHE 3aBMCHMOCTH OT TOro, Kakum 0OpazoM OHM CKOMIMOHOBaHBI M KakoMm (opmare
06pabareiBaioTes GYMaKHOM HIIH FNEKTPOHHOM.

B Hactoswee BpeMs npu NpoOBENEHHM MPOBEPOYHBIX MEPONPHUATHI  OMEPaTOpoB
MepcoHaNbHbIX  JAaHHbIX  POCKOMHAn3op  npuiaepxupaercs MOHMMaHuMsA  TepMuHa  «6asa
NEPCOHaNbHBIX JIAHHBIX» B COOTBETCTBUM C MOHATHEM, yKazaHHBIM B MojenbHOM 3aKoHe O
NEepPCOHaNbHBIX JaHHBIX.

k




PasbacHeHne PockoMHaa3opa: 3anpetr
3epkan u rpaxgaHcteo [1H

Jloruueckuit npouecc, cazaHHbIi ¢ popMUpOBaHHEM M ax‘ryanmauv;e.ﬁ Gasbl NaHHBIX, HE
MO3BOJIAET OCYLWIECTBAATE OTAE/NbHBIE NMPOLEAYPB! yKa3aHHbIE B PacCMATPUBAEMON HOPME, B TOM
YHC/IC «XpaHEHWE TMEPCOHANbHBIX NaHHBIX» B 0a3aX AaHHBIX HA TEPPUTOPUH MHOCTPAHHOTO
roCyAapcTBa He Hapylwas rnpv ToM HOpMbl 3akoHa 242-D3.

Tak, xaxapii cayyaid, B koTopom npu cBope AaHHBIX OyAeT OCYLIECTBAATHCA
OAHOBPEMEHHOE XpaHeHHe 6asbl AaHHBIX Ha TeppuTOpun POCCHM M MHOCTPaHHOrO rocyaapcTsa
Oyner sBasThes Hapywenuem 3akona 242-D3, Mocko/bKy oneparop npH cbope nepcoHanbHBIX
AAHHBIX JIOMYCTHT UX XpaHeHHe B 0ase AaHHBIX 3a npesenamu Poccuu. B ToMm yucne nocne cGopa
J@HHBIX, TO €CTh nocie (opmupoBaHus Gasbl AAHHBIX Ha TEPPUTOPHH POCCHHM, HENOMYCTHMO

H3MCHCHHE yCJ'IOBMﬁ €€ XpaHEHUs NMYTEM MNepeHoca 6a3bl AaHHBIX Ha TEPPHUTOPHUIO UHOCTPAHHOIO
rocyaapcraa.

5. OrHocuTeNbHO BOMpoca, O HEOOXOAMMOCTH  JIOTIONHHUTENBHOW perjamMeHTaluu
MpoUeAypb! YCTAHOBICHUS IPaxaHCTBa CyObeKTa NepcoHabHbIX JAHHBIX, B LEAAX HCIONHEHHA
Tpebosanuii 3akon Ne 242-D3, nosaraem BO3MOXKHbBIM COOOILKTE Cleayioulee.
3akoHOAaTeNIb  MPEAOCTABMA  BO3MOXHOCTH  OMepaTopam  MepCOHaNbHBIX  JIAHHBIX
CaAMOCTOATENILHO  OMpEAeNATh YKa3aHHYl) TMpOoueaypyY B COOTBETCTBMM €O  crielH(pUKon
JICATENBHOCTH KaXA0ro HOPHUAXYECKOro JiMua, ocyliecTsasiouero c6op nepcoHanbHbIX AaHHbIX
rpaxkaad Poccun. B cBa3M ¢ uem, rnonaraeMm, HTO JOMNOJHHMTENBHOrO 3aKOHOAATENbHOIO
peryiMpoBanus JaHHbIH BONpoc He Tpebyer.
Bmecte ¢ Tem, B cllyHae, €C/IM OnepaTopy NepcoHaNbHbIX JaHHbIX KpaHHEe 3aTPYAHUTENLHO
BBHIACNUTE CPEeIM MHOXeCTBa CYOBEKTOB NEpPCOHANBHBIX JAHHBIX, TE€X B OTHOLIEHWM KOIoO
HEeOOXO0AMMO OCYLUECTBAATH XPaHEHHWE AAHHBIX HAa TeppuTOpuH POCCHHM, BO3ZMOXKHO NpUMEHEHUE
npuHuMna aedcTBMA 3akoHa Ha Beed Tepputopuu Poccuu. Tak, B cnyyae cGopa naHHBIX Ha
TeppuTopuu Poccuu, onepaTop nepcoHasbHbIX 1aHHBIX MOXET OCYIIECTBIIATL UX XpaHeHue B 6asax
ol l (] l I JIAHHBIX, Pa3MELUCHHbIX Ha TEXHU4YeCKMX cpeactBax B Poccuiickoit Mesepaunu, BHe 3aBUCHMOCTH
CISCO OT IpaXkJaHCTBa CYOBEKTOB NMEPCOHAIbHBIX AaHHBIX.




Koro ®3-242 kacaeTcsd B NepByto ovepenb?

* Bce MHOCTpaHHbLIE KOMMNAaHUMN,
paboTatowme B Poccum

* Bce MHOCTpaHHbLIE KOMMNAaHUMN,
paboTatowme Angd poCCUMNCKNX
rpakgaH

* B TOM 4ncne obnayvHblie cepBUCHI U
apeHayemble 3a pyoexom LIOb

* Bce poccumnckne KomnaHuu,
paboTalLline 3a pybexom

* Ho Tonbko Ha onepatopos. [1H
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[loTeHunanbHble NocrieacTBUS 3a
HeuncnonHeHne ®3-242

» BnokMpoBaHMe gocTtyna K 3apybexHbiM pecypcam, B KOTOPbIX BE4ETCSA
obpaboTka NOH pocCuncknx rpakgaH (COTPYaHMKOB U KITMEHTOB)

» briokupoBaHune goctyna K 3apybexHbiM pecypcam U TpeTbux oupm, B
KOTOPbIX %e,quCﬂ obpaboTka [1[H poccumnckux rpaxgaH (CoTpyaHUKOB U
KITMEHTOB

* [loTeHUMaNbHOE CHMXEHWE NpoaaX PeLeHnn 1 HEBO3MOXHOCTb
BbINOSTHEHUSA CEPBUCHbIX 00A3aTeNbCTB U3-3a MNOTEHLMANbHOIO
B6roknpoBaHMUA OCHOBHOIO canTa

* PenytayMoHHbIE PUCKK

B ALI,MI/IHI/ICTpaTI/IBHaFI N YIrosfioBHad OTBETCTBEHHOCTb OTCYTCTBYET

« OgHako eCcTb OTBETCTBEHHOCTb 3a HeBblInonHeHne npeanucadHna PKH no
pe3ynsratamMm HaA30pPHbIX MepPoNpUATUN

atfrar]n,
CISCO



FOpucaukumnn ans PKH He cyuwlecTByeT

o $3-242 «pacrnpoCTpaHAET CBOE AENCTBUE Ha Nl
onepaTopoB rnepcoHarnbHbIX AAaHHbIX),
OCYLLIECTBNAKLLNX CBOIO AeATENbHOCTb Ha
Tepputopun Poccunckon degepavmn, To eCTb
PACMPOCTPAHAETCHA KaK Ha POCCUMNCKME KOMMAaHNH,
TakK N HA UHOCTPAaHHbIE»

«3aKoH onpeaenun HeobxoanMoCTb UCMOSNTHEHUS
HOPMbI O noKanuaauum gaHHbIX MHOCTPAHHbIMU
KOMMaHUsIMW, B TOM 4YMCIie KOTopble
OCYLLECTBNAKT AEATENIbHOCTb HA TEPPUTOPUN
Poccun 6e3 obpasoBaHua opuumnanbHbIX
NpeacTaBUTENBLCTB UMW UHbIX POPM HPUANYECKNX
nnu»

l'lll'l'l
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KoMMeHTapHiE
® Meaepaneuomy 3akony of 21 mwan 2004 ro Ne 242-03 «0) paeceHHH HIMEHCHRI B
OTALARHEIE JAKOHOAATEARNEE aKTH Poccriickoll Pencpannn B 92cTH yTOMHEHAR
nopRAKA 06pafoTHR NEPCOHATEHEIY TAHHEEIX B HHGODM aUHOEHO-
TedeRoMMYHHKANNOHALIY CeTAYS

MegepateEmil 3ak0n oT 21 mpoas 2014 1o Ne 242-03 «0 sHecenun waMeHerni a
OTAETBHEE JAKOKOIATENRHEE aKTel Poccniickol Mencpannn B 4acTH YTOUHEHHS NODAIXA
obpaboTEn NepCOHATEHEN JAHHEX B HEQOPMAUHOHHO-TCICKOMMYHNEAUNOHEEX COTAXR
{nanee — degepancHeii zakon Ne 242-03), acrynea 8 cuay ¢ | cenTalpa 2005 1.

HoMMecHTHPYCME 33E0H0IATCORHEE 85T, BXmM0Hanmal B cefis 4 cTaTel, BHCC
HIMECHEHAA B CICAYIOIIAC HEICPATEHEE JAKOHEL

egepatsEmil zakor ot 27 mwoas 2006 r. M 149-03 o086 medopuanmm,
MEGOPMANHOHELIX TCXHOMOMHAX 1 O JAMATE KA OPMAIHTS;

DeacpansEmil 3axon or 27 weoas 2006 r. M 152-03 «0 nepcoHATLHEX JAHHEEIXY;

egepansEmil 3axos ot 26 aexafpa 2008 £ Ne 294-03 w0 samure npas
WOPHARIECKHE  THNI M HHAMBMAYATRHEX NPSANPHEAMATeTedl TPH OCYIECTRIEHHN
TOCYAAPCTECHHOND KOHTPOMNA (HATI0PA) B MYEHINNATRHOTO KOBTPOLEY.

Mo ofmesy npasiay {er. 6 $egepaneHoro jaxona or 14 mona 1994 r M 5-F w0
nopgake onyGIMKoBAEME ¥ BOTYIVICHHE B CHIY (CACPanEHEIX KOHCTHTYOHOHHEIN
3AK0K0B, HEICPATLHEX JAX0H0E, AKT0R nanar Meaepantrore Colpannas) erepainuue
TAKOHE BCTYNAXT B CHIY OIHOBPCMENHD Ha Bcell TepprTopun Poccriickod denepanns
ne acredcHnE 10 amclt nocne gER ®X odBuAATRHOTO OnYDIRXOBAHHA, SCOH CAMHMI
AKOHAMHA HE YCTAHORIEH ARYTof NOPATOK BCTYTLIEHHA HX B CHIY.

B nepBOHAATEEOR PENAKIHE KOMMCHTHPYCMOTD GEICPATRHOTD 3AK0HA CHOK €ro
Betynacand Gua yeravoeier | cemtafpa 2016 rona. Broocnenctemnr dencpannzeiM
sakonom or 31122014 r. Ne 526-03 «0) spccesnn naMcHcHRA B crateio 4 Peacparzsoro
3ak0Ha «0) BHECCHMH HIMEHeHME 3 OTAENRHHIE 33XOHOJATEIRHLE AKTH Foccmiickoil
@eacpANEH B WACTH  YTOMHCHEA Topagka ofpafoTsl NEPCOHATRHEIX NaHEEX B
HEGOPMANHOHEO-TEICKOMMYHEESIHONHEY COTAX» CPOK BOTYNACHAA ORI H3IMCHEH Ha
| cenrafipa 2015 rona.

3a ron ¢ AeGONEOIMM  PEATHIANMM KOMMEHTHRYEMOTD (EICPATRHONG 3AKOHA
HAXOMICHA TPABONPEMEHHTEIRHAR M cylelHas NpasTHxa, BEPaGOTAHW OCHORHHIC
TNAAXOAR 00 PEATHIGUHH ST0 NoALECHIH.

Mameerlt woMsexTaprii Be HooHT ofS38TEIRHOTD  HIM  PEKOMCHISTEILHOTD
XAPAKTCPE, OH MOKCT GWThH HCIOIRIORAH B OPAKTHHCCKOH JCATEIRHOCTH ONEPATOPOR,

ocymecTanAwmax  ofpafotsy nepeomaneHEX  gaHEEX, B yucfmolf ® Baywmoil
JACATETBHOCTH, & TAXWe MOMCT GuTh NO7EIeH NpoheccHOHATEHON AYANTOPHN, 178 TeX,




FOpucaukumnn ans PKH He cyuwlecTByeT

* Ecnu VIHTepHeT-canT
* icnonb3yeT AOMEH .ru, .su, .pd

* /IMeeT pyCCKOSA3bIYHYI0 BEPCUIO (daxe C NOMOLLbIO
nnarnHa Google.Translate)

* icnonHaeT gorosBop Ha Tepputopumn PP (ooctaBka
TOoBapa, okasaHue ycnyru unm nonb3oBaHue
LMAPPOBLIM KOHTEHTOM

* TO CaUT OOSMKEH oTBeYaTb HopMmam P3-242

« ObpaboTka obwenoctynHobix INOH He aBnaeTca
UCKMoYeHnem ang BblinonHeHna P3-242
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KoMMeHTapHiE
® Meaepaneuomy 3akony of 21 mwan 2004 ro Ne 242-03 «0) paeceHHH HIMEHCHRI B
OTALARHEIE JAKOHOAATEARNEE aKTH Poccriickoll Pencpannn B 92cTH yTOMHEHAR
nopRAKA 06pafoTHR NEPCOHATEHEIY TAHHEEIX B HHGODM aUHOEHO-
TedeRoMMYHHKANNOHALIY CeTAYS

MegepateEmil 3ak0n oT 21 mpoas 2014 1o Ne 242-03 «0 sHecenun waMeHerni a
OTAETBHEE JAKOKOIATENRHEE aKTel Poccniickol Mencpannn B 4acTH YTOUHEHHS NODAIXA
obpaboTEn NepCOHATEHEN JAHHEX B HEQOPMAUHOHHO-TCICKOMMYHNEAUNOHEEX COTAXR
{nanee — degepancHeii zakon Ne 242-03), acrynea 8 cuay ¢ | cenTalpa 2005 1.

HoMMecHTHPYCME 33E0H0IATCORHEE 85T, BXmM0Hanmal B cefis 4 cTaTel, BHCC
HIMECHEHAA B CICAYIOIIAC HEICPATEHEE JAKOHEL

egepatsEmil zakor ot 27 mwoas 2006 r. M 149-03 o086 medopuanmm,
MEGOPMANHOHELIX TCXHOMOMHAX 1 O JAMATE KA OPMAIHTS;

DeacpansEmil 3axon or 27 weoas 2006 r. M 152-03 «0 nepcoHATLHEX JAHHEEIXY;

egepansEmil 3axos ot 26 aexafpa 2008 £ Ne 294-03 w0 samure npas
WOPHARIECKHE  THNI M HHAMBMAYATRHEX NPSANPHEAMATeTedl TPH OCYIECTRIEHHN
TOCYAAPCTECHHOND KOHTPOMNA (HATI0PA) B MYEHINNATRHOTO KOBTPOLEY.

Mo ofmesy npasiay {er. 6 $egepaneHoro jaxona or 14 mona 1994 r M 5-F w0
nopgake onyGIMKoBAEME ¥ BOTYIVICHHE B CHIY (CACPanEHEIX KOHCTHTYOHOHHEIN
3AK0K0B, HEICPATLHEX JAX0H0E, AKT0R nanar Meaepantrore Colpannas) erepainuue
TAKOHE BCTYNAXT B CHIY OIHOBPCMENHD Ha Bcell TepprTopun Poccriickod denepanns
ne acredcHnE 10 amclt nocne gER ®X odBuAATRHOTO OnYDIRXOBAHHA, SCOH CAMHMI
AKOHAMHA HE YCTAHORIEH ARYTof NOPATOK BCTYTLIEHHA HX B CHIY.

B nepBOHAATEEOR PENAKIHE KOMMCHTHPYCMOTD GEICPATRHOTD 3AK0HA CHOK €ro
Betynacand Gua yeravoeier | cemtafpa 2016 rona. Broocnenctemnr dencpannzeiM
sakonom or 31122014 r. Ne 526-03 «0) spccesnn naMcHcHRA B crateio 4 Peacparzsoro
3ak0Ha «0) BHECCHMH HIMEHeHME 3 OTAENRHHIE 33XOHOJATEIRHLE AKTH Foccmiickoil
@eacpANEH B WACTH  YTOMHCHEA Topagka ofpafoTsl NEPCOHATRHEIX NaHEEX B
HEGOPMANHOHEO-TEICKOMMYHEESIHONHEY COTAX» CPOK BOTYNACHAA ORI H3IMCHEH Ha
| cenrafipa 2015 rona.

3a ron ¢ AeGONEOIMM  PEATHIANMM KOMMEHTHRYEMOTD (EICPATRHONG 3AKOHA
HAXOMICHA TPABONPEMEHHTEIRHAR M cylelHas NpasTHxa, BEPaGOTAHW OCHORHHIC
TNAAXOAR 00 PEATHIGUHH ST0 NoALECHIH.

Mameerlt woMsexTaprii Be HooHT ofS38TEIRHOTD  HIM  PEKOMCHISTEILHOTD
XAPAKTCPE, OH MOKCT GWThH HCIOIRIORAH B OPAKTHHCCKOH JCATEIRHOCTH ONEPATOPOR,
ocymecTanAwmax  ofpafotsy nepeomaneHEX  gaHEEX, B yucfmolf ® Baywmoil
AEATETEHOCTH, 4 TaXme MomeT GuTh nodsaes npodecCHOHATEHOH AVANTOPHN, 114 TeX,




HoBagda TpaKToBKa NOHATUSA
«nepcoHalnbHble JaHHbIE»

* [log KOHTPOSb NonagatoT AaHHble, KOTOPbIE caMu no cebe, 6e3
OOMNONHUTENBHON NHOPMAaLIMN, HE MOTYT ObITb COOTHECEHbI C
KOHKPETHBLIM CYyOBbEKTOM

- CBegeHnsa 06 akTMBHOCTN aHOHMMHOTO nornb3oBatensa B cetu, IP- n MAC-
agpeca, dpannbl cookies, ocobeHHOCTU NMOBEAEHUA B UHTEPHETE,
reoriokaLumnoHHble AaHHbIe U T.M.

« DTN cBeAeHus Ha3BaHbl bonbLLUMMK NoONb30BaTENBCKUMU AAHHLIMU
(3aKOHOMPOEKT MO HUM YXKe NMULLETCS)

* Hannume «cyetunkos» Google Analytics, Webtrends,
Anpekc.MeTpuka Tpebyet no mHeHuto PKH cornacusa Ha

00paboTKy MMM NepcoHaribHbIX AaHHbIX
Linked [}

atfrar]n,
CISCO



Kak bopombcs ¢ amum
bpeodom?

Cisco



UTo Takoe obe3nunymBaHue NOH?

» ObesnuynBaHme - 4ENCTBUSA, B pe3yrbTaTe KOTOPbIX HEBO3MOXHO
6e3 ncnonb30BaHUA AONONMHUTENBHOW MHAOPMaLUK ONpeaennTb
npuHaanexHocTb INAH KoHKpeTHOMY cyObekTy [1H

* CT.3 ®3-152 «O nepcoHanbHbIX AAHHbIX»

« ObesnnynBaHmne NPUBOANUT K TOMY, YTO NMEpCOoHanbHble AaHHble NepecTatoT
ObITb NepcoHanbHbiMK N TpeboBaHna @3 K HUM yKe HENPUMEHUMbI

atfrar]n,
CISCO



[To3numna perynatopa (PKH)

llll.llll
Cisco

OUJIACTH, MOACHAEM:

Bonpoc 1. Ilpn awanmse nmepcoHaNbHBIX NaHHBIX 0GpabaTniBaeMbiX B OpPraHH3alMH BO3HMK
CIAeAYIOUHHA BOIpOC.

W3 onpenencnmii cr. 3 152-03 «O nepconanbHLIX AaHHBX clenyer, yro:

a) nepcoHanbHble AanHBle - mobGas WHOPMalMA, OTHOCAIMASCA K OMpE/ICICHHOMY  M/IH
ONPCACAICMOMY  HAa  OCHOBaHMM  TakoH  uHopmaummu  duamueckomy nuuy  {cyGwexry
MCPCOHANBHBIX ~ JAHHBIX), B TOM wuHcae ecro DaMuiHd, HMS, OTYECTBO, [OA, MECHLL
AaTa M MECTO  POKACHMA, aJpec, CCMEHHOE, CONMAILHOC, MMYUICCTBEHHOE [0J0KEHHE,
obpasosanue, npodeccHs, A0XOAB, ApyTas HipOpMaLHs;

0) ofe3nmuuBanHe NEPCOHANBHBIX JAHHBIX - JICHCTBHS, B pesynbTare  KOTOPBIX
HCBOMOKHO  ONPEACAHTL  NPHHALIOKHOCTE NEPCOHAILHBIX  JAHHBIX  KOHKPETHOMY CYOBEKTY
NCPCOHANBHBIX JAHHBIX;

MOXHO /M Ha OCHOBaHHWM JIaHHBIX ONpE/C/CHHI CHAeNaTh BBIBOJ, HTO npH 00e3THYHBAHHK
NEPCOHAILHBIX NaHHBIX 3TH JAHHBIE NEPCCTAIOT OBITh NEPCOHANBHBLIMH, OCKOJILKY HEMb3N YCTAHOBHTH
HX NPHHALIEKHOCTh K CYOBCKTY M B 3TOM Cilydac BOMPOCH!, CBA3AHHBIE ¢ 06PaGOTKON TAKMX NAHHBIX
BBIXOJIAT 3a cepy aeiicTeus 152-03?

Otser: B coorserctum co cr. 7 dencpanshoro 3akoma or 27.07.2006 Ne 152-03 «O
NICPCOHATLHBIX JIAHHBIX) ONCPATOPLI H TPCTBH JIHLA, ONYHAIOUHE AOCTYN K NEPCOHATBHLIM JAHHBIM,
JOTKHBL 00ecncuHBaTh MX KOHQHACHIMAIBHOCTE. B ganHoM 3akoHe TakKe Pa3bACHNETCS, HTO
KOHQHACHUHATLHOCTD NCPCOHATHHBIX JAHHBIX NPEACTABASET COGON 06F3aTeNLHOE TpeboBanne He
JlonmyckaTh MX pacnpocrtpaneHusi 6e3 coracHs cyObeKta NepcoOHANBHBIX MAHHLIX HIH HAHYHS HHOIO
3aKOHHOIO OCHOBaHHA.

He tpebyetca obecieunBars KOHPUACHUHANLHOCTD NIEPCOHATLHBIX AAHHBIX:

- B caywae obe3nnumBanus nepcoHansHbX AaHHBIX. [lox o6esnMumpanmeM NCPCOHANBHBIX
JIAHHBIX TIOHHMAIOTCS JICHCTBHA, B Pe3y/bTare KOTOPhIX HEBO3IMOKHO ONpPEACTHTH NPUHAAICKHOCTD

Cnenosatensho, npu 06e3THYMBAHHM NCPCOHANBHBIX NAHHBIX, JTH JAHHbIE nepectaloT ObITh
TICPCOHATLHBIMH, [IOCKOABKY HENb3s YCTAHOBHTh HX NPHHALICKHOCTh K CYOLEKTY MNepCOHAIBHBIX
AQHHBIX, B 3TOM Cydae, BONpPOCH, CBA3aHHbie ¢ 06paGoTkol 0Ge3THYEHHBIX HEPCOHATBHBIX AaHHBIX,
BLIXOMAT 3a cepy aekicteus PegepansHoro zaxoma or 27.07.2006 Ne 152-03 «O NEePCOHATBHBIX

JAAHHBIX »,




Kak obecneuyntb obe3nnymBaHme?

CoBOKYNHOCTL XAPAKTePHCTHK

atfean]n,
CISCO



[1Ba OCHOBHbIX MeToAa obe3nn4ynBaHus

« Obe3nunymBaHme npencraBnseT cobor npoLecc yaaneHns cBa3n

MeXxay MAeHTUMOULMPYIOLLEN COBOKYMHOCTBIO XapakKTEPUCTUK U
CyOBbEKTOM OaHHbIX

* OHO MOXeT ObITb OCYLLECTBNEHO OABYMSA pa3HbIMX cnocobamu

* C NOMOLLbLIO YOaneHust unm npeodpasoBaHUA XapakTeEPUCTUK, MPU KOTOPOM
CBA3b MEXAY XapakTepUCTUKaMn N CyoObeKTOM AaHHbIX IMDO
npekpaulaeTcsd, nmbo nepecrtaeT ObITb YHUKANBbHOW N YKa3bIBAET Ha
HECKOJSIbKO CYOBbEKTOB AaHHbIX

°* NyTeM yBeJNIM4YEHUA nonynaumnm Cy6'beKTOB AadHHbIX, NP1 KOTOPOM CBA3b

MeXZy COBOKYMHOCTbIO XapaKTepUCTUK N CYyOBbEKTOM AaHHbIX nepecTaert
ObITb YHUKaIbHOW

l"ll'l'l
Cisco



MeToabl obe3nnumBaHuga no NIST SP800-122

» AbctparnpoBanue NH — caenaTtb NX MeEHEE TOYHbIMU
* Hanpumep, nytem rpynnmpoBaHus obLLnX NN HENPEPbLIBHbIX XapaKTePUCTUK

* CkpbiTne MNOH — yganuTtb BCO Unn Yactb 3anucu NH
* [10H He OOMmKHbI ObITb N3DLITOYHLIMM MO OTHOLLUEHUIO K LIenn

* BHeceHue wyma B INH — 006aBnTL HEDOMbLLUOE KONMYECTBO
NOCTOPOHHEN MHJopmauun B IOH

« 3ameHa [[H — nepecTtaBunTb nons ogHon 3anucu MNOH ¢ TemMn xe
caMbIMW NONAMU ApPYron aHanorm4yHou sanuncu

e 3aMeHa JaHHbIX CPeQHUM 3HAYEHNEM — 3aMEHUTL BblOpaHHbLIE OAaHHbIE
cpefHuM 3HadyeHnem ang rpynnol [NOH

atfrar]n,
CISCO



MeToabl obesnmndmsanHma no NIST SP800-122

 PaspeneHue NOH HaA YacTn — ncnonb3oBaHue TadbnuL,
NepeKPECTHbIX CCbINOK

« Hanpumep, ase tabnuubl — ogHa ¢ PUO n noeHtTndmnkatopom cybbekTa
[1H, BTOpasa — ¢ TeM e nageHtudpunkartopom cybwvekta lNAH n octanbHom
yactbto [JH

* /Ilcnonb3oBaHWe cneunanbHbIX anropuTMoB

« Hanpumep, mackmposaHue NH nnm nogmeHa otaenbHbIX CAMBOSIOB

OPYTMMU

 loeanbHbiM BapMaHTOM SIBNSETCSA UCMOSIb30BaHNE arropuTMoB
KpunTtorpaduyeckoro npeobpasoBaHus (LUMdpoBaHNE UMN XeLlnpoBaHUeE)

atfrar]n,
CISCO



Obes3nnymnBaHue no ctaHgaptam SO

» CtaHpapt ISO 25237-2008: Health TECHNICAL _ ~ 1SOITS
Informatics — Pseudonymization

* [lceBOOHMMU3ALNSA — cCNELUAUYHBIUA TUM
obe3nnunBaHns, KOTOpbIN yoanseT
accounauuio ¢ cyovektom NOH n gobasngaet Heallh infermatics —Pecudonymization
accounaunto mexay Habopom ocobeHHoCTeEN,

Kacarwmxcs cyovekrta INAH n ogHum nnu
bonee nceBOOHUMaMWU

First ediion
n08-12-M

atfrar]n,
CISCO



ObeanunuymnBaHue no NOCTy

e CtaHpapt OCT P 55036-2012
«IHpopmaTu3aumnga 30o0poBbA.
[lceBOOHUMM3aAUUA»

« ObeannumBaHue - 4ENUCTBUSA, B pesynbraTe
KOTOPbIX yOanseTcsi CBA3b Mexay
COBOKYMHOCTbIO NAEHTUAULMPYIOLLMX OaHHbIX U
CyOBHLEKTOM AaHHbIX

* [1lceBgoOHMMM3aALMA - OCOODLIN CriyYan
obe3nuymBaHus, Npu KOTOPOM NOMUMO
yOaneHusa npsiMomn CBA3WN C CyObekTOM AaHHbIX
Co30aeTcs CBA3b MeXxay KOHKPEeTHOW
COBOKYMHOCTbLH XapaKTEPUCTUK 3TOro CyobekTa
N OQHUM UITN HECKOMNBbKMMU NCeBOAOHUMAMU

l'l.l'l'l
Cisco

roct p
55036 —
2012
ISOITS
25237:2008




ObeanunuymnBaHue no NOCTy

B 3aumnTe nepcoHanbHbIX AaHHbIX
BblOenaTCca ABe 3a4a4u

* riepBas - 3aliuTa onepaTtuBHOIo AocTyna K
nepcoHarnbHbIM AaHHbIM (Harnpumep, B BeO-
NPUNOXEHUAX),

* BTOpad - 3alinta nepcoHalibHblX OaHHbIX,
XpPaHALLUNXCA B basax gaHHbIX

 CtaHpgapt OCT P 55036-2012
«VIHdpbopmaTn3auma 3gopoBbA.
[lceBOgoOHUMM3aUna» NOCBALLEH nocrneaHeu
3ajadve

l'l.l'l'l
Cisco

25237:2008

WHchopmaTnzauma 300poBLA

NCEBAOHUMM3ALIMA




PekomeHgaumm LIb no obe3nnyinBaHuto

* MeTognyeckmne pekomMmeHagaumm —
p 3 3pa6 OTaHbI A CC OL|,|/| aLl,VleM pOCCl/l MCKMX ACCOLIALIA PET Ot b POt (e OMHALLIS <POCCILS)
6baHkoB 1 AccounaLnen permoHarbHbIX
baHkoB Poccumn (Accoumaumen «Poccusa»)  Merommscckne pexovenzammn

0 BEINOWIHEHHI) 3aK0HOJATEIbHBIX Tpeﬁﬂllﬂ.lllﬂl npH
nﬁpaﬁome MePCOHANBHBIX TAHHLIX B OPraHHIAIHAX

coBmMmecTHO ¢ baHkom Poccun gns Bamoncioncure st S
obecneyeHnst METOOANYECKON NOALAEPXKKM e e
npuMmeHeHna opraHnsaunamm bC PP
Komnnekca bP NbBC

l"ll'l'l
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PekomeHgaumm LIb no obe3nnyinBaHuto

* [lepcoHanbHbIe AaHHbIE,
obpabartbiBaemble B CT1H, MOXHO
00e3NnYNTb C LUENbI NOHMKEHNS YPOBHS
TpeboBaHMM No obecnevyeHuto
be3onacHoCcTH

* [lonHOCTBIO 0O0E3NNYNTL BCE
nepcoHarnbHble AaHHble HEBO3MOXHO — B
MHPOPMAaLIMOHHBIX CUCTEMAaX Bceraga oyayT
NPUCYTCTBOBATb TEXHMUYECKME CPpeacTBa, Ha
KOTOPbIX OyOeT nponcxoanTb npoLecc,
obpaTHbI 00E3NNYMBAHUIO

l"ll'l'l
Cisco



NIST, ISO, TOCT u
pekomeHOauuu baHka
Poccuu donyckarom
npUMeHeHUEe Kpurnmoapaguu
Kak Memoda obesruyueaHus

lll'l'l'l
Cisco



Kpuntorpadpusa kak meton obesnmninBaHus

* Obes3nnymBaHmne Ha OCHOBE KpunTorpaguiecknx anropmTtMoB
NCMOSIb3YET LIEeno4vky 6a3oBbIX KpUNTorpadouyeckmnx 1
COMYTCTBYHOLLMX aniroOpUTMOB

« XelunpoBaHme

* [eHepauuto criydamHbIx Yncen

* [eHepauuto knro4ven

 LliIngopoBaHune

* ba3oBble QYHKLNM Norn4yeckoro npeobpasoBaHna OUTOBLIX CTPOK

atfrar]n,
CISCO



TpebosaHul K
Kpurnmoezpagu4yecKum
aricopummam, cmouxkocmu u
cepmuguKkayuu He
npeobssrisemcs

lll'l'l'l
Cisco



Y4TO AYyMaeT OCHOBHOW perynaTtop npo

obe3nn4ymBaHue”?

* [1pnkas ot 5.09.2013 Ne996

* Pa3paboTaH BO mncrionHeHue octaHoBNEHUS
"IpaButenscTBa oT 21.03.2012 Ne211

* Hocut pekomeHaaTenbHbIU XapakTep
* He TpebyeTt HeobpaTumocTu MNOH

atfrar]n,
CISCO

MHHEOMCBAIL POCCHH
SENEPANIBHAA CAVEEA ITO HAJIOPY B COEPE CBHIH,

HHOOPMALMOHHLIX TEXHOJNOIHA H MACCOBBIX KOMMYHHKALIMA
(POCKOMHAJZOP)

ITIPUKA3

Mocxsa 1, ]

06 yvreepxicanl Tpeforaanil B MeTo10E o 06e3IHIHEAHAK NEPCOHAIBHEIX

AAHHEIX, nﬁpaﬁarunatmu: B KH@DDMBHIDHEHI CHCTEMAX MEPCOHAIRHEIX T3HHBIX,

B TOM YHCIE COITAHHEIY B GYHKIHOHEPYIMIHY B PAMKAX PeaIHIANAE
felepaIEHEIX HEAeBEIX NPOrPaMM

B COOTBCTCTEHE © NOANYHETOM 3% [DYHKTA 1 nEpG“l'Hﬂ Mep, HaNPARICHHRIX Ha
ofccnedesne BRIOONHCHHE obfzaExocTed, NpeayCMOTPEHHLIX mCJCPLTBHHM JAXKOHOM
wll) NCPCOHATEHEIX J3HHEIX® H NPHHATEIMA B COOTECTCTEMH C HHM HOPMATHREHRIMHA
NPAROBLIMHA AKTAMH, QOCPATOPAMH, HHIREDOHMHECH TroCYAapCTRCHHEIMH HIH
MYHRIHITATEHEIME QPrasaMu, YTRCPHEIACHHOTD NOCTAHOBICHACM HPIEMTC.'IEE'I!-E

Poccnifceed @cacpanes ot 21 mapra 2012 r. Me 211 (Colpasnc 3aX0HOOATCIRCTEA

Poccnifcrei @eacpanns, 2012, M [4, c1. 1626), npR X a3 B B & 02

L ¥1ecpaaTe npuiaracdeie  TpeGOBAENE M METOOR N0 OBCITHUABAHNED
NCPCOHATEHEN DAHHKX, ofpafaTHBicMEIX B RHHOPMANHORHEY CHOTEMAX NEPCOHANEHEIX

OAHEBIX, B TOM WHHCIC COIJaHHEIX H I‘])’KKUKOHKP}'DMHX B QAMEAX PCajdHzalRR

DeAepAILELIX NETCREX TPOIPaMM.

2. Hanpasmre HACTOAIMH DPAEAZ HA TOCYJAPCTSCHHYR) PCTHCTPAUMEY B

Muancreperso oetvnan Poceriickoil Mencpanmn.

Pys0oBOINTED, ALA. Wapos




MeTtoaunyeckme pekomeHpgaumnm PKH no
obe3nnynBaHuIo

* MeTognueckne pekomeHgauum no NPUMEHEHNIO
npukKasa rno obes3nnynBaHuIo

 [lpepnaratoT Ans pasHbiX cLueHapmneB obpaboTku MNOH
ansTepHaTMBbl, ONUCLIBAIOT NX MPEUMYLLECTBA U
HegoCTaTKn, AatoT NpUMepbl NPUMEHEHMUS

 [lpyBegeHa Tabnuua coOoTBETCTBUSA METOAOB
ob6e3nn4nBaHnUsa CBOMCTBaAM 00e3NMYEHHbIX JaHHbIX,
PAacCMOTPEHbI BOMPOChI opraHn3aumm obpaboTku
06e3nnYeHHbIX JaHHbIX, aHbl NpaBuna v
pekomMmeHaaunm rno paborte ¢ 06e3nnYeHHbIMN AAaHHbIMA

l"ll'l'l
Cisco



[Tpnka3s PKH no obesnnymnBaHuio

* OnpepensieT ceoncTBa obesnnyeHHbIX MNOH, cBOMCTBA METOAOB
obe3nnynBaHug, TpedboBaHUsA K CBOMCTBAM 0DE3MNYEHHbIX JaHHbIX,

TpeboBaHMA K MeToAaM o0be3nnymBaHuS

* He ycTaHaBnMBaeT XeCTKMUX TpedboBaHUN K UCMNONb3yeMbIM METOAAM, HO
npu 3TOM pekoMmeHayeT 4 metoaa

 MeToq BBEeAeHUA naeHTUdPUKaTopoB

* MeToa nsmeHeHus coctasa Unu cemMaHTuku INAH nytem 3ameHbl pesyrnsratamm
cTaTUCTUYeCKon obpaboTkn, 000OLLEHNA NN yOareHna 3anmucen

« MeTtog aekomnosnumn (pasbmeHns Ha NogMHOXECTBa C NMocrieayoLwmnm
XpaHEHNEM)

* MeToq nepemMelunBaHna (NepecTtaHOBKM OTAENbHbIX 3anncen)

e =

atfrar]n,
CISCO



[lonyckaeTt nu npukad PKH npumeHeHune
Kpuntorpadpumn?

* MeToabl 00e3nnumBaHns OomKHbl obecriednBaTb Tpebyemble
CBOMCTBa 00e3rnMyeHHbIX AaHHbIX, COOTBETCTBOBATb
npeabsiBNaeMbiM TPEDOBAHUAM K UX XapaKTepUcTukam
(cBOMUCTBaAM), ObITb MPAKTUYECKU peann3yemMbiMn B pasfnyHbIX
nporpaMmMHbIX cpefax v no3BonsTb peLlaTb NOCTaBMEHHbIE
3aga4ym obpaboTKkm nepcoHanbHbIX AAHHbIX

« K TpeboBaHUAM K CBOMCTBaM MeToda 0be3nnymBaHnUsa OTHOCSATCS:
e 0OpaTUMOCTb (BO3MOXHOCTb NpOoBeAeHNsT eobe3nnynBaHns)
* BO3MOXHOCTb 0becneyeHnst 3agaHHOro ypoBHS aHOHUMHOCTU

* yBEIIMYEHUNE CTOMKOCTU npn yBerimndeHn" obbema obesnnynBaemMbix
NepCcoHallbHbIX OAaHHbIX

atfrar]n,
CISCO



[lonyckaeTt nu npukad PKH npumeHeHune
Kpuntorpadpumn?

e K Tpe6OBaHVIFIM K CBOMCTBaM NoJiy4daeMbliX 006€e3nNnYeHHbIX OaHHbIX
OTHOCATCHA.

* COXpaHeHUne MNOoJIHOThbI (COCTaB 06e3NnYeHHbIX JaHHbIX JOIMKEH NOMHOCTbLIO
COOTBETCTBOBATbL COCTaBY ob6e3nnynBaeMbIX NepCcoHalrlbHbIX ,El,aHHbIX)

* COXpaHeHne CTPYKTYPUPOBAHHOCTN 00e3nm4mBaeMblX NepcoHanbHbIX
NaHHbIX

* COXpaHeHne CEMaHTUYEeCKON LIeNOCTHOCTM 00e3rnn4nBaemMbiX
NepCoHalribHbIX OAaHHbIX

* dHOHMMHOCTb OTAEJIbHbIX AaHHbIX HE HUXE 3adaHHOIo YPOBHA

atfrar]n,
CISCO



MeTtoaundeckme pekomeHgaumnmn PKH no
o0e3nnuynBaHuIo

» Bce meToabl xopoluu, BbiIbMpan Ha BKyC ©

Metona
ez TMYHBAHESA | HTCHTI

CBoHCTBA
003 THYEHHBIX
JMAHHLIX

i

'v“v“z.?v‘;.. .
+ 0Oe3yCI0BHOE HAIMYHE CBOHCTBA
+/- YCIIOBHOE HAIMYHE CBOMCTBA, CM. OIIMCaHUE METOoa

AT

s eant b

NI
CISCO



UTO C cepTudUKaunen Kpmntorpamum ans
obe3nnymnBaHna?

* Bo Bcex cyulecTByOLWMX B POccnm HOpMaTUBHLIX akTax
NCMOoSb3yeTca TEPMUH «KpunTorpadunyeckas salmra
MHdopMaLUUU» K NorMdeckasl cBda3ka «LIngpoBaHme = 3aliuTa
MHJO opMaLn»

« B aTOM cny4ae HeobxoamMmMo npuMmeHeHmne ceptuuumpoBaHHbix CK3U
(xoTs He Bceraa)

* Ho 0be3nnymBaHue — 310 He 3aluuTa MHopMaL K

* Ecnu wmndopoBaHmne/xeimpoBaHnUe UCNorb30BaTh 1S
06e3nnymBaHns, To BOMPOC NpUMEHEHNA CEPTUIDULMPOBAHHBIX
CK3W Ha noBecTKke OHSA HEe CToUT

atfrar]n,
CISCO



B KkayecTBe pe3tome

* [lonHOE n3onnpoBaHMe XxpaHeHUsa NePCOoHarbHbIX AaHHbIX
pOCCUSIH Ha TeppuTopun Poccumn cerogHa He npeacTaBnNsAeTCs
BO3MOXHbIM

» Takxke Kak n nepeHoc 6a3 gaHHbIX NepcoHarnbHbIX OaHHbIX HA TEPPUTOPUIO
Poccuun

 PKH akTnBHO npoBoAnUT NpoBEPKU BbINOSNTHEHNS D3-242

» Obe3nnunBaHue ABNSAETCHA CrocobOM peLLleHnst CTOSILLIEN 3aauun,
TaK KakK BbIBOOUT 06e3nnyeHHble aaHHble 13 nog aencrteng ®3-152

« KpunTtorpadpus (LundpoBaHue n xelwmpoBaHne) MoryT OblTb
MCMONb30BaHbl B KAYECTBE METOAA 00e3NnvYMBaHmnS

* B T.4. U C TOYKM 3pPEHNSA CYLLIECTBYHOLLMX HOPMATUBHbLIX NPaBOBbLIX aKTOB

l'lll'l'l
Cisco



[ ne peann3oBaTb 0be3nnynBaHmne? lNepumetp!

K KOMMJIEKCY
30aHUNn

AHanus notoka

"\ g’ﬁ:‘#,ﬂ% Ao BesonacHocTb
nouThI Beb-Tpacuka

Me>xceTeBon aKpaH DO NMOKOJIeHUNS

30HbI
obLe-
AOoCTyn-
HbIX
)
cepBepos BesonacHocTb MCO BanaHcn-  TpaHcnop™i-  Cetb AHTBpe-  Cuctema MC3 YnpaBneHne MoHUTOPUHT  AHanutuka ) OTkas CeTb
xocTa Beb- POBLLMK poBKa L2/L3 JOHOCHOe  npefoTBpa- OOCTYyNnoM + U KOHTPOMb  Yrpos3 B 06Cnyxu- L2/L3
NPUMOXEHNUN  Harpysku Pasrpyska rno LeHuns TrustSec NPUNoXeHnn - BaHUK
YHKLLUIA BTOPXXEHUIA (AVC) VPN- (DDoS)
€30MacHOCTH HOBOroO KOHLeHTpaTop
TPaHCNOPTHOro noKoneHus
YPOBHS

K BHELLHUM 30HaM t-—

lll'l'l'l
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NHTEepHeT



[ ne peanu3oBaTtb obe3nnymnBaHne? XocT!

Mpencenar
OTNpPaBnsto

paBneHus,
3MNEKTPOHHbIE COOBLLEHNS akLMoHepam

KoHTponnep 6ecnpoBoaHoOn ceTu

CeTb
- L2/L3

BecnposogHas [Mpepotepa- MpeHTu- YnpasneHve OueHka YnpasneHve AHanus notoka
ceTb ieHne duKkauns  MOBUMbHBIMK  COCTOSIHUSA  AOCTYNOM +
BTOPXEHWN ycTponcTBamm TrustSec

B 6ecnpoBoaHoM
cetn

KommyTtaTop Me>ceTeBol 3KpaH HOBOTO NMOKONeHUs MapLupyTusaTop

BesonacHocTb WpeHtudukaums OueHka Ynpasnexue AHanua notoka CeTb L2/L3 MC3 Cucrema AHTUBpE- YnpasneHue AHanuTuka  YnpasneHue AHanus notoka VPN
xocTa COCTOAHMSA [0oCTyrnom + npeaoTepa- AoHocHoe MO goctynom + yrpo3 [OOCTyrnom +
TrustSec LweHus TrustSec TrustSec
BTOPXEHUN
HOBOrO
rokoneHna

MeHemxep no pabote ¢

KnneHTamu, WAN
aHanusunpyowmn 6asy
lllllllll

Cisco



3oBaTb obesnnynsanmne? LIOO!

Cwuctema K KOMMJIeKCy
npenoTepa- 340aHnn
weHus BbanaHcu-

BesonacHoc BTOp)KeHMVl POBLUUK AHanus

ROCTe HOBOrO MC3  Harpysku KommyTa- MoTOKa
MOKONEHNs]

30Ha 6asbl Cuctema
AaHHbIX AHanu- YHpaBneHvle &peeFﬁA%TBpa’ YnpaeneHve
" Tuka BOCTYNOM * Ajyne oo it JOCTYrNoMm
yrpos  TrustSec ﬁ(‘())HOCHoe Hoarc))ro MCS Cetb TrustSec

NOKOJeHnA

3oHa A R ™ = _ _
COOTBETCTBUSA ) : , @ ‘E
CTaHﬂapTaM PCl ' v D == 4 . \ .~ st 4 \ l'\ \ N J : \ 4 /‘ \

MexxceTeBorn 3KpaH HOBOMO NMOKOSIEHUS

MapLpyTunsatop WAN

30Ha cepBepa

MPUMNOXEHWUI E;,TL'}’
MC3 se6- LleHTpanuaoBaHHoe ynpasneHue
NPUNOXEHUN Ananua
=1 noToka
3oHa o6Lmx \ , - — — i
cepBuCcoB 4 ‘ ' TMonuTnkw/ MowuTopuHr/  AHanua/ AHanuTika
KoHcurypaumsi  KOHTekcT Koppensuus

BupTyanunanpoBaHHble pyHKLMN

Peructpauus AHanuTuka Ynpasnexue MoHuTOpUHT
B XXypHane/ yrpo3 YyA3BUMOCTSAMMU
OTYETHOCTb

K nepumeTpy

Cisco



Cnacunoo!

alukatsk@cisco.com

l'l'l.l'l
CISCO



