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3 Îöåíêè íåîáõîäèìîãî êîëè÷åñòâà ëîãè÷åñêèõ êóáèòîâ è êâàíòîâûõ âåíòèëåé äëÿ
ðåàëèçàöèè àëãîðèòìîâ áëî÷íîãî øèôðîâàíèÿ â âèäå êâàíòîâûõ ñõåì íà ïðèìåðå
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Îñíîâíûå âûâîäû èç îò÷åòà Quantum Computing: Progress and Prospects [4].
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Ãåéòîâàÿ ìîäåëü êâàíòîâûõ âû÷èñëåíèé

Ïðîöåññ êâàíòîâûõ âû÷èñëåíèé

1 Âû÷èñëèòåëüíàÿ ñèñòåìà = ñîñòàâíàÿ ñèñòåìà êóáèòîâ;

2 Çàäàåòñÿ íà÷àëüíîå ñîñòîÿíèå (îäíî èç áàçèñíûõ);

3 Ïðèìåíÿåòñÿ ïîñëåäîâàòåëüíîñòü óíèòàðíûõ ïðåîáðàçîâàíèé ñîñòîÿíèÿ;

4 Ïðîâîäèòñÿ èçìåðåíèå è èíòåðïðåòèðóåòñÿ ðåçóëüòàò.

Áèò ⇔ Êâàíòîâûé áèò

Ñîïîñòàâèì çíà÷åíèþ áèòà 0 ñîñòîÿíèå êóáèòà |e0〉 = |0〉 =
(

1
0

)
,

cîïîñòàâèì çíà÷åíèþ áèòà 1 ñîñòîÿíèå êóáèòà |e1〉 = |1〉 =
(

0
1

)
.

Áèòîâîìó âåêòîðó (b1, b2, . . . , bn) ∈ Vn ñîïîñòàâèì

|b1〉 ⊗ |b2〉 ⊗ . . .⊗ |bn〉 = |b1b2 . . . bn〉

Íà÷àëüíîå ñîñòîÿíèå ñèñòåìû, íàïðèìåð |0〉⊗n = |0 . . . 0〉
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Êâàíòîâûå ñõåìû

Ñïîñîá âèçóàëèçàöèè ïðåîáðàçîâàíèé äëÿ ëó÷øåãî âîñïðèÿòèÿ;

Ãîðèçîíòàëüíûå ïîëîñû � êóáèòû è èõ ñîñòîÿíèÿ;

Ïðÿìîóãîëüíèêè � íåêîòîðûå êâàíòîâûå îïåðàòîðû;

Âåðòèêàëüíûå ïîëîñû � óïðàâëåíèå (ñì. îïåðàòîð CNOT);

Îäíîêóáèòîâûå îïåðàòîðû:
U

Óïðàâëÿåìûå îïåðàòîðû (C(3)U(2)):

•
•
•

U
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Êâàíòîâàÿ ñõåìà, ðåàëèçóþùàÿ áóëåâó ôóíêöèþ f(x1, . . . , xn)

|xn〉 /n
Uf

/n |xn〉
|0〉 |0⊕ f(x)〉

Ðèñ. 1: Îáùèé âèä êâàíòîâîé ñõåìû, ðåàëèçóþùåé íåêîòîðóþ áóëåâó ôóíêöèþ f(x).
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Êâàíòîâàÿ ñõåìîòåõíèêà. Ðåàëèçàöèè áóëåâîé ôóíêöèè ïî å¼ ANF.

Ïðèìåð: f(x1, x2, x3, x4) = x1x2 ⊕ x2x4 ⊕ x1x2x3 ⊕ x1x2x3x4

f(x) = 1 ïðè x ∈ {0101, 0111, 1100} è f(x) = 0 íà âñåõ îñòàëüíûõ x.

|x1〉 • • • |x1〉
|x2〉 • • • • |x2〉
|x3〉 • • |x3〉
|x4〉 • • |x4〉
|0〉 |0⊕ f(x1, x2, x3, x4)〉

Ðèñ. 2: Êâàíòîâàÿ ñõåìà, çàäàþùàÿ f(x1, x2, x3, x4). Ðåàëèçàöèÿ ñ ïîìîùüþ îáîáùåííûõ CNOT.
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Êâàíòîâàÿ ñõåìîòåõíèêà.
Äåêîìïîçèöèè âåíòèëÿ Òîôôîëè áåç äîïîëíèòåëüíûõ êóáèòîâ.

• • • • • T

• = • • T † T † S

H T † T T † T H

• T • • T † •

• = T • T † T † •

H T • T • H

Ðèñ. 3: Cì. https://www.mscs.dal.ca/ selinger/quipper/doc/QuipperLib-GateDecompositions.html

Äåêîìïîçèöèÿ îáîáùåííûõ CNOT â îäíîêóáèòîâûå âåíòèëè è äâóõêóáèòîâûé CNOT
áåç èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ êóáèòîâ ñóùåñòâóåò.

Äåêîìïîçèöèÿ îáîáùåííûõ CNOT â îäíîêóáèòîâûå âåíòèëè è äâóõêóáèòîâûé CNOT
áåç èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ êóáèòîâ íåîäíîçíà÷íà.
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Êâàíòîâàÿ ñõåìîòåõíèêà. ¾Ïîíèæåíèå óðîâíÿ êîíòðîëÿ¿.

• • • •
• = • •

U V V † V

Ðèñ. 4: Äåêîìïîçèöèÿ ïðè V 2 = U . Åñëè V ≡ (1− i)(I + iX)/2, òî ïîëó÷èòñÿ ýëåìåíò Òîôôîëè.

• • • •
• • • •
• = • •

U V V † V

Ðèñ. 5: Äåêîìïîçèöèÿ ïðè V 2 = U , ñì. [50].

• • • • • •
• • • • •
• = • • • •

U V V † V V † V V † V

Ðèñ. 6: Äåêîìïîçèöèÿ ïðè V 4 = U , ñì. [50].
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Êâàíòîâûå àëãîðèòìû. Àëãîðèòì Áåðíøòåéíà-Âàçèðàíè.

Àëãîðèòì Áåðíøòåéíà-Âàçèðàíè

f~s(x1, x2, ..., xn) = s1x1 ⊕ s2x2 ⊕ ...⊕ snxn;
âåêòîð ~s ∈ Vn − íåèçâåñòåí, íåîáõîäèìî íàéòè ~s.

êâàíòîâûé àëãîðèòì Á.Â.(1993) ðåøàåò óêàçàííóþ çàäà÷ó çà îäíî âû÷èñëåíèå f ;

â êëàññè÷åñêîì ñëó÷àå òðåáóåòñÿ n âû÷èñëåíèé f .
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Êâàíòîâûå àëãîðèòìû. Àëãîðèòì Ñàéìîíà.

Àëãîðèòì Ñàéìîíà

×àñòíûé ñëó÷àé çàäà÷è íàõîæäåíèÿ ñêðûòîé ïîäãðóïïû.

Ïóñòü f : Vk → Vk′ , k ≤ k′ è âûïîëíåíî îäíî èç óñëîâèé:
Îòîáðàæåíèå f èíúåêòèâíî.
Ñóùåñòâóåò âåêòîð ~s ∈ Vk \ (0, 0, . . . , 0) òàêîé, ÷òî äëÿ ëþáûõ ðàçëè÷íûõ x1, x2 ∈ Vk

âûïîëíÿåòñÿ f(x1) = f(x2)⇔ x1 = x2 ⊕ s.

Íåîáõîäèìî ïðîâåðèòü, êàêîå èç óêàçàííûõ óñëîâèé âûïîëíåíî, è âî âòîðîì ñëó÷àå
îïðåäåëèòü ~s ∈ Vk \ (0, 0, . . . , 0).
Òðóäîåìêîñòü: O(n), ñ ó÷åòîì ðåøåíèÿ ÑËÓ O(n3), vs O(

√
2n) â êëàññè÷åñêîì ñëó÷àå.

|0〉 /n H⊗n
Uf

H⊗n

|0〉 /n

Ðèñ. 7: Êâàíòîâàÿ ñõåìà àëãîðèòìà Ñàéìîíà.
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Êâàíòîâûå àëãîðèòìû. Àëãîðèòì Ãðîâåðà.

Ïóñòü N = 2n, òðåáóåòñÿ ¾íàéòè¿ êàêîå-ëèáî èç M , M < N/2 âîçìîæíûõ ðåøåíèé.

|0〉
H⊗n

Uf
H⊗n 2 |0n〉 〈0n| − In H⊗n

· · ·
· · · · · ·

|0〉 · · ·

|1〉 H · · ·

Èíèöèàëèçàöèÿ ñîñòîÿíèÿ ðàâíîâåðîÿòíîé ñóïåðïîçèöèè (ïðèìåíèëè H⊗n+1).

Ïóñòü |α〉 ≡ 1√
N−M

∑′′
x |x〉 , |β〉 ≡

1√
M

∑′
x |x〉, òîãäà |ψ〉 =

√
N−M
N
|α〉+

√
M
N
|β〉.

Îáîçíà÷èì cos( θ
2
) =

√
N−M
N

, òîãäà |ψ〉 = cos( θ
2
) |α〉+ sin( θ

2
) |β〉, âåðîÿòíîñòü

ïîëó÷èòü â ðåçóëüòàòå èçìåðåíèÿ êóáèòîâ êàêîå-ëèáî èç M âîçìîæíûõ ðåøåíèé ðàâíà
sin2( θ

2
).

Ïîñëå k èòåðàöèé Ãðîâåðà ïîëó÷èì ñîñòîÿíèå

Gk |ψ〉 = cos

(
2k + 1

2
θ

)
|α〉+ sin

(
2k + 1

2
θ

)
|β〉 .

Ïîñëå k =

[
π
4

√
N
M

]
èòåðàöèé Ãðîâåðà è èçìåðåíèÿ êóáèòîâ ñ âûñîêîé âåðîÿòíîñòüþ

ïîëó÷èì êàêîå-òî èç M ðåøåíèé.
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Êâàíòîâûå àëãîðèòìû â êðèïòîãðàôè÷åñêèõ çàäà÷àõ

1 ïîèñê êëþ÷à ïî ïàðàì áëîêîâ îòêðûòîãî è øèôðîâàííîãî òåêñòà;

2 êâàíòîâûé ìåòîä ñîãëàñîâàíèÿ;

3 êâàíòîâûé ìåòîä ñâÿçàííûõ êëþ÷åé;

4 ïîèñê êëþ÷åé FX-êîíñòðóêöèé, ñåòåé Ôåéñòåëÿ;

5 êâàíòîâûé ëèíåéíûé è ðàçíîñòíûé ìåòîäû: ïîèñê ñîîòíîøåíèé, âîññòàíîâëåíèå êëþ÷à;

6 ïîèñê êîëëèçèé è âòîðîãî ïðîîáðàçà êðèïòîãðàôè÷åñêèõ õýø-ôóíêöèé;

7 êâàíòîâàÿ ñëàéä-àòàêà; ïðèìåíåíèå êâàíòîâîãî àëãîðèòìà Ñàéìîíà äëÿ ñõåì
àóòåíòèôèêàöèè (CBC-MAC, PMAC, GMAC, GCM è OCB);

8 ðåøåíèå ÑËÓ, àëãåáðàè÷åñêàÿ àòàêà íà AES, Trivium, SHA-3, MPKC (HHL).
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Êâàíòîâûå àëãîðèòìû â êðèïòîãðàôè÷åñêèõ çàäà÷àõ
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øèôðîâàíèÿ
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1.Êâàíòîâûé ìåòîä ¾ïîëíîãî ïåðåáîðà¿

Äëÿ ïîèñêà êëþ÷à k ∈ Vn ñèììåòðè÷íîãî àëãîðèòìà øèôðîâàíèÿ ñ äëèíîé áëîêà m áèò
E : Vn × Vm → Vm ïî èçâåñòíûì ïàðàì áëîêîâ î.ò. è ø.ò. òðåáóåòñÿ O(

√
2n) èòåðàöèé

àëãîðèòìà Ãðîâåðà.

Â êàêîì-òî ñìûñëå äëèíà êëþ÷à ñîêðàùàåòñÿ â äâà ðàçà!

Ïîèñê 256-áèòîâîãî êëþ÷à îñóùåñòâëÿåòñÿ çà O(2128) èòåðàöèé Ãðîâåðà.
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2.Êâàíòîâûé ìåòîä ñîãëàñîâàíèÿ. Ïîïûòêà óâåëè÷èòü äëèíó êëþ÷à �1.

Ïðè èñïîëüçîâàíèè êîìïîçèöèè áëî÷íûõ øèôðîâ ñ íåçàâèñèìûìè êëþ÷àìè òðóäîåìêîñòü
âîññòàíîâëåíèÿ êëþ÷à óâåëè÷èâàåòñÿ, íî íå òàê ñèëüíî, êàê îæèäàåòñÿ (ñì. [21]).
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3.Êâàíòîâûé ìåòîä ñâÿçàííûõ êëþ÷åé

Ìåòîäû ñâÿçàííûõ êëþ÷åé ïðåäïîëàãàþò íàëè÷èå ó êðèïòîàíàëèòèêà áëîêîâ îòêðûòîãî
è øèôðîâàííîãî òåêñòà íà ñïåöèàëüíî ïîäîáðàííûõ àíàëèòèêîì êëþ÷àõ, ñâÿçàííûõ
íåêîòîðîé çàâèñèìîñòüþ ñ èñêîìûì ñåêðåòíûì êëþ÷îì.

Ïðåäïîëàãàåòñÿ âûïîëíåíèå ñëåäóþùèõ óñëîâèé:

Áëî÷íûé øèôð E : Vn × Vm → Vm ìîæåò áûòü ýôôåêòèâíî ðåàëèçîâàí â âèäå
êâàíòîâûõ ñõåì.

Äëÿ îäíîçíà÷íîãî îïðåäåëåíèÿ ñåêðåòíîãî êëþ÷à äîñòàòî÷íî íåáîëüøîãî êîëè÷åñòâà
ïàð áëîêîâ (î.ò., ø.ò.) (ðàññòîÿíèå åäèíñòâåííîñòè áëî÷íîãî øèôðà íåâåëèêî).

Êðèïòîàíàëèòèê èìååò äîñòóï ê îðàêóëó E, êîòîðûé äëÿ s,K ∈ Vn è P ∈ Vm
âîçâðàùàåò ðåçóëüòàò çàøèôðîâàíèÿ E(s⊕K,P ), s � èñêîìûé ñåêðåòíûé êëþ÷, íà
êîòîðîì C = Es(P ). Ïðîñòðàíñòâî âñåõ âîçìîæíûõ êëþ÷åé îïèñûâàåòñÿ ñèñòåìîé èç n
êóáèòîâ.
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3.Êâàíòîâûé ìåòîä ñâÿçàííûõ êëþ÷åé

Ïóñòü
−→
P = (P1, . . . Pr) � r áëîêîâ îòêðûòîãî òåêñòà, r � ðàññòîÿíèå åäèíñòâåííîñòè

ðàññìàòðèâàåìîãî áëî÷íîãî øèôðà.

Êàæäîìó êëþ÷ó K ∈ Vn ñòàâèì â ñîîòâåòñòâèå ìíîæåñòâî èç äâóõ øèôðòåêñòîâ{
E(K,

−→
P ), E(s⊕K,

−→
P )
}
⊂ V2mr.

Îáðàçû E(K,
−→
P ) è E(s⊕K,

−→
P ) èíòåðïðåòèðóþòñÿ êàê äâà öåëûõ ÷èñëà áåç çíàêà

(unsigned integers).

Äëÿ ôèêñèðîâàííîãî íåèçâåñòíîãî êëþ÷à s îïðåäåëèì îòîáðàæåíèå

fs : x 7→
(
min

{
E(K,

−→
P ), E(s⊕K,

−→
P )
}
,max

{
E(K,

−→
P ), E(s⊕K,

−→
P )
})

.

Ðåøèâ çàäà÷ó Ñàéìîíà äëÿ îòîáðàæåíèÿ fs íà êâàíòîâîì êîìïüþòåðå ìîæíî
âîññòàíîâèòü ñåêðåòíûé êëþ÷ s áëî÷íîãî øèôðà ñ ïîëèíîìèàëüíîé òðóäîåìêîñòüþ,
òîãäà êàê òðóäîåìêîñòü âîññòàíîâëåíèÿ n-áèòíîãî êëþ÷à ñ ïîìîùüþ êâàíòîâîãî
àëãîðèòìà Ãðîâåðà O(2n/2) èòåðàöèé Ãðîâåðà.
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4.Êâàíòîâûé ìåòîä âîññòàíîâëåíèÿ êëþ÷à ñõåìû Ýâàíà-Ìàíñóðà.

Â 1997 ãîäó ïðåäëîæåíà ñõåìà E : Vn × Vn × Vn → Vn;

E(m) = c, m � áëîê îòêðûòîãî òåêñòà, c � áëîê çàøèôðîâàííîãî òåêñòà;

k1, k2 � ñåêðåòíûå êëþ÷è;

P � èçâåñòíàÿ ïîäñòàíîâêà;

m
P

k1 k2

c

Ðèñ. 10: Ñõåìà Ýâàíà-Ìàíñóðà.

Ðàññìàòðèâàåòñÿ ôóíêöèÿ
f(x) = P (x⊕ k1)⊕ k2 ⊕ P (x),

äëÿ êîòîðîé íà âñåõ x ∈ Vn âûïîëíÿåòñÿ ðàâåíñòâî f(x) = f(x⊕ k1).
Äëÿ ïîèñêà íåèçâåñòíîãî êëþ÷à k1 ïðèìåíèì êâàíòîâûé àëãîðèòì Ñàéìîíà.

Ïîñëå îïðåäåëåíèÿ k1 ïî èçâåñòíûì ïàðàì (î.ò., ø.ò.) ëåãêî âîññòàíàâëèâàåòñÿ k2.
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4.Êâàíòîâûé ìåòîä âîññòàíîâëåíèÿ êëþ÷à FX-êîíñòðóêöèé.
Ïîïûòêà óâåëè÷èòü äëèíó êëþ÷à �2.

FX-êîíñòðóêöèÿ � îáîáùåíèå ñõåìû Ýâàíà-Ìàíñóðà;

Enc : Vt × Vn × Vn × Vn → Vn.
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4.Âîññòàíîâëåíèå èòåðàöèîííûõ êëþ÷åé ñåòè Ôåéñòåëÿ, ñì. [18].

Â ðàáîòå [18] ðàññìîòðåíî ïðèìåíåíèå êîìáèíàöèè êâàíòîâûõ àëãîðèòìîâ Ñàéìîíà è
Ãðîâåðà äëÿ âîññòàíîâëåíèÿ êëþ÷åé ïÿòè èòåðàöèé ñåòè Ôåéñòåëÿ E : Vn → Vn ñ
ðàóíäîâûìè êëþ÷àìè ki ∈ Vn/2, i = 1, 2, ..., 5.

Ðàññìàòðèâàåòñÿ îòîáðàæåíèå f : Vn/2+1 → Vn/2,

f(b, xR0 ) = F2(k2, xR0 ⊕F1(k1, ab)) = ab ⊕ xR3 = ab ⊕F4(k4, F5(k5, xR5 )⊕ xL5 )⊕ xR5 ,

ãäå b ∈ {0, 1}, a0, a1 - ñëó÷àéíûå êîíñòàíòû èç Vn/2, (xL5
‖xR5

) = Enc(ab‖xR0
).

Óòâåðæäàåòñÿ, ÷òî äëÿ ïðàâèëüíîé ïàðû (k4, k5)

f(b, xR0
) = f(b⊕ 1, xR0

⊕ F1(k1, a0)⊕ F1(k1, a1)),

ò.å. ó f(b, xR0 ) = ab ⊕ F4(k4, F5(k5, xR5
)⊕ xL5

) ñóùåñòâóåò íåòðèâèàëüíûé ïåðèîä
s = 1||F1(k1, a0)⊕ F1(k1, a1), äëÿ ïîèñêà êîòîðîãî ïðèìåíèì àëãîðèòì Ñàéìîíà.

Îòíîñèòåëüíî ñïåöèàëüíîãî êëàññèôèêàòîðà B : Vn+(n/2+1)l → {0, 1} ïðèìåíÿåòñÿ
àëãîðèòì Ãðîâåðà, ïîñëå 2n/2 èòåðàöèé Ãðîâåðà ñ âûñîêîé âåðîÿòíîñòüþ îïðåäåëÿþòñÿ
èñòèííûå (k4, k5).

Äëÿ ïðèìåíåíèÿ ìåòîäà òðåáóåòñÿ n+ (n+ 1)(n+ 2 + 2
√
n/2 + 1) êóáèòîâ è ïîðÿäêà

O(2n/2) êâàíòîâûõ çàïðîñîâ.

Ïðè r > 5 ðàóíäîâ, òðóäîåìêîñòü âîññòàíîâëåíèÿ r íåçàâèñèìûõ èòåðàöèîííûõ êëþ÷åé
O(2nr/4−3n/4) êâàíòîâûõ çàïðîñîâ ( O(21.25n) ïðè r = 8, O(27.25n) ïðè r = 32).
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èñòèííûå (k4, k5).

Äëÿ ïðèìåíåíèÿ ìåòîäà òðåáóåòñÿ n+ (n+ 1)(n+ 2 + 2
√
n/2 + 1) êóáèòîâ è ïîðÿäêà

O(2n/2) êâàíòîâûõ çàïðîñîâ.

Ïðè r > 5 ðàóíäîâ, òðóäîåìêîñòü âîññòàíîâëåíèÿ r íåçàâèñèìûõ èòåðàöèîííûõ êëþ÷åé
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4.Âîññòàíîâëåíèå èòåðàöèîííûõ êëþ÷åé ñåòè Ôåéñòåëÿ, ñì. [18].

Â ðàáîòå [18] ðàññìîòðåíî ïðèìåíåíèå êîìáèíàöèè êâàíòîâûõ àëãîðèòìîâ Ñàéìîíà è
Ãðîâåðà äëÿ âîññòàíîâëåíèÿ êëþ÷åé ïÿòè èòåðàöèé ñåòè Ôåéñòåëÿ E : Vn → Vn ñ
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ãäå b ∈ {0, 1}, a0, a1 - ñëó÷àéíûå êîíñòàíòû èç Vn/2, (xL5
‖xR5

) = Enc(ab‖xR0
).

Óòâåðæäàåòñÿ, ÷òî äëÿ ïðàâèëüíîé ïàðû (k4, k5)

f(b, xR0
) = f(b⊕ 1, xR0

⊕ F1(k1, a0)⊕ F1(k1, a1)),

ò.å. ó f(b, xR0 ) = ab ⊕ F4(k4, F5(k5, xR5
)⊕ xL5

) ñóùåñòâóåò íåòðèâèàëüíûé ïåðèîä
s = 1||F1(k1, a0)⊕ F1(k1, a1), äëÿ ïîèñêà êîòîðîãî ïðèìåíèì àëãîðèòì Ñàéìîíà.
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4.Êâàíòîâûå ðàçëè÷èòåëè äëÿ îáîáùåííûõ ñåòåé Ôåéñòåëÿ, ñì. [19]

Äëÿ d-branch Type-1 GFS (CAST256-like Feistel structure)

Ïîñòðîåí êâàíòîâûé ðàçëè÷èòåëü íà 2d− 1-ðàóíäîâ. Íàïðèìåð (ðèñóíîê ñëåâà), ïðè d = 4
ðàçëè÷èòåëü íà 2 · 4− 1 = 7 ðàóíäîâ ñòðîèì ïî

F (x) = f4(f3(f2(f1(x01)⊕ x02)⊕ x02)⊕ x02 ⊕ x)

Äëÿ 2d-branch Type-2 GFS (RC6/CLEFIA-like Feistel structure)

Ïîñòðîåí êâàíòîâûé ðàçëè÷èòåëü íà 2d+ 1-ðàóíäîâ. Íàïðèìåð (ðèñóíîê ñïðàâà), ïðè d = 2
ðàçëè÷èòåëü íà 2 · 2 + 1 = 5 ðàóíäîâ ñòðîèì ïî

F (x) = f4(f3(f2(f1(x01)⊕ x)⊕ x03)⊕ f2(x03)⊕ x04)

Äëÿ âîññòàíîâëåíèÿ êëþ÷à ïðèìåíÿåòñÿ êîìáèíàöèÿ àëãîðèòìîâ Ñàéìîíà è Ãðîâåðà.
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4.Êâàíòîâûå ðàçëè÷èòåëè äëÿ ñåòåé Ôåéñòåëÿ, ñì. [20].

Â [20] îïèñàí àëãîðèòì ðàçëè÷åíèÿ ñåòåé Ôåéñòåëÿ îò ñëó÷àéíîé ïîäñòàíîâêè, â îñíîâå
êîòîðîãî ëåæèò êâàíòîâûé àëãîðèòì Ñàéìîíà, íî íå ïðåäúÿâëÿþùèé ïåðèîä â ÿâíîì âèäå.
Òðóäîåìêîñòü àëãîðèòìà � ïîëèíîìèàëüíà.

Îáîçíà÷èì (ai, bi) ∈ Vn/2 × Vn/2 - ñîñòîÿíèå î÷åðåäíîãî øèôðóåìîãî áëîêà ïîñëå i-îé
èòåðàöèè çàøèôðîâàíèÿ íåêîòîðîé ñåòè Ôåéñòåëÿ:

Ñõåìà Ïðåîáðàçîâàíèå ïîëóáëîêîâ Êîë-âî èòåðàöèé

Ñëîæíîñòü
âîññòàíîâëå-
íèÿ êëþ÷åé
r-ðàóíäîâ

Feistel− F bi+1 ← ai ⊕ FKi
(bi), ai+1 ← bi 4 O(2(r−5)n/4)

Feistel−KF bi+1 ← ai ⊕ F (Ki ⊕ bi), ai+1 ← bi 4 O(2(r−4)n/4)

Feistel− FK bi+1 ← ai ⊕ F (bi)⊕Ki, ai+1 ← bi 6 O(2(r−6)n/4)

Òàáëèöà 1: Òèïîâûå ñåòè Ôåéñòåëÿ, ñì. [20].
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5.Êâàíòîâûé ðàçíîñòíûé è ëèíåéíûé ìåòîäû. Ïîèñê èòåðàöèîííûõ
êëþ÷åé ïî èìåþùèìñÿ ðàçíîñòíûì ñîîòíîøåíèÿì àëãîðèòìîì Ãðîâåðà.

Ïîèñê ðàçíîñòíûõ (ëèíåéíûõ) ñîîòíîøåíèé ñ âûñîêèìè ðàçíîñòíûìè (ëèíåéíûìè)
õàðàêòåðèñòèêàìè ñ ïîìîùüþ êâàíòîâîãî àëãîðèòìà Áåðíøòåéíà-Âàçèðàíè (ïîèñê
êâàçèëèíåéíûõ ñòðóêòóð áóëåâîé ôóíêöèè).

Äëÿ E : Vn × Vm → Vm, C = E(key, P ), èçâåñòíî íåêîòîðîå ðàçíîñòíîå ñîîòíîøåíèå
(a, b) ñ õàðàêòåðèñòèêîé p(a,b). Ïðåäïîëàãàåòñÿ, ÷òî íà èñòèííîì êëþ÷å key:

P (E(key, P )⊕ E(key, P ⊕ a) = b) = p(a,b),

p(a,b) = max
a,b∈Vm\

−→
0

p(a,b).

Èçâåñòíî N ïàð îòêðûòûõ è øèôðîâàííûõ òåêñòîâ (Pi, Ci), i ∈ {1, . . . , N}, ïîëó÷åííûõ
ïðè øèôðîâàíèè íà îäíîì è òîì æå êëþ÷å key. Íåîáõîäèìî ïî çàäàííîìó ðàçíîñòíîìó
(ëèíåéíîìó) ñîîòíîøåíèþ (a, b) è èìåþùåìóñÿ ìàòåðèàëó âîññòàíîâèòü key.

Ñîãëàñíî [28], òðóäî¼ìêîñòü âîññòàíîâëåíèÿ êëþ÷à key íà êâàíòîâîì êîìïüþòåðå
ñîñòàâëÿåò O(

√
N) +O(2n/2) (ïðèìåíÿåòñÿ âàðèàíò àëãîðèòìà Ãðîâåðà äëÿ ïîèñêà

èòåðàöèîííîãî êëþ÷à, íà êîòîðîì ðàññìàòðèâàåìîå ñîîòíîøåíèå âûïîëíÿåòñÿ ñ
ìàêñèìàëüíîé âåðîÿòíîñòüþ), â òî âðåìÿ êàê òðóäîåìêîñòü êëàññè÷åñêîãî ðàçíîñòíîãî
ìåòîäà àâòîðû [28] îöåíèâàþò âåëè÷èíîé O(N) +O(2n).
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ñîñòàâëÿåò O(

√
N) +O(2n/2) (ïðèìåíÿåòñÿ âàðèàíò àëãîðèòìà Ãðîâåðà äëÿ ïîèñêà

èòåðàöèîííîãî êëþ÷à, íà êîòîðîì ðàññìàòðèâàåìîå ñîîòíîøåíèå âûïîëíÿåòñÿ ñ
ìàêñèìàëüíîé âåðîÿòíîñòüþ), â òî âðåìÿ êàê òðóäîåìêîñòü êëàññè÷åñêîãî ðàçíîñòíîãî
ìåòîäà àâòîðû [28] îöåíèâàþò âåëè÷èíîé O(N) +O(2n).
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5.Êâàíòîâûé ðàçíîñòíûé è ëèíåéíûé ìåòîäû. Ïîèñê èòåðàöèîííûõ
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Ïîèñê ðàçíîñòíûõ (ëèíåéíûõ) ñîîòíîøåíèé ñ âûñîêèìè ðàçíîñòíûìè (ëèíåéíûìè)
õàðàêòåðèñòèêàìè ñ ïîìîùüþ êâàíòîâîãî àëãîðèòìà Áåðíøòåéíà-Âàçèðàíè (ïîèñê
êâàçèëèíåéíûõ ñòðóêòóð áóëåâîé ôóíêöèè).
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P (E(key, P )⊕ E(key, P ⊕ a) = b) = p(a,b),

p(a,b) = max
a,b∈Vm\

−→
0

p(a,b).
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6.Ïîèñê êîëëèçèé è âòîðîãî ïðîîáðàçà (ðåçóëüòàòû [40])

Ïîèñê êîëëèçèé

Äëÿ ïñåâäîñëó÷àéíîé ôóíêöèè H : Vn → Vn òðåáóåòñÿ íàéòè òàêèå x 6= y, x, y ∈ Vn, íà
êîòîðûõ H(x) = H(y).

Òðóäîåìêîñòü Q-ïàìÿòü Ïàìÿòü

Êîë-âî
ïðîöåññîðîâ ïðè
ðàñïàðàëëåëèâà-

íèè

Classical, [36] 2n/2−s - 2s 2s

Improved Grover
search, [35]

2n/3 2n/3 - 2n/3

Ambainis's
algorithm, [33]

2n/3 2n/3 - no

Single processor
[40]

22n/5 O(n) 2n/5 no

Parallelization [40] 22n/5−3s/5 O(2sn) 2n/5+s/5 2s

Òàáëèöà 2: Ñðàâíèòåëüíàÿ òàáëèöà àëãîðèòìîâ ïîèñêà êîëëèçèé, s ≤ n/4.

2s � êîëè÷åñòâî ïðîöåññîðîâ ïðè ðàñïàðàëëåëèâàíèè âû÷èñëåíèé.
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6.Ïîèñê êîëëèçèé è âòîðîãî ïðîîáðàçà (ðåçóëüòàòû [40])

Ïîèñê ïðîîáðàçà

Äëÿ ïñåâäîñëó÷àéíîé ôóíêöèè H : Vn → Vn è ìíîæåñòâà îáðàçîâ T = {y1, . . . , y2t}
òðåáóåòñÿ íàéòè õîòÿ áû îäíî çíà÷åíèå x ∈ Vn, íà êîòîðîì H(x) = yi, yi ∈ T .

Òðóäîåìêîñòü Q-ïàìÿòü Ïàìÿòü
Classical, no
parallel

2n−t - 2t

Classical,
parallel

2n−t−s - 2t + 2s

Naive quantum
algorithm

2n/2 O(n) -

Single processor
[40]

2n/2−t/6 +min{2t, 23n/7} O(n) min{2t/3, 2n/7}

Parallelization
[40]

2n/2−t/6−s/2 +min{2t, 2
(3n−4s)

7 } O(2sn) min{2t/3, 2n/7+s/7}

Òàáëèöà 3: Ñðàâíèòåëüíàÿ òàáëèöà àëãîðèòìîâ ïîèñêà âòîðîãî ïðîîáðàçà.
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7.Êâàíòîâàÿ ñëàéä-àòàêà

Cëàéä-àòàêà + àëãîðèòì Ñàéìîíà, ñì. [11].

CBC-MAC, PMAC, GMAC, GCM è OCB â ìîäåëè êâàíòîâûõ âû÷èñëåíèé ÿâëÿþòñÿ
íåñòîéêèìè.

Òàêæå ýòî îòíîñèòñÿ ê êàíäèäàòàì ìåæäóíàðîäíîãî êîíêóðñà CAESAR, àëãîðèòìàì
CLOC, AEZ, COPA, OTR, POET, OMD è Minalpher.

Òðóäîåìêîñòü ïðèìåíåíèÿ êâàíòîâîé ñëàéä àòàêè, îñíîâàííîé íà çàäà÷å Ñàéìîíà,
ñîñòàâëÿåò O(n) êâàíòîâûõ îïåðàöèé, â òî âðåìÿ êàê òðóäîåìêîñòü êëàññè÷åñêîé
ñëàéä-àòàêè àâòîðû îöåíèâàþò âåëè÷èíîé O(2n/2).

Cëàéä-àòàêà + àëãîðèòì Ñàéìîíà, ñì. [15].

Ïðèìåíåíèå ê SP-ñåòÿì è ñåòÿì Ôåéñòåëÿ ñ ìîäóëüíûì ñëîæåíèåì (ñì.[15], òàáë. 1).
Ýôôåêòèâíîñòü àòàê çàâèñèò îò ñòðóêòóðû øèôðà, ïîëó÷åíû âàðèàíòû êàê
ïîëèíîìèàëüíîãî, òàê è ýêñïîíåíöèàëüíîãî óñêîðåíèÿ.
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8.Ðåøåíèå ÑËÓ, àëãåáðàè÷åñêàÿ àòàêà íà AES, Trivium, SHA-3, MPKC

Àëãîðèòì Harrow-Hassidim-Lloyd (HHL) � êâàíòîâûé àëãîðèòì ïîèñêà ðåøåíèÿ ñèñòåìû
ëèíåéíûõ óðàâíåíèé, äàþùèé ýêñïîíåíöèàëüíîå óñêîðåíèå ïî ñðàâíåíèþ ñ ëó÷øèì
êëàññè÷åñêèì àëãîðèòìîì � ãðàäèåíòíûì ñïóñêîì (ñì. [45]).

Òàáëèöà 4: Ñðàâíèòåëüíàÿ òàáëèöà òðóäî¼ìêîñòåé àëãîðèòìîâ ðåøåíèÿ ÑËÓ.

Çàäà÷à Àëãîðèòì Òðóäîåìêîñòü
LSP CG, ñì. [46] O(Nsk · log(1/ε))
QLSP HHL, ñì. [44] O(log(N)s2k2/ε))
QLSP VTAA-HHL, ñì. [47] O(log(N)s2k/ε))
QLSP Childs et. al., ñì. [48] O(sk · polylog(sk/ε))
QLSP QLSA, ñì. [49] O(k2polylog(N)||A||F /ε))

Ïàðàìåòðû:

N - ðàçìåðíîñòü ñèñòåìû Ax = b, A ∈ CN×N ;
s - ïîêàçàòåëü ðàçðåæåííîñòè ìàòðèöû A;

k - ÷èñëî îáóñëîâëåííîñòè (condition number of A), ïîêàçûâàåò íàñêîëüêî ñèëüíî
ìåíÿåòñÿ çíà÷åíèå Ax ïðè íåáîëüøîì èçìåíåíèè x;

ε - òðåáóåìàÿ òî÷íîñòü;

||A||F =
√∑m

i=1

∑n
j=1 a

2
ij ;
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8.Ðåøåíèå ÑËÓ, àëãåáðàè÷åñêàÿ àòàêà íà AES, Trivium, SHA-3, MPKC

Â òàáëèöàõ c � êîíñòàíòà èç ïðèáëèçèòåëüíîãî ðàâåíñòâà
O
(
log (N +M) sκ2/ε

)
' c log (N +M) sκ2/ε, � îöåíêà ñëîæíîñòè HHL àëãîðèòìà [44]

(â êâàíòîâûõ îïåðàöèÿõ).

Êîë-âî
ðàóíäîâ

Êîë-âî
ïåðåìåííûõ

Êîë-âî
óðàâíåíèé

T Òðóäîåìêîñòü

AES-128 4 1792 4400 101376 269.07cκ2

AES-128 6 2624 6472 151680 271.16cκ2

AES-128 8 3456 8544 201984 272.65cκ2

AES-128 10 4288 10616 252288 273.80cκ2

AES-192 12 7488 18096 421248 276.44cκ2

AES-256 14 11904 29520 696384 279.04cκ2

Òàáëèöà 5: Ñëîæíîñòü êâàíòîâîé àëãåáðàè÷åñêîé àòàêè íà AES (ε = 1%)

Êîë-âî

ðàóíäîâ

Êîë-âî

ïåðåìåííûõ

Êîë-âî

óðàâíåíèé
T Òðóäîåìêîñòü

288 951 951 5331 249.48cκ2

576 1815 2103 11667 253.36cκ2

1152 3543 4407 24339 257.08cκ2

2304 6999 9015 49683 260.74cκ2

Òàáëèöà 6: Ñëîæíîñòü êâàíòîâîé àëãåáðàè÷åñêîé àòàêè íà Trivium (ε = 1%)
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8.Ðåøåíèå ÑËÓ, àëãåáðàè÷åñêàÿ àòàêà íà AES, Trivium, SHA-3, MPKC

Äëèíà
õýø-
êîäà,
áèò

Ðàçìåð
âíóòðåííåãî
ñîñòîÿíèÿ b

(áèò)

Êîë-âî
ðàóíäîâ

Êîë-âî ïå-
ðåìåííûõ

Êîë-âî
óðàâíåíèé

T Òðóäîåìêîñòü

224 1600 24 76800 77000 610377 278.04cκ2

256 1600 24 76800 77032 610506 278.04cκ2

384 1600 24 76800 77160 611023 278.04cκ2

512 1600 24 76800 77288 611540 278.04cκ2

Òàáëèöà 7: Ñëîæíîñòü âîññòàíîâëåíèÿ ïðîîáðàçà SHA3 (ε = 1%)

Multivariate Public Key Cryptosystem, îäèí èç êàíäèäàòîâ PQC

Îöåíêà òðóäîåìêîñòè ïðèìåíåíèÿ àëãåáðàè÷åñêîé àòàêè ê MPKC, ïîëó÷åííàÿ â [43],
ñîñòàâëÿåò O

(
n10.5κ2 log(1/ε)

)
êâàíòîâûõ îïåðàöèé.

Ëó÷øàÿ èçâåñòíàÿ íå êâàíòîâàÿ àòàêà íà MPKC � àòàêà ñ ïîìîùüþ ïîñòðîåíèÿ áàçèñà
Ãð¼áíåðà ñ òðóäîåìêîñòüþ ïîðÿäêà O

(
20.841·n

)
.

Îäíî èç ñëåäñòâèé [43]

Ïðè ïîñòðîåíèè ñòîéêèõ â ìîäåëè êâàíòîâûõ âû÷èñëåíèé êðèïòîàëãîðèòìîâ
ñîîòâåòñòâóþùàÿ ñèñòåìà óðàâíåíèé äîëæíà èìåòü áîëüøîå ÷èñëî îáóñëîâëåííîñòè
(condition number).
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Äëÿ ïðèìåíåíèÿ êâàíòîâûõ àëãîðèòìîâ ê êðèïòîãðàôè÷åñêèì àëãîðèòìàì
íåîáõîäèìî ïðåäñòàâèòü êðèïòîãðàôè÷åñêèå àëãîðèòìû â âèäå êâàíòîâûõ
ñõåì.

Êàê ðåàëèçîâàòü ñóùåñòâóþùèå êðèïòîãðàôè÷åñêèå ïðåîáðàçîâàíèÿ â âèäå
êâàíòîâûõ ñõåì?
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Simpli�ed-DES

Simpli�ed-DES � äâóõðàóíäîâàÿ ñåòü Ôåéñòåëÿ ESDES : V10 × V8 → V8, êëþ÷ K ∈ V10.

Quantum exhaustive key search with simpli�ed-DES as a case study, [6]

ðåàëèçàöèÿ SDES � 60 êóáèòîâ;

ïîèñê êëþ÷à àëãîðèòìîì Ãðîâåðà íà êâàíòîâîì ñèìóëÿòîðå libquantum � 61 êóáèò.

Äåíèñåíêî Ä.Â., Íèêèòåíêîâà Ì.Â. Ïðèìåíåíèå êâàíòîâîãî àëãîðèòìà
Ãðîâåðà â çàäà÷å ïîèñêà êëþ÷à áëî÷íîãî øèôðà SDES, [1]

ðåàëèçàöèÿ SDES � 18 êóáèòîâ;

ïîèñê êëþ÷à àëãîðèòìîì Ãðîâåðà íà êâàíòîâîì ñèìóëÿòîðå quipper � 19 êóáèòîâ.

Â ðàáîòå [1] ïîêàçàíî, ÷òî ìèíèìàëüíàÿ îöåíêà êîëè÷åñòâà êóáèòîâ äëÿ ïîèñêà êëþ÷à
SDES êâàíòîâûì àëãîðèòìîì Ãðîâåðà (18 + 1 = 19 êóáèòîâ) äîñòèæèìà;

ïðåäñòàâëåíû ïîäðîáíûå ïðèìåðû ïðèìåíåíèÿ àëãîðèòìà Ãðîâåðà, ïðîãðàììíûå
ðåàëèçàöèè â Wolfram Mathematica è êâàíòîâîì ñèìóëÿòîðå quipper.
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Ðåàëèçàöèÿ êðèïòîãðàôè÷åñêèõ ïðåîáðàçîâàíèé â âèäå êâàíòîâûõ ñõåì

Äëÿ ïðèìåíåíèÿ êâàíòîâûõ àëãîðèòìîâ ê êðèïòîàëãîðèòìàì, íàïðèìåð øèôðàì,
íåîáõîäèìî ïðåäñòàâèòü ôóíêöèþ çàøèôðîâàíèÿ E : Vn × Vm → Vm â âèäå êâàíòîâîé
ñõåìû.

Â ðàáîòå Äåíèñåíêî Ä.Â., Ìàðøàëêî Ã.Á., Íèêèòåíêîâà Ì.Â., Ðóäñêîé Â.È., Øèøêèí Â.À.
Îöåíêà ñëîæíîñòè ðåàëèçàöèè àëãîðèòìà Ãðîâåðà äëÿ ïåðåáîðà êëþ÷åé àëãîðèòìîâ

áëî÷íîãî øèôðîâàíèÿ ÃÎÑÒ Ð 34.12-2015, [2], èñïîëüçîâàí ïîäõîä ñ ïðåäñòàâëåíèåì
êîîðäèíàòíûõ ôóíêöèé â âèäå êâàíòîâûõ ñõåì (ñì. ðèñ. 1).

Ïðåîáðàçîâàíèå íàä áèòîâûìè
ñòðîêàìè äëèíû n

Êîëè÷åñòâî
äîïîëíèòåëüíûõ
êóáèòîâ

Êîëè÷åñòâî âåíòèëåé

P ⊕Key 0 n

P +Key mod 2n 1 2
3
n3 + 3

2
n2 − 25

6
n+ 8

S-box n Ñèëüíî çàâèñèò îò S-box, > n
Ëèíåéíîå ïðåîáðàçîâàíèå n ≤ n(n− 1)
Öèêëè÷åñêèé ñäâèã 0 0

Òàáëèöà 8: Êîëè÷åñòâî ðåñóðñîâ äëÿ ðåàëèçàöèè ýëåìåíòàðíûõ ïðåîáðàçîâàíèé
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Ðåàëèçàöèÿ îäíîé èòåðàöèè àëãîðèòìà øèôðîâàíèÿ
ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿

ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿

Äëÿ ðåàëèçàöèè îäíîé èòåðàöèè ôóíêöèè çàøèôðîâàíèÿ E : V128 × V128 → V128 â âèäå
êâàíòîâîé ñõåìû òðåáóåòñÿ 128 + 128 + 128 + 128 = 512 êóáèòîâ (ðèñ. 11).

|K〉 /128 • |K〉
|P 〉 /128 • |P ⊕K〉

|0〉 /128 S(P ⊕K) • |S(P ⊕K)〉

|0〉 /128 L(S(P ⊕K)) |L(S(P ⊕K))〉

Ðèñ. 11: Êâàíòîâàÿ ñõåìà îäíîé èòåðàöèè àëãîðèòìà ¾Êóçíå÷èê¿.

Äåíèñåíêî Ä.Â., Íèêèòåíêîâà Ì.Â., Ïîëÿêîâ Ì.Â., Ðóäñêîé Â.È. ÒÊ 26, ÌÃÒÓ èì. Í.Ý. Áàóìàíà 33 / 49



Ðåàëèçàöèÿ îäíîé èòåðàöèè àëãîðèòìà øèôðîâàíèÿ
ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿

ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿

Äëÿ ðåàëèçàöèè îäíîé èòåðàöèè ôóíêöèè çàøèôðîâàíèÿ E : V32 × V64 → V64 â âèäå
êâàíòîâîé ñõåìû áåç ïîâòîðíîãî èñïîëüçîâàíèÿ êóáèòîâ òðåáóåòñÿ
32 + 32 + 32 + 32 + 32 + 1 = 161 êóáèò (ñì. ðèñ. 12).

|k〉 /32 • |k〉
|b〉 /32 • � • |b � k〉
|a〉 /32 • |a〉

|1〉 /1 ancilla |1〉

|0〉 /32 S(b � k) ≪ 11 |a⊕ LSX(k, b)〉

|0〉 /32 |b〉

Ðèñ. 12: Êâàíòîâàÿ ñõåìà îäíîé èòåðàöèè àëãîðèòìà ¾Ìàãìà¿.

Êâàíòîâàÿ ñõåìà íà ðèñ. 12 ñïåöèàëüíî ïîñòðîåíà áåç ïîâòîðíîãî èñïîëüçîâàíèÿ êóáèòîâ,
÷òî ìîæåò ïðèãîäèòüñÿ â äðóãîé ìîäåëè êâàíòîâûõ âû÷èñëåíèé (ñì. measurement-based
quantum computation, one-way quantum computer [51]).

Äåíèñåíêî Ä.Â., Íèêèòåíêîâà Ì.Â., Ïîëÿêîâ Ì.Â., Ðóäñêîé Â.È. ÒÊ 26, ÌÃÒÓ èì. Í.Ý. Áàóìàíà 34 / 49



Ðåàëèçàöèÿ îäíîé èòåðàöèè àëãîðèòìà øèôðîâàíèÿ
ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿ ñ ïîâòîðíûì èñïîëüçîâàíèåì êóáèòîâ

ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿

Äëÿ ðåàëèçàöèè îäíîé èòåðàöèè ôóíêöèè çàøèôðîâàíèÿ E : V32 × V64 → V64 ñ ïîâòîðíûì
èñïîëüçîâàíèåì êóáèòîâ òðåáóåòñÿ 32 + 32 + 32 + 32 + 1 = 129 êóáèòîâ (ñì. ðèñ. 13).

|k〉 /32 • • |k〉

|b〉 /32 � • • � × |a⊕ LSX(k, b)〉

|a〉 /32 × |b〉

|0〉 /32 S(b � k) ≪ 11 • ≫ 11 S†(b � k) |0〉

|1〉 /1 ancilla ancilla |1〉

Ðèñ. 13: Êâàíòîâàÿ ñõåìà îäíîé èòåðàöèè àëãîðèòìà ¾Ìàãìà¿ ñ ïîâòîðíûì èñïîëüçîâàíèåì
êóáèòîâ.
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Ðåàëèçàöèÿ ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿ ñ ïîâòîðíûì
èñïîëüçîâàíèåì êóáèòîâ

Â àëãîðèòìå ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿ ïðèìåíÿåòñÿ 9 ïîëíûõ èòåðàöèé, à â 10
èòåðàöèè ïðèìåíÿåòñÿ òîëüêî íàëîæåíèå êëþ÷à.

|K1〉 /128 • •

K1

•

K2

•

|K2〉 /128 • • • •

|P 〉 /128 • • X S • • S†

|0〉 /128 S • • S† L • • L†

|0〉 /128 L • • L† S • S†

|0〉 /128 S • S†

|0〉 /128 L

|0〉 /128 L • •

/128

K3

•

K4

• •

/128 • • • • •

/128 S • • S† S • • S† L • L† L

/128 L • • L† L • L† S •

/128 S • S† S • •

/128 L • •

/128 • •
/128

Ðèñ. 14: Êâàíòîâàÿ ñõåìà 10 ðàóíäîâ àëãîðèòìà ¾Êóçíå÷èê¿ ñ ïîâòîðíûì èñïîëüçîâàíèåì êóáèòîâ
(ñâåðõó � ïåðâûå 4 èòåðàöèè àëãîðèòìà, ñíèçó � îñòàâøèåñÿ 5 ïîëíûõ èòåðàöèé è îäíà � íåïîëíàÿ).
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Ðåàëèçàöèÿ ðàçâ¼ðòûâàíèÿ êëþ÷à ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿ ñ
ïîâòîðíûì èñïîëüçîâàíèåì êóáèòîâ

Íà ðèñ. 14 â áëîêàõ Ki (i = 1, 2, 3, 4) ôîðìèðóþòñÿ ðàóíäîâûå êëþ÷è àëãîðèòìà
øèôðîâàíèÿ ¾Êóçíå÷èê¿. Êàæäûé òàêîé áëîê âêëþ÷àåò 8 èòåðàöèé êâàíòîâîé ñõåìû,
èçîáðàæåííîé íà ðèñ. 15.

|K2i−1〉 /128 X[C8(i−1)+j ] • • X[C8(i−1)+j ] ×
∣∣LSX[C8(i−1)+j ](K2i−1)⊕K2i

〉
|K2i〉 /128 × |K2i−1〉

|0〉 /128 S • • S† |0〉

|0〉 /128 L • L† |0〉

Ðèñ. 15: Êâàíòîâàÿ ñõåìà äëÿ îäíîé èòåðàöèè àëãîðèòìà ðàçâ¼ðòûâàíèÿ êëþ÷à àëãîðèòìà
øèôðîâàíèÿ ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿ ñ ïîâòîðíûì èñïîëüçîâàíèåì êóáèòîâ,
i = 1, 2, 3, 4, j = 1, 2, ..., 8.
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Ðåàëèçàöèÿ S-áîêñîâ â âèäå êâàíòîâûõ ñõåì áåç äîï. êóáèòîâ.

Â ðàáîòå Äåíèñåíêî Ä.Â. ¾Î ðåàëèçàöèè ïîäñòàíîâîê â âèäå êâàíòîâûõ ñõåì áåç
èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ êóáèòîâ¿ [3] ïðåäñòàâëåíû êâàíòîâûå ñõåìû, ðåàëèçóþùèå
S-áîêñû ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿ áåç èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ êóáèòîâ.

Ðèñ. 16: Ðåàëèçàöèÿ π0 = (12, 4, 6, 2, 10, 5, 11, 9, 14, 8, 13, 7, 0, 3, 15, 1).

Âûâîä:

Ïðåîáðàçîâàíèÿ X, S è L ìîæíî ïðåäñòàâèòü â âèäå êâàíòîâûõ ñõåì
áåç èñïîëüçîâàíèÿ äîïîëíèòåëüíûõ êóáèòîâ.
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Ðåàëèçàöèÿ êðèïòîãðàôè÷åñêèõ ïðåîáðàçîâàíèé â âèäå êâàíòîâûõ ñõåì
(true)

Åñëè â ñòðóêòóðå E : Vn × Vm → Vm îòñóòñòâóåò îïåðàöèÿ �mod2t, t > 1, òî äîñòàòî÷íî
n+m ëîãè÷åñêèõ êóáèòîâ.

Äëÿ îïåðàöèè � mod 2t, ãäå t > 1, ìîæåò ïîòðåáîâàòüñÿ 1 äîïîëíèòåëüíûé êóáèò è
2
3
n3 + 3

2
n2 − 25

6
n+ 8 êâàíòîâûõ âåíòèëåé (ñì. [52]).

Ïðè íàëè÷èè âîçìîæíîñòè ïðèìåíåíèÿ êâàíòîâîãî ïðåîáðàçîâàíèÿ Ôóðüå, îïåðàöèþ
ìîäóëüíîãî ñëîæåíèÿ ìîæíî ðåàëèçîâàòü áåç èñïîëüçîâàíèÿ âñïîìîãàòåëüíûõ êóáèòîâ [53].

Ïðåîáðàçîâàíèå íàä áèòîâûìè
ñòðîêàìè äëèíû n

Êîëè÷åñòâî
äîïîëíèòåëüíûõ
êóáèòîâ

Êîëè÷åñòâî âåíòèëåé

P ⊕Key 0 n

P +Key mod 2n 1 2
3
n3 + 3

2
n2 − 25

6
n+ 8

S-box 0 Ñèëüíî çàâèñèò îò S-box, > n
Ëèíåéíîå ïðåîáðàçîâàíèå 0 > n
Öèêëè÷åñêèé ñäâèã 0 0

Òàáëèöà 9: Êîëè÷åñòâî ðåñóðñîâ äëÿ ðåàëèçàöèè ýëåìåíòàðíûõ ïðåîáðàçîâàíèé
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Ðåàëèçàöèÿ øèôðîâ ÃÎÑÒ è AES â âèäå êâàíòîâûõ ñõåì

Äîñòàòî÷íîå êîëè÷åñòâî ëîãè÷åñêèõ êóáèòîâ ïðè ðåàëèçàöèè àëãîðèòìîâ
ÃÎÑÒ Ð 34.12-2015 è AES.

ÃÎÑÒ Ð 34.12-2015 ¾Ìàãìà¿ 256 + 64 = 320
ÃÎÑÒ Ð 34.12-2015 ¾Êóçíå÷èê¿ 256 + 128 = 384

AES-128 128 + 128 = 256
AES-192 192 + 128 = 320
AES-256 256 + 128 = 384
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Ðåàëèçàöèÿ õýø-ôóíêöèé â âèäå êâàíòîâûõ ñõåì

Ìèíèìàëüíîå êîëè÷åñòâî ëîãè÷åñêèõ êóáèòîâ, íåîáõîäèìîå äëÿ ðåàëèçàöèè
õýø-ôóíêöèè â âèäå êâàíòîâîé ñõåìû, îïðåäåëÿåòñÿ ìàêñèìàëüíîé äëèíîé âíóòðåííåãî
ñîñòîÿíèÿ ðàññìàòðèâàåìîé õýø-ôóíêöèè.

Äîñòàòî÷íîå êîëè÷åñòâî ëîãè÷åñêèõ êóáèòîâ ïðè ðåàëèçàöèè àëãîðèòìîâ
SHA-2, SHA-3 è ÃÎÑÒ Ð 34.11-2012

Àëãîðèòì Ìèíèìàëüíîå êîë-âî êóáèòîâ
äëÿ ðåàëèçàöèè â âèäå êâàíòîâîé ñõåìû

SHA-2 (224, 256) 512
SHA-2 (384, 512) 1024

SHA-3 1600
ÃÎÑÒ Ð 34.11-2012 1024
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Îñíîâíûå âûâîäû Quantum Computing: Progress and Prospects [4]

Êðèïòîñõåìà Ðàçìåð

êëþ÷à,

áèò

Ýôôåêòèâíàÿ

ñòîéêîñòü,

áèò

Òðåáóåìîå

êîëè÷åñòâî

ëîãè÷åñêèõ

êóáèòîâ

Òðåáóåìîå êîëè-

÷åñòâî ôèçè÷å-

ñêèõ êóáèòîâ

Îöåíêà âðåìåíè

AES 128

192

256

128

192

256

2953

4449

6681

4.61× 106

1.68× 107

3.36× 107

2.61× 1012 ëåò

1.97× 1022 ëåò

2.29× 1032 ëåò

RSA 1024

2048

4096

80

112

128

2290

4338

8434

2.56× 106

6.2× 106

1.47× 107

3.58 ÷àñà

28.63 ÷àñîâ

229 ÷àñîâ

ECDLP,

(NIST P-256

NIST P-386

NIST P-521)

256

386

512

128

192

256

2330

3484

4719

3.21× 106

5.01× 106

7.81× 106

10.5 ÷àñà

37.67 ÷àñà

95 ÷àñîâ

SHA256 N/A 72 2403 2.23× 106 1.8× 104ëåò

Òàáëèöà 10: Ñòîéêîñòü ðàçëè÷íûõ êðèïòîñõåì ñîãëàñíî [4].
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Îñíîâíûå âûâîäû Quantum Computing: Progress and Prospects [4]

1.Íàèáîëåå ðàçâèòûå ðåàëèçàöèè ôèçè÷åñêèõ êóáèòîâ
èîíû â ëîâóøêàõ;

ñâåðõïðîâîäÿùèå êóáèòû;

Åù¼ ðàíî äåëàòü ñòàâêó íà êàêóþ-òî êîíêðåòíóþ òåõíîëîãèþ êâàíòîâûõ âû÷èñëåíèé.

2.Êâàíòîâàÿ ïàìÿòü

Â äàííûé ìîìåíò êâàíòîâûå êîìïüþòåðû íå ìîãóò ýôôåêòèâíî îáðàáàòûâàòü
êëàññè÷åñêèå äàííûå.

Òðåáóåòñÿ ðàçðàáîòêà êâàíòîâîé ïàìÿòè (QRAM) � ìàññèâà êóáèòîâ, ñïîñîáíîãî äîëãî
õðàíèòü çàïèñàííûå â íåãî êâàíòîâûå ñîñòîÿíèÿ, êàê â áàçèñíûå, òàê è ñîñòîÿíèÿ
ñóïåðïîçèöèè.

3.Êîððåêöèÿ îøèáîê

Error rate - âàæíåéøèé ïàðàìåòð, õàðàêòåðèçóþùèé òî÷íîñòü âû÷èñëåíèé.

Îáåñïå÷åíèå íèçêîãî óðîâíÿ îøèáîê áàçîâûõ îïåðàöèé - òðóäíàÿ çàäà÷à.

Íåîáõîäèìî ïðèìåíåíèå àëãîðèòìîâ êîððåêöèè îøèáîê, áåç ïðèìåíåíèÿ êîòîðûõ
ìàëîâåðîÿòíî, ÷òî êàêàÿ-ëèáî ñëîæíàÿ êâàíòîâàÿ ñõåìà áóäåò ïðàâèëüíî ðàáîòàòü.

Ïðèìåíåíèå êîððåêöèè îøèáîê íà ïîðÿäîê óâåëè÷èâàåò êîëè÷åñòâî ôèçè÷åñêèõ
êóáèòîâ, íåîáõîäèìûõ äëÿ ðåàëèçàöèè îäíîãî ëîãè÷åñêîãî êóáèòà.

Äåíèñåíêî Ä.Â., Íèêèòåíêîâà Ì.Â., Ïîëÿêîâ Ì.Â., Ðóäñêîé Â.È. ÒÊ 26, ÌÃÒÓ èì. Í.Ý. Áàóìàíà 43 / 49



Îñíîâíûå âûâîäû Quantum Computing: Progress and Prospects [4]

1.Íàèáîëåå ðàçâèòûå ðåàëèçàöèè ôèçè÷åñêèõ êóáèòîâ
èîíû â ëîâóøêàõ;

ñâåðõïðîâîäÿùèå êóáèòû;

Åù¼ ðàíî äåëàòü ñòàâêó íà êàêóþ-òî êîíêðåòíóþ òåõíîëîãèþ êâàíòîâûõ âû÷èñëåíèé.

2.Êâàíòîâàÿ ïàìÿòü

Â äàííûé ìîìåíò êâàíòîâûå êîìïüþòåðû íå ìîãóò ýôôåêòèâíî îáðàáàòûâàòü
êëàññè÷åñêèå äàííûå.

Òðåáóåòñÿ ðàçðàáîòêà êâàíòîâîé ïàìÿòè (QRAM) � ìàññèâà êóáèòîâ, ñïîñîáíîãî äîëãî
õðàíèòü çàïèñàííûå â íåãî êâàíòîâûå ñîñòîÿíèÿ, êàê â áàçèñíûå, òàê è ñîñòîÿíèÿ
ñóïåðïîçèöèè.

3.Êîððåêöèÿ îøèáîê

Error rate - âàæíåéøèé ïàðàìåòð, õàðàêòåðèçóþùèé òî÷íîñòü âû÷èñëåíèé.

Îáåñïå÷åíèå íèçêîãî óðîâíÿ îøèáîê áàçîâûõ îïåðàöèé - òðóäíàÿ çàäà÷à.
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ìàëîâåðîÿòíî, ÷òî êàêàÿ-ëèáî ñëîæíàÿ êâàíòîâàÿ ñõåìà áóäåò ïðàâèëüíî ðàáîòàòü.
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êóáèòîâ, íåîáõîäèìûõ äëÿ ðåàëèçàöèè îäíîãî ëîãè÷åñêîãî êóáèòà.
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4.Êâàíòîâîå ïðåâîñõîäñòâî

¾Êâàíòîâîå ïðåâîñõîäñòâî¿ � ðåøåíèå íåêîòîðîé çàäà÷è ñ èñïîëüçîâàíèåì êâàíòîâîãî
âû÷èñëèòåëÿ, êîòîðóþ òðóäíî ðåøèòü íà êëàññè÷åñêîì êîìïüþòåðå, íåçàâèñèìî îò òîãî,
èìååò ëè ýòà çàäà÷à ïðàêòè÷åñêóþ ïîëåçíîñòü � åù¼ íå áûëî ïðîäåìîíñòðèðîâàíî.

5.Êàê îòñëåæèâàòü óðîâåíü ïðîãðåññà?

Óðîâåíü ïðîãðåññà â ãåéòîâîé ìîäåëè êâàíòîâûõ âû÷èñëåíèé ìîæíî îòñëåæèâàòü ïî
êëþ÷åâûì ïàðàìåòðàì, îïðåäåëÿþùèì êà÷åñòâî êâàíòîâîãî ïðîöåññîðà:

óðîâåíü îøèáîê ïðè âûïîëíåíèè áàçîâûõ îïåðàöèé ñ îäíèì è äâóìÿ êóáèòàìè;

ñâÿçíîñòü êóáèòîâ â îäíîì àïïàðàòíîì ìîäóëå.

6.Ïðîãíîçû?

Òî÷íîå ïðîãíîçèðîâàíèå âðåìåííûõ ðàìîê ñîçäàíèÿ êâàíòîâîãî êîìïüþòåðà
íåâîçìîæíî.

Íåñìîòðÿ íà çíà÷èòåëüíûé ïðîãðåññ, íåò íèêàêèõ ãàðàíòèé, ÷òî âñå ïðîáëåìû áóäóò
ïðåîäîëåíû.

Ñëåäóåò îòñëåæèâàòü ìàñøòàáèðîâàíèå ñèñòåì èç ôèçè÷åñêèõ êóáèòîâ ïðè ïîñòîÿííîì
ñðåäíåì óðîâíå îøèáîê áàçîâûõ ëîãè÷åñêèõ ýëåìåíòîâ è êîëè÷åñòâî ëîãè÷åñêèõ
êóáèòîâ â ðàçðàáàòûâàåìûõ ñèñòåìàõ.
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Îñíîâíûå âûâîäû Quantum Computing: Progress and Prospects [4]

7.Âîçìîæíî ëè âçëîìàòü â áëèæàéøåå âðåìÿ RSA-2048?

Ó÷èòûâàÿ òåêóùèå òåìïû ïðîãðåññà, ìàëîâåðîÿòíî, ÷òî â òå÷åíèå áëèæàéøåãî äåñÿòèëåòèÿ
óäàñòñÿ ïîñòðîèòü êâàíòîâûé êîìïüþòåð, ñïîñîáíûé âçëîìàòü RSA-2048 èëè ñîïîñòàâèìûå
êðèïòîñèñòåìû ñ îòêðûòûì êëþ÷îì íà îñíîâå äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ.

8.Âîçìîæíî ëè ñîçäàíèå êâàíòîâûõ êîìïüþòåðîâ?

Àâòîðû [4] íå íàøëè ôóíäàìåíòàëüíûõ ïðè÷èí, ïî êîòîðûì ìàñøòàáèðóåìûé
êâàíòîâûé êîìïüþòåð íå ìîæåò áûòü ïîñòðîåí â ïðèíöèïå.

Îäíàêî íà ïóòè ê ñîçäàíèþ òàêîé ñèñòåìû è åå ïðàêòè÷åñêîìó èñïîëüçîâàíèþ äëÿ
ðåøåíèÿ âàæíûõ çàäà÷ îñòàþòñÿ çíà÷èòåëüíûå òåõíè÷åñêèå ïðîáëåìû.

9.Post-Quantum Cryptography, NISTIR 8240

Ñóùåñòâóåò áîëüøîé êîììåð÷åñêèé èíòåðåñ ê ðàçâåðòûâàíèþ ïîñòêâàíòîâûõ
êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ çàäîëãî äî ñîçäàíèÿ êâàíòîâûõ êîìïüþòåðîâ.

Àâòîðû [4] ñ÷èòàþò, ÷òî äëÿ ïîëíîãî ïåðåõîäà ê ïîñòêâàíòîâûì êðèïòîãðàôè÷åñêèì
àëãîðèòìàì ïîòðåáóåòñÿ áîëåå 10 ëåò.
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https://quantumcomputingreport.com/

Company Type Technology Now Next Goal

D-Wave Annealing Superconducting 2048 5000
Fujitsu Digital Annealer Classical 1024 8192
Google Gate Superconducting 72 TBD
IBM Gate Superconducting 50 TBD
Intel Gate Superconducting 49 TBD

Univ. of Wisconsin Gate Neutral Atoms 49 TBD
Intel Gate Spin 26 TBD
IQOQI Gate Ion Trap 20 TBD
Rigetti Gate Superconducting 19 128
IonQ Gate Ion Trap 11 79

USTC (China) Gate Superconducting 10 20
NTT/Japan NII Qtm Neural Network Photonic 2048 >20,000

Univ. of Maryland / NIST Quantum Simulator Ion Trap 53 TBD
Harvard/MIT Quantum Simulator Rydberg Atoms 51 TBD

Huawei � HiQ Cloud Software Simulator Classical 42-169 N/A
Alibaba/Univ. of Michigan Software Simulator Classical 144 N/A

USTC/Origin QC Software Simulator Classical 64 N/A
University of Melbourne Software Simulator Classical 60 N/A

IBM Research Software Simulator Classical 56 N/A

Òàáëèöà 11: Êâàíòîâûå ïðîöåññîðû íà 21.01.2019, ÷àñòü 1.
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https://quantumcomputingreport.com/

Company Type Technology Now Next Goal

ETH Zurich Software Simulator Classical 45 N/A
Intel�qHiPSTER Software Simulator Classical 43 N/A

Atos Software Simulator Classical 41 N/A
Microsoft�Azure Software Simulator Classical 40 N/A
Rigetti�Forest Software Simulator Classical 36 N/A
Microsoft�PC Software Simulator Classical 30 N/A
iARPA QEO Annealing Superconducting N/A 100

NSF STAQ Pro Gate Ion Trap N/A >64
Silicon QC Gate Spin N/A 10

CEA-Leti/INAC/ Gate Spin N/A 100
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Computer 1-Qubit Gate Fidelity 2-Qubit Gate Fidelity Read Out Fidelity
IBM Q5 Tenerife 99.84% 95.98% 94.46%

IBM Q16 Melbourne 99.68% 92.84% 93.02%
IBM Q20 Poughkeepsie 99.89% 97.75% TBD

IBM Q20 Tokyo 99.80% 97.16% 91.72%
IBM Q System One 99.96% 98.31% TBD
Rigetti 16Q Aspen-1 97% 91% 93%
Rigetti 8Q Agave 96.15% 87.00% 83.84%
Rigetti 19Q Acorn 98.63% 87.50% 93.30%
IonQ 11 Qubit >99% >98% 99.80%

Òàáëèöà 13: Òî÷íîñòü êâàíòîâûõ îïåðàöèé.
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