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AHam3 npeaMera ucciienoBanus | B e
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Pucynok 3. MeToipbl, MpuMeHseMbIe 15 KiacCu(UKaluu MUGPOBaHHBIX / CKAThIX TaHHBIX
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AnHanu3 npeaMera ucciegopanus || Oleres

PycKpunto
ABTOpBI T'on 3agaua Ipusnaku AJIroputm Pesyabrarbl
Wright C., Monrose F., WNnentudukaius ceTeBbIx
2005 JnHa nakeTa, Bpems KHU3HHU, CkpeiTeie MapkoBckre Mopemnu HTTPS - 94.4%
Masson G. M. MIPOTOKOJIOB
Conti G. 2010 g:;;:;@maum SHEGPHER o8 heca ooy (B i) HTTP - 96.7%
. ) ) * *
Alshammari R 2011 ACHTHQUIAIMS Ip.flags, ip.len, ip.checksum, tcp.len®, tcp.flags®, -~ 5 A aBoost team-based GA  SSH-71%
3amm¢poBanHoro Tpaguka  Ooth.
DOIEET IR, FIfel 287 6, 2011 i OlIeHKa SHTPOIUH TMOJE3HOU HAarpy3KH Kpurtepuii coBnaaeHus DTGy, SEE - B
John W. sammgpoBanHoro Tpaduka P py3 pHTep A SMTP, HTTP, POP3, FTP -99%

TN AN 20 G0 L | anq s e, | DO EOIE, MOREEN & SOk SVM 86.4% for text 79.8% enc
Li S. [MOAMNOCIIEN0OBATEIHLHOCTEN
PN ok o [P el 05 G 2013 iﬁi(;)mci));l:sggfo Tpaduka  DHTPOIHS MOTOKOB M MAKETOB Meton Moure-Kapiio LY (el NAES) e
Massey D. botnet P p p A P packet (SSH,HTTPS) - 97%
WNnentudukanus OWHAPHBIX,
Khakpour A. R., Liu A. X. 2013 TEeKCTOBBIX, 3aIM(PPOBAHHBIX DHTPOMHS CART, SVM 88%
JIAHHBIX
Wnentudukarys K - Ommoxailimx cocenen, k-Nearest Neighbors 60.0% Feed
Hahn D., Apthorpe N., .
Eeamster N 2018 3ammdpoBaHHBIX U CKATBIX  DHTPONHMS, XU-KBaJparT cBepTouHbIe HelipoHHble ceT, cetu Forward Neural Net 54.1% CNN
' JAaHHBIX IIPSIMOTO PacpOCTPaHEHUS 66.9%
O — Tecter NIST:
Casmo. F., Choo K.-K. R., 2019 sammposaroro/cKaToro frequency block test, H!E[?GE (ngh Entropy 20.61%
Patsakis C. cum sums test, DistinGuishEr)
Tpaduka .
approximate entropy test.
Durponus 4,8,16,24 GUTHBIX for traffic (ip-aapeca, Ne moptos,
Knaccudukanus HONMOCHeIOBATENLHOCTE B npotokoi) 97.9%
Tang Z., Zeng X., Sheng Y. 2019 3ammdpoBaHHOT0/CIKATOTO A A SVM, RF video <70%
MOCTIEIOBATENILHOCTSIX,, TOMYYSHHBIX U3
Tpaduka Images, text <72%

MCXOIHOU C pa3iu4HbIM 1m1arom (ot 1 1o 8) audio <66%

Tabnuua 1. CpaBHUTENBHBIM aHAIN3 UCCISA0OBAHMI B IPEAMETHOM 00IacTH www.ruscrypto.ru 4



IlocTanOBKa 3a1a491 UCCIICAOBAHUA E@E’;ﬁ’éﬁwmo

p(F(Xi):yjli:j)_ﬁI— (2)

TP+TN
Accuracy = (3)
TP +TN + FP +FN @
Precision = 1P (4) Recall = 1P (5)
TP+ FP TP+ FN

rae TP — xonmduecTBO 00BEKTOB BEPHO OTHECEHHEIX K Kiaccy I, TN — KoIndecTBO 0OBEKTOB
BEPHO OTHECCHHBIX K Kiaccy | (J#1), FP — xomndecTBO JIOXHBIX cpaOarblBaHuil (OIIMOKa
nepBoro poja), FN — kommuecTBO MpoIycCKOB 1ieiu (OIIrMOKa BTOPOro poja).
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DyHKIIMOHATBHAS MOJIENb KIacCU(HUKATOPA @

PycKpunto
[ iieoecn S ™

OG6yuaromas Ilpedsapumenvnan odpadomka Pacnosnasanue

BrIGopKa [TCTT > Pemienue o npuHaIexXKHOCTH
®opmupoBaHUEe NPU3HAKOB Nrepannonnoe asuwxenue |IICII k onpeneneHHOMY Kiaccy
P METOJO0M I0JICYETA 10 y371aM JiepeBa
> YaCTOThI OMTOBBIX

KOHTpObHAS MOJITOCIEN0BATEIBHOCTEN A

Bb10oOpka [1CII JUIMHEL N 6T Maccus
N Mojenb
Maccusn 3HAYCHUM —
3HAYEHUU MPU3HAKOB B Maccis Obyuenue
IIPU3HAKOB jorapupmuyec HOPOTOBBIX
KOM Macirade .
3HAYEHUU Ornpezenenne NoporoBbIxX
Heperon HpHgHaKOE ° Popmmposarue IPU3HAKOB 3H£ICHI/II71 n I/I3H§KOB TUTSt
HOFaqu)MHqECKHH MoAeIH < HaWI qmerlz) a30ueHus
MACIIT
acura Kiaccudukaropa Y P
BBIOOPKH
Maccus
| N Maccus
! 3HAYEHUN
MPU3HAKOB
MPU3HAKOB B
Pacuer norapudmuyec |IIocieoBaTebHOE ONPEICICHHE
HEONPENEIIEHHOCT! | xoMm Macmitabe MPU3HAKOB, BBITTOTHSIOIIUX
g JxvHn nuis »| yuliee OMHapHOE pa3oueHue
oOyyaroren Nnnexce BBIOOPKH Ha OCHOBE LI€JIEBOM
BBIOOPKH JoxuHu byHKIMYN pa3oueHus

Pucynok 4. ®yHKIIMOHAJIbHAS MOJAEIb CUCTEMbI KJlacCU(DUKAIIUN
MO CJIEIOBATEIbHOCTEM, C(OOPMUPOBAHHBIX AITOPUTMAMU CXKATHUS U MU(POBAHUS
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AJITOpUTMBI KJIACCU(PHUKAIIAM MOCIEA0BATEIIbHOCTEH @) oo

=4 PycKpunTo
LY Data: IICII p, knacendurkarop <K=, <V=
- - Result: Knacc v IICII p
,@\ 1 FQ.,V —< >
Data: P: [P|=Q, S: S| =2V~ 2 State +<>
Result: I'g g 3 M, + Len(p)

1 Fo p <> 4 for v eV do

2 for pe P do 5 N, + Len(v)

3 M, + Len(p) 6 n, + Count(p,v)

a for s € S do 7 fow = Bo

5 ng < Count(p,s) 1 M, — N, +1

- Mg 8 B FQJ,I = FQ.,F () fP-.t‘
’ s My — Ny +1 o State + Next (k)
7 For+ ForU< fpey > 10 while State[7] £ True do
— 11 if [, State2) = State[3] then

8 return Fo g 12 | State + NextRight (State)
13 else
14 | State +— NextLeft (State)
15 Y, + State[4]

a) 16 refurn iy, 6)

PrcyHok 5. AnropuTMBbl BEIZICIICHUS IPU3HAKOB (a) 1 Kiaccuduranuu (0).
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W cxonable 1aHHBIC @) e

PycKpunto

NcxoaHble Anroputm BbibopkKa, Pasmep painna B
MeTKa Knacca o
NaHHble npeobpa3oBaHmS Kon-so ¢amnoB  BbibOpKe, KO
AES(CBC) 0 2000 600
3DES(CBC) 0 2000 600
TekcT Camellia(CBC) 0 2000 600
RC4(CBC) 0 2000 600
Ky3Heunk(ECB) 0 2000 600
ZIP 1 2000 600
RAR 1 2000 600
Buneo-daiib 7Z 1 2000 600
XZ 1 2000 600
GZ 1 2000 600
BZ2 1 2000 600

Tabnuua 2. MicxonHble JaHHbBIE IS IPOBEACHUS UCCIIEI0BAHUS
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Pe3ynbraThl 3KCHEpUMEHTOB | B o
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PucyHnok 6. OnieHka 3aBUCUMOCTH TOUHOCTH (ACCUracy) kiraccupukanuu
OT JJIMHBI MOJANOCIIEI0BATEILHOCTEN (TPHU3HAKOB)
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Pe3ynbrarel 3kcnepuMeHTOB || B e

Receiver operating characteristic example
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Pucynok 7. ROC kpuBas kinaccudukaruy mubpoBaHHBIX/CKATHIX TaHHBIX
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Pesynperarel skcnepuMeHTOB || B e
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PucyHnok 8. Onenka 3aBUCMMOCTH TOUHOCTH (ACCUracy) Kiraccupuxkanuu
OT MaKCUMaJIbHOW ITyOMHBI JIepeBa pEIICHUN
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Pucynok 9. Onenka 3aBUCUMOCTH TOUHOCTH (ACCUracy) kiaaccu@uKaiyy OT Yucia MPU3HAKOB
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Pe3ynbrarel SKCHEPUMEHTOB V Ol
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Pe3ynbraThl 3KkCcnepuMeHTOB V| B e
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Pucynok 10. Onenka 3aBUCUMOCTH KYMYJIITUBHOM 3HAYMMOCTH MMPU3HAKOB OT UX YHCJIIA
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