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File-Based Encryption (FBE)

[Nooaep>xueaeTcs HaumHas ¢ Android 7

= [loBceMecTHOe BHeapeHue HaumHasa ¢ Android 10
= Huawei HaunHag ¢ Android 7
=  Samsung HauymHas ¢ Android 9

= Peanuzaums Ha ocHoBe OC Ext4 n F2FS
= Huawei, Xiaomi F2FS
= Oppo, Realme Ext4

= Inline Crypto Engine

= FBE kntouyn HMKorga He noknpaatoT TEE

= Y Ka)kaoro nosib3oBaTens YCTPOMUCTBA CTb [1IBa XpPaHUMLLA
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File-Based Encryption (FBE)
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Trusted Execution Environment (TEE)

Hanbonee nHTepecHble 4acTu:
= KEYMASTER

Co ctopoHb! Android
CTaHAapTU3npoBaHHbIe API

= GATEKEEPER Peannsauus Ha yCMOTpPEHUE
npousBoanTenNd

www.ruscrypto.ru 4



LLincdbpoBaHune DE kntouen

= keymaster_key_blob

Device unique Key
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LLindbposaHune CE knrouen

Ecnu naponb He 3adaH, To npouecc aHanormyeH DE

MHade co cTtopoHbl Android https://cs.android.com/

passwordTokenToGkInput
unwrapPasswordBasedSyntheticPassword
- pwdToken = computePasswordToken (credential, pwd):;
— scrypt (pwd, salt)
— gkPwdToken = passwordTokenToGkInput (pwdToken) ;
- personalisedHash (PERSONALIZATION USER GK AUTH, token);
— personalisedHash (byte[] personalisation, byte[]... message)
— shab5l2 (padding (personalisation, 128) + messages)
— gatekeeper.verifyChallenge (fakeUid (userId), OL,
pwd.passwordHandle, gkPwdToken)
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https://cs.android.com/

User credential Password handle Stored HMAC

Auth Token

Device unique Key

KEYMASTER
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User Root key Synthetic password

Synthetic password

Device unique Key
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Synthetic password

FBE KEY

Unique Context

Device unique Key
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NMoanb6op napons

= [1na noabopa napons BHE YCTPOUCTBA = HekoTopble NpOU3BOAUTENN PEANTUBYIOT
HeobxoanMo u3Bneyb Device unique Key yHKUMOHanN gatekeeper B Secure
N BOCCTAHOBUTb anroputm KDF Processing Unit (SPU)

= [1na noabopa napons Ha YCTPOUCTBE = Kcnonb3oBaHne SPU cyLLecTBeHHO
Heobx0ANMO CKOMIMPOMETUPOBATb NpensTCTBYET MOYYEHNIO BO3MOXHOCTH
gatekeeper noadbvpaTb Napo’sib
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,@ BootROM exploit

Boot exploit 2018, 2020 [h vrsoc

8%

BootROM exploit 2019 " (ﬁ 2020—

28%

- BootROM exploit
2019, 2021

—2021

Qualcomwn BootROM exploit 2018
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) BootROM exploit  ¢5 ;5921 (2016%)
mscon 2020, 2021

l | - BootROM exploit

2019, 2021

BootROM exploit 2019 2020— —2021
SEP 2016 ‘
SEP exploit 2020

Boot exploit 2018, 2020 [h vrsoc

src leak 2022 samsune

8%

SPU 2019
Qualcomwn BootROM exploit 2018
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Trusted Execution Environment (TEE)

m Xiaomili
= Qualcomm

. ostt realme

= EXynos

= KINIBI, TEEGRIS O p p O
= HiSilicon

= Huawei TEE
= MediaTek

= MICROTRUST, KINIBI, TRUSTY, T6, RSEE ... g'é H U AWE |

www.ruscrypto.ru 15




MediaTek

= BootROM exploit
= SPU HeT / He ucnonb3yeTcs

= He cnoxeHo goctatb Device unique Key
= ME_ID/ CHIP_ID

A NN
I

= Peanusyem noabop napons BHe yCTPOMCTBA
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Huawei HiSilicon Kirin

= BootROM exploit
= SPU

=  [logBunca B 2016
= Hayan ucnonb3osaTtbcs B 2021

) NAN
I

= He cnoxeHo goctatb Device unique Key

= [lopbop napons
= 10 2021 BHe yCTpONCTBa
=  MaM-utoHb 2021 Ha ycTponcTse
= nocne uona 2021 ...
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Samsung Exynos

=  Boot exploit
= GATEKEEPER exploit

= 710 V3.3 BK/IKOYUTENBHO
= 00 V3.5 BKIOUMTENBHO

) NAN
I

= Peannsyem noabop napons Ha yCTPOUCTBE
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SEPOS
Secure Enclave AncréapaTHoe
o poTTTTTTTm e WWppoeaHue
Processor SEP ROM . cepp | | Mpwnoxerms :
(SEP) , g i sEp UID / GID knioui
L
--------------------------------------------------------------------------- SEP Maidbox [-=-- = = =resssrssssrnnnmns s s s s s e s n s s nn e e e s s s s s
Application xr:u
Processor SecureROM > iBoot > (i0S Kernel) Anpo
(AP)
SR T S T T
launchd 7 1
[loBepeHHble
Springboard HosepeHHbie NpoLecchbl
CepBMChI
v v
MpunoxeHns CropoHHKue
Apple NpUNOXeHna Mecoynmua
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[lMloaoBegeM UtToru

CyLLEeCTBYIOT NOAXOAbl K U3BNEYEHWNIO AAHHbIX U3
ycTpoucTs ¢ FBE

MHoroe 3aBuUcuUT oT BeHAopa n SoC
HabnopaeTtcs nepexon Ha ucnosb3osaHmne SPU

cnonb3oBaHne SPU cylwecTtBeHHO NpenaTCcTBYeT
NOJSTY4EHMIO BO3MOXHOCTU noabupaTtb Naposib

[N MHOrMX YCTPOMUCTB NOKa AOCTYMHbI TONbKO MOAXOAbI
A CMTyaLlMVI, KOoraa napo’sib usaBecteH njin He 3aaaH ? ? ?
o O o

[1pn n3BneyeHnn aaHHbIX Yepes root exploit nnu
NporpamMmMy-areHT CTOUT Y4YMUTbIBaTb BO3MOXHOE Hanmyme
BTOPOro AHa
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Bonpochli



KoHTakTHas nHdopMauus

karondeev@oxygensoftware.com

+7 (963) 649-70-44

@karondeev

Wwww.oxygensoftware.ru
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