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YTO Takoe MMUKpOKOoA?

* MHMumanusaunoHHbin koa LMY;

» Peannsyet HekoTOpble TexHonormn 6esonacHoctu (??2?: SGX,
VT-x, MPX, TXT);

* YNpasnseT aHepronoTpebneHnem;
* IMeeT BO3MOXXHOCTb YCTAHOBKN OOHOBIEHNN;
* ADXUTEKTYPHO 3aBUCUM.
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Intel PCH JTAG Unlock

e Mbl CMOIIM aKTUBMPOBATb UHXXEHEPHYIO OTNaaKy Ans
MUKpocxeMbl PCH;

* MonHbin poctyn K Intel Management Engine;
* Intel ME He nMeeT MUKpoKoda A0 nokoneHus Ice Lake (2020+);
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[laponb anga JTAG Unlock

<_tdef deviceType="SKL_M_UC" tables="TapDefs">
<_tdefDevice steppings="M0">
<TapDefs>
<TapCommands>

<TapCommand Ir="0x042" TapRegister="SA_TAP_LR_GLOBALUNLOCK" _name="SA_TAP_LR_GLOBALUNLOCK" Register="READWRITE" />
<TapCommand Ir="0x048" TapRegister="SA_TAP_LR_REDUNLOCK" _name="SA_TAP_LR_REDUNLOCK" Register="READWRITE"

PreScan="PackageAndC10Wakeup.Awake" />
<TapCommand Ir="0x049" TapRegister="SA_TAP_LR_ORANGEUNLOCK" _name="SA_TAP_LR_ORANGEUNLOCK" Register="READWRITE"

PreScan="PackageAndC10Wakeup.Awake" />
<TapCommand Ir="0x04A" TapRegister="SA_TAP_LR_UNIQUEID" _name="SA_TAP_LR_UNIQUEID" Register="READ1" PreScan="PackageAndC10Wakeup.Awake" />

<TapRegister _indices="71:0" _map="" _name="SA_TAP_LR_REDUNLOCK">
<_tag key="Visible" value="false" />
<Field _map="71:0" _name="DR_PASSWORD" />
</TapRegister>

[CE4200]

datfile=

xdp3jtagtclk=10000000

mcrgjtagtclk=4000000
cpu#0=1,11,tci-jtag-gen-ia.dll,CE4200,HTO,Master
cpu#1=2,11,tci-jtag-gen-ia.dll,CE4200,HT1,Slave

STUB=jtag.ini

passwd01=13,64,31

passwd02=64,101,77,107,67,111,76,110,85 ;65 4D 6B 43 6F 4C 6E 55
passwd03=13,2,0

passwd04=16,2,2 ; make this 7,3 to enable the 8051 on secondary chain
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Ecnn SoC nmeet Tonbko oAHO DFX yCTpOMCTBO, 3HAYUT NN 3TO,
4yTo pa3bnokuposka ME paet pasbnokuposky LIY?



N3BnedyeHue Intel Atom Microcode
PR Mok Ermolor

V !

Finally, the casket is opened: we (+@hOt_max and

@ Dmit) have extracted Intel x86 microcode! One more
Intel "top secret" information gets revealed...
github.com/chip-red-pill/...
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Agenda

e Intel microcode reversing
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LDATs
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https://github.com/chip-red-pill/crbus_scripts
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47..46 | 45 | 44 | 43..32 | 31..24 | 23 | 22..18 | 17..12 | 11..6 | 5..0

Field Name PARITY M1 M2  OPCODE IMMO MO IMM1 DST SRC1 SRCO

Size 2 1 1 12 8 1 5 6 6 6

OPCODE - 12-bit numeric microoperation code of operation

SRCO/SRC1/DST - three 6-bits fields which select operands for the operation

MO/M1/M2 - bits representing modes of the operation

IMMO/IMML1 — represent bits #0-7 and #8-12 of immediate values embedded directly into uops.



29..28 | 27..25 | 24..23 22..8 7..6 5..2 1..0
Field Name PARITY SYNC UP2 UP1  EFLOW  UPO

Size 2 3 2 2 4 2

UPO/UP1/UP2 - 2-bit pointers to microoperation inside triad.
EFLOW - 4-bit field that controls execution flow for the microoperations triad.
UADDR - 15-bit field that specifies the address in microcode ROM/RAM

SYNC - 3-bit field that controls two synchronization aspects those apply for microoperations execution



06 Ha py>|<l/”-| VI TOLI Ky onﬂa CPU |Caches | Mainboard | Memory | SPD | Graphics | Bench | About |
CPUID[0x8000002.. 0x8000004]

Code Name Apollo Lake MaxTDP | 6.0W ' | n tel
Package Socket 1296 FCBGA
PazpaboTanu nonesHyo Harpysky
Specification [uCode Red-Pill]
Family 6 Model C Stepping 9

[IpoBenu pa3bnokmposky RED unlock I e o i .

Instructions |MMX, SSE, SSE2, SSE3, SSSE3, SSE4. 1, SSE4.2, EM64T, VT-x,
AES, SHA

3arpy3unm none3Hyto Harpy3ky B LDAT

Core Speed 2287.65 MHz L1Data 24 KBytes

a rray [ 2 . n 4] Multiplier x 23.0 L1Inst. 32 KBytes
99,46 MHz Level 2 1 MBytes

Bus Speed

Selection et 1 v Cores 1 Threads 1

Ver. 1.84.0.x64 Tools |¥| Validate ‘\_ Close




Intel Atom uCode amn3saccembnep

U0000: 00626803200
U0001: 000801030008
018e5e40

U0002: 004800013000
U0004: 05b900013000
U0005: 000a01000200

0b000240
U0006: 014800000000

tmp15:= MOVEFROMCREG_DSZ64(CORE_CR_CUR_UIP)
tmp0:= ZEROEXT_DSZ32(0x00000001)
SEQW UOe5e

tmp7:= ZEROEXT_DSZ64(0x00000000)
mm7:= unk_5b9(0x00000000)
TESTUSTATE(UCODE, UST_MSLOOPCTR_NONZERO)
? SEQW U0002

> URET(0x00)

https://github.com/chip-red-pill
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Agenda

 Decrypting microcode update
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Y10 HaM 6b110 n3BectHo o Microcode Update

« Mukpokop, LIMNY obHoBnsietca n3 UEFI/OS;
 3alLMppoBaH Ha HEM3BECTHOM a/ITOPUTME;
* /IMeeT noannucb, OCHOBaHHYIO Ha anroputMe RSA-2048.
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. de Update Format
31 24 0 Bytes
Header Version
Update Revision

Processor Signature (CPUID) .

papuaix3
7 :9pol
papua1x3
2 ‘paniasay
 :Buiddelg

Checksum
Loader Revision
Processor Flags

e (24 blts} ﬁﬁ

1

2

2

Data Size 28

Total Size 32
36
4!
5

2
0
4

32
Reserved (12 Bytes) _

Update Data (Data Size bytes, or 2000 Bytes if Data Size = 00000000H)

Extended Signature Count 'n’
8

Extended Processor Signature Table Checksum
2

Reserved (12 Bytes)
56

Processor Signature[n] Data Size +
Processor Flags[n]

Checksum[n]




Pacwimndposka Atom uCode Update: AnropmnTtm

S5ed5:
tmp@:= ADD DSZ8(0x1, tmp@)
tmp2:= LDPPHYS_DSZ8 ASZ64 SC1(tmp7 + tmp@)
tmpl:= ADD_DSZ8(tmp2, tmpl)

tmp3:= LDPPHYS_DSZ8 ASZ64_SC1(tmp7 + tmpl)
STAPPHYS_DSZ8 ASZ64_SC1(tmp7 + tmp@, tmp3)
STAPPHYS_DSZ8 ASZ64 SC1(tmp7 + tmpl, tmp2)

tmp2:= ADD_DSZ8(tmp3, tmp2)

tmp2:= LDPPHYS_DSZ8 ASZ64_SC1(tmp7 + tmp2)
tmp3:= LDPPHYS_DSZ8 ASZ64_SC1(tmp5)

tmp3:= XOR_DSZ8(tmp2, tmp3)

STAPPHYS_DSZ8 ASZ64_SC1(tmp5, tmp3)
tmp5:= ADD_DSZ64(0x1, tmp5)

tmp6:= SUB_DSZ32(@x1, tmp6)
UIMPCC_DIRECT CONDZ(tmp6, tmp8)
SEQWORD GOTO @x5ed5

HOH O R HR

i:=(1+ 1) mod 256

S[i]

j := (J + S[1]) mod 256
swap values of S[i] and S[]]

(S[1i] + S[j]) mod 256
K := S[(S[1] + S[j]) mod 256]
*pb

oy =K

pb++

cb--

if @ == cb: GOTO tmp8

28



Pe3ynbTaT pacwumdposkn Atom uCode Update
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Cnepytouwias uenb: Intel Gemini Lake

Mark Ermolov @ markel - Jan 20, 2020

Intel Cannon Point chipset (300 series) as.c. 3« = .ilo Lake and Gemini
Lake SoCs have very dangerous Delayed / ither ication Mode (DAM)

vulnerability allowing arbitrary code.ex -utic.. and the root key prediction.

Detailed write-up is coming. Stz *ur, d.

QO 2 11 58 QO 139 o
Mark Ermolov @ =~ ark. . - Jan 20, 2020
£ Intel attempte . to h. ‘e’ 1e bug behind the less critical PMC vulnerability

(INTEL-SA-20. 7). We will describe the INTEL-SA-00131 also.
Q 2 1 14 Q 44 Ty
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HeaOKYMEHTUPOBAHHbIE UHCTPYKLINK

e Mbl 06HapyXnnun ABe HeAOKYMEHTUPOBAHHbIE MHCTPYKLMMH,
KOTOpbIE MO3BONSAOT YMTATb U MUCATb BO BHYTPEHHME LUNHDI

LY;
» Mbl Ha3Banu ux udbgrd w udbgwr;

* MHCTPYKUMK MOTYT 6bITb aKTUBMPOBAHbLI Yepes
HeJOKYMEHTMPOBaHHbIM pernctp MSR 0x1e6 (nocne npoueaypbl
pa3bnoknposku - Red Unlock);

* 9T UHCTPYKLINU MO3BONSIOT HANPSMYIO U3MEHATb MUKPOKO U
06X0ANTb NPOBEPKY LIENOCTHOCTMW.
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1| __fastcall _ _noreturn main_func(__int64 al)
e
3| unsigned __int32 v1; // — T
; - - . rc nce lcrocode\Geminii\uCLode.e
4 uns:!.gned _:!.ntﬁd- v3; // 01 00-00 00 00 ©0-00 00 00 00 AELFEOE
5| unsigned inte4 v4; // 00 ©0-22 O7 40 00-00 00 00 00 © > O "e@
- - 20 ©0-40 19 90 ©0-00 00 00 e0 @ @l
N . 38 00-02 00 40 00-05 00 04 00 @80Q@++
7 __indword(@xCF8u); 00 ©0-00 00 G0 00-00 00 00 00 O 4
8 readmsr(@x8Bu) ; // IA32_BIOS_SIGN_ID 60 00-00 00 40 ©0-00 00 00 06 @ @
- — ] - - - 00 00-10 19 00 00-00 00 00 80 »| .
7 = __readmsr(@x1A0u); @0 00-51 E5 74 64-06 00 00 00 Qotda
%) if ( ( & ©x4eeeee) '= 0 ) 00 00-00 20 00 20-00 @0 00 @0
. . ;. 00 00-00 00 00 00-00 00 00 00

. 27 N \
1 __writemsr(©xlAeu, & OxFFFFFFFFFFBFFFFFLL);// IA32 MISC_ENABLE 66 00-10 66 60 60-00 66 66 60 .
2| sub_4015EC(al); @5 A5-16 00 00 48-8D 15 AE 16 Haco(Hi#N= Hig«=
-z 16 ©0-00 F3 OF 6F-2F F3 OF 6F  Hily= <wo/<wo
_J if ( ( & 0x400000) 12 33-D2 F3 @F 6F-19 33 FF F3  3l<uol3y<uol3 <
4 __writemsr(©xlAeu, OF 6F-CD 66 OF 73-F9 @4 83 (o ¢0.2E¢0=-F¢s-0é|-
5 writemsr(@x8Bu, ) OF EF-CD 66 OF 38-80 EC 48 C1 Oftolfun=fu8 ol
ol outd q @4 66-OF EF C8 66-8F 73 F8 84 Tefuscefunlkrusce
6| __outdword(@xCF8u, OF EF-C8 66 OF EF-E9 66 OF 72 fus]afunlfunofur
71 __vmx_off(); 16 10-89 C2 83 F8-08 72 B6 48 20sual=-&7a°f@rH

66 OF-6F D5 83 C1-01 66 OF 73 &°fuotfuoralofus
IO » S D4 66-OF 6F C8 66-OF EF E8 48 °4fu8 “fuolfunOH
00000000  08400150: C1 E@ 04 66-OF 73 F9 ©4-66 OF EF E9-66 OF 73 F9 -Laefus-efanofss-
.00000000 0R400160: ©4 66 OF 38-DD D3 66 OF-EF E9 66 OF-EF EA 66 oF efug] Lfunefunofs
.00000000" 08400170: 72 F3 ©1 F3-OF 7F AC ©6-90 00 00 00-89 C8 83 F9 rOszniet &la.
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Chip Red Pill

0 Overview ] Repositories (5 ["] Projects ) Packages

ol

Popular repositories

uCodeDisasm glm-ucode

GLM uCode dumps

@Python 1r238 T 24 w23z Y7

crbus_scripts IntelTXE-PoC

Forked from ptresearch/IntelTXE-PoC

IPC scripts for access to Intel CREUS

Intel Management Engine JTAG Proof of Concept

uCode Research Team
chip-red-pill

@Python 17105 P22 @Python w61 Y13

Follow
udbglnstr

Research Team Members: Dmitry
Sklyarov (@_Dmit), Mark Ermolov C++ W50 %7
(@_markel__), Maxim Goryachy (@hOt)

https://github.com/chip-red-pill/



Bonu
Sub

Vulnerability Severity

Critical

Medium

Intel Bug Bounty Bonus Firmware

Intel Bug Bounty Bonus Hardware

Up to

Up

Up




What is XuCode?

XuCode XuCode XuCode
Instruction Instruction Instruction

Preamble ! post-amble

& XuCode ! CPY Executes in XuCode Mode  and x86
invocation | resumption




BbiBOAbI

e [lony4ynnn MakcMManbHO BO3MOXHbIM YPOBEHb AOCTYNa K
OT/IaI0MHbIM MEXaHM3MaM npoueccopoB ceMencTtaa Apollo
Gemini Lake;

« BocctaHoBUNKM 60MbLUYIO YAaCTb MUKPOKOAA;

« ObHapy>XmMnn HeaOKYMeHTUpPOBaAHHbIE KOMaHAbl, NO3BOJIAOLLEM
NONYYUT AOCTYN K BHYTPEHHUM WinHaM LIMY;

* AKTUBALINS HEAOKYMEHTUPOBAHHbBIX KOMaH4, BO3MOXHa 6e3
Pn3n4eckoro Aoctyna — yepe3 n3MeHeHue npowmskn BIOS;

« PazpaboTanu anlacceMmbnep MMKpoKoaa U onnmacian MexaHm3m
pa3bnoknpoBku - Chip Red Pill ( )
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