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(5‘9 KOA HenuneitHple mpeoOpa3oBaHus

O° 6esonacHocTH
12

H3BecTHO , YTO MOJYJIbHOE CJIOKEHUE MOKET MEHATH XapaKTEPUCTUKU ITOACTAHOBOK.

K 31| 30( 29| 28

mj

31| 30] 29| 28

"Haruki Seki, Toshinobu Kaneko Differential Cryptanalysis of Reduced Rounds of GOST, Proceedings of
the 7th Annual International Workshop on Selected Areas in Cryptography, 2001

2C. fkosnes, Y. Toruap ITpoGneMa MoCTPOSHMs AHATMTHYECKHX OLEHOK CTOAKOCTH K JIMHEHHOMY
KPHUITOAHAIM3YOJIOUHBIX IM(POB, UCTIONB3YIOIINX MOY/IBHOE ClIOkeHHe ¢ KoM, X VI MexyHapogHas
Hay4YHO-TIpaKTH4ecKas KoH(pepeHms «be3onacHocTs nHbOpManuy B
MH(pOPMAIIIOHHO-TEJIEKOMMYHHUKALMOHHBIX cUCTeMax», 2013



(f‘f) KOA HenuneitHple mpeoOpa3oBaHus

O° 6esonacHocTH
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<H KoA Pa3HOCTHBIA Iy Th
O° 6esonacHocTH

Ne Bxoanas pazHocTh BoixosiHas pa3HOCTD BEPOATHOCTh

urepa- BBITIOJTHEHUS

Jiviid COOTHOIIIE-

1 (0,[31],0,0,0,0,[31],0) ([31],0,0,0,0,[31],0,0) 1

2 ([31],0,0,0,0,[31],0,0) (0,0,0,0,[31],0,0, [31]) 1

3 (0,0,0,0,[31],0,0, [31]) (0,0,0,[31],0,0,[31],0) 1

4 (0,0,0,[31],0,0,[31],0) (0,0,[31],0,0,[31],0,0) 1

5 (0,0,[31],0,0,[31],0,0) (0,[31],0,0,[31],0,0,0) 1

6 (0,[31],0,0,[31],0,0,0) ([31],0,0,[31],0,0,0,0) 1

7 ([31],0,0,[31],0,0,0,0) (0,[15], [31],0, [15],0, 0,31, 15]) 279

8 (0,[15], [31],0, [15],0,0,[31,15]) ([15],[15,2,1],0,0, ~ 27222

[15,1,0],0,[31,15],[31,2,0])

9 ([15], [15,2,1],0,0, ([15,2,1],0,0,[15,1,0], ~ 2%
[15,1,0],0,[31,15], [31,2,0]) 0,[31,15],[31,2,0],[15])

10 ([15,2,1],0,0,[15,1,0], (0,[19,15,2],[15,1,0],0, ~ 273525
0,[31,15],[31,2,0],[15]) [31,19,2],[31,15,2,0],[15], [31,19])
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Ne BXO,E(HaH Pa3HOCTh BbIXOIlHaH Pa3HOCTh BEPOATHOCTH

mepa— BBITTOJIHEHU ST

U COOTHOIIIE-

HUA

11 (0,[19,15,2],[15,1,0],0, 31,19, 2], ([19,15,2],[15,3,1,0],0,[31,19, 2], ~2 9%
[31,15,2,0],[15], [31, 19]) [31,15,3,2,0], [15], [31, 19], [3])

12 ([19,15,2],[15,3,1,0],0, [31,19,2], ([15,3,1,0],[19,15], 31,19, 2],[31, 15,3, 2,0], ~ 23834
[31,15,3,2,0], [15], [31,19], [3]) [19], [31, 19], 3], [2])

13 ([15,3,1,0], [19,15], 31,19, 2], [31, 15, 3,2,0], ([19,15], 31,20, 15, 2], [31, 15, 3,2, 0], [19], ~27 33
[19],[31,19],[3],[2]) [31,22,20,19,15], (3], [2], [22,3,1])

14 ([19,15], 31, 20,15, 2], [31, 15, 3,2, 0], [19], ([31,20, 15, 2], [31, 22, 15, 3,2,0], ~273®
[31,22,20,19,15], 3], [2], [22, 3, 1]) [19],[31, 22,20, 19,15],

[22,19,3],[2], 22,3, 1,0], 20, 15])
15 ([31,20,15,2], 31,22, 15,3,2,0], ([31,22,15,3,2,0],[19, 2], ~ 273572

[19], [31,22,20,19,15],
[22,19,3],[2],[22,3, 1,0],[20, 15])

[31,22,20,19,15], [22,19, 3],
0,[22,3,1,0], [20, 15], [31, 20, 15])

Htorosas BEPOATHOCTb PA3HOCTHOI'O COOTHOLICHUSA PaBHA 2_2

24.4



cf‘o g(oA D¢Pp ek TUBHOCTh pA3HOCTHOTO METO 1A /1151 TTIOJTHOTO
O° 6esonacHocTH aNropuTMa KB

HanéxHocts | CIIOKHOCTD

0.99-0.0527 | 2°30.2%
0.5-0.0527 | 2°%8.2%
1072-0.0527 | 2%%.2%
1077.0.0527 | 2°12.2%

ITocTpoeHHOE pa3HOCTHOE COOTHOLIEHHUE XOTh U UMEET BEPOSATHOCTh MEHBLIYIO, YEM 2256
HO BCE ellle He MO3BOJIsSIET BOCCTAHABIMBATH KJI0Y 3h(peKTUBHEE, YeM MOJIHBII repedop

3Ypcro onepaumit 3ammpposanms



c\,> KOA, D¢PppeKTUBHOCTh pA3HOCTHOTO METOAA AJIs

<
O Gesonachoct o iropptma KB, yeeuéHHoro 10 13 ureparmii

HanéxHocTb CoxHOCTB”
0.139 2131 . 596
0.07 2130, 996

0.0014 2126 , 996
0.00014 o113, 996

g anropurma Kb, yceuénnoro go 13 nrepanmii, pa3HOCTHOE COOTHOILEHUE MTO3BOJISAET
BOCCTAHOBUTD KJTI0U 3¢(PeKTUBHEE, YeM IOJIHBII Tiepedop

“ycto oneparuii 3ammdposanms



