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[lporHo3npoBaHMe noBeAeHMA HeCTaLLMOHAPHOro paaa @S;;’éié“;“;,n -
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[MoncK aHoManuii BO BpeMeHHbIX pAaax [©) 5y cKpnnto

Novelty Detection

learned frontier
training observations
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AHann3 ceteBbix ppermoB
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ct_dst_itm sloss

Name Type Description
srcip nominal Source IP address
sport integer Source port number “
dstip nominal Destination IP address :§ F =
dsport integer Destination port number ’ |
proto nominal Transaction protocol 100 -
state nominal Indicates to the state and its dependent proto... J
dur Float Record total duration - o Hm h o - o e " o
shytes Integer Source to destination transaction bytes
sload
dbytes Integer Destination to source transaction bytes i
sttl Integer Source to destination time to live value
dttl Integer Destination to source time to live value )
sloss Integer Source packets retransmitted or dropped B "
&
dloss Integer Destination packets retransmitted or dropped “f M } ‘ ‘
service nominal http, ftp, smtp, ssh, dns, ftp-data ,irc and ... |
Sload Float Source bits per second
2= e =i =)= = 0w wn2 ke a0 2132
Dload Float Destination bits per second Time () Time (@)
Pucynox 19 — Pa3medennble mapamMeTpsl
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KOppEIIFILI,I/IFI CETEBDLIX NMaAPaMeTpPOoB ES;;CEFI’ZBMJIHTO
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Pucynok 21 — Cample koppenupyemMble mapaMmeTphl
Pucynok 20 — Matpuia Koppensnun
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Bbibop knaccnpmKkaTtopa [©) 5y cKpnnto

Classificator: LogisticRegression(max _iter=1000, n_jobs=-1)
Best parametrs: {'penalty': '12', 'solver': 'lbfgs'}
Best score: 0.8961687849910088

Classificator: KNeighborsClassifier(n jobs=-1, n_neighbors=1) LogisticRegression RandomForestClassifier DecisionTreeClassifier
Best parametrs: {'n_neighbors': 1, 'weights': 'uniform'} 09
Best score: 0.999323288700103 08 -

TRUE 07 TRUE G o
Classificator: BaggingClassifier(n estimators=15) 3 46 3 06 = 06
Best parametrs: {'n estimators': 15} . 05 = L
Best score: 0.9995141569933788 = 04 - 04 é "

FALSE 03 FALSE &3 FALSE
Classificator: GradientBoostingClassifier(learning rate=0.5, max_depth=6) iz =
Best parametrs: {'learning rate': 0.5, 'loss': 'deviance', 'max_depth': 6} 01
Best score: 0.9999305932110504 & &

& & & & & 4
Predicted label Predicted label Predicted Iah:l

Classificator: RandomForestClassifier(max _depth=23, n_estimators=13)

Best parametrs: {'max_depth': 23, 'n_estimators': 13}

Best score: 0.9991324294388775 Pucynok 23 — Martpuna omu60K nepBoro 1 BTOPOro pona
JIOTHCTUYECKON perpeccu, CIy4aiHOro Jieca U iepeBa peleHui

Classificator: AdaBoostClassifier(learning_rate=1.9000000000000001, n_estimators=51)
Best parametrs: {'learning rate': 1.9000000000000001, 'n_estimators': 51}
Best score: 0.9999305932110504

Pucynox 22 — Camble koppenupyemble HapaMeTpbl
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ANropuMTm aBTOKOAMPOBLUMKA Of e

- X={x,x,..x,} /H o input 2: InputLayer input: | [(None, 1, 599)]
P CETeBOro , penodpaboTka 4 output. | [(None, 1, 599)]
TpadHKa H HOpMAaIH3aIHA
| ;
L 2. LSTM input: | (None, 1, 599)
_ 5oL ~ ayerz:
X= {xl 2Ky aeees xn} _){x1 2o xu} v output: | (None, 1, 299)
"
i
OO0y4eHHe aBTOKOAHPOBIIHKA bottl . LSTM input: | (None, 1, 299)
ottleneck:
output: | (None, 149)
- > Koanpopmmk
VIHHITHATH3AIHS IlepeMemmuBanse !
h=e(x __e” BBIOOPKH input: None, 149
NapaMeTpoB f— M ) f(p)= = o repeat vector 1: RepeatVector P liT 1 142)
/ aBTOKO/IHPOBIIIHKA epohs CCE(y, p)=—z_v,.-log2 j2 JZH 2 A output: | (None, 1, 149)
loss i =l ' V= d(;f)
optimizer ’ /
JlexoHpOBIIHK X
learning rate Tayer7: TSTM input: | (None, 1, 149)
output: | (None, 1, 149)
i
L 8. LSTM input: | (Nong, 1, 119)
ayerd:
yEp v output: | (None, 1, 299)
epohs =100 i epohs <100
i
/./ H epohs++ input: | (None, 1, 299)
Ha " Moaean eT time distributed 1(dense 1): TimeDistributed(Dense)
output: | (None, 1, 599)
ABTOKOHPOBIIH o0yuHIach
PucyHok 24 — AnropuT™ aBTOKOIUPOBIINKA Pucynok 25 — Mopenb aBTOKOAUPOBIIUKA
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© & 19513310197

O6Hapy»keHne WEB aTak c NOmMOLLbo aBTOKOAMPOBLLNKA B

- @

Coop HTTP Request noawzobame.neii

1P Address © 109.252.105.208
Device: PG

Browser: Firelox 85.0

OS: Ubunitu

Gity: Moscow

Country: Russia

Pulvinar luctus et ibero, vitae non venenais fortor, sit accumsan adipiscing malesuada et
mattis consectetur sit accumsan hac luctus nec vel molestie sed sit malesuada augue
imperdiet hae omare eleifend venenalis dictum. Eget non omare venenalis ex. Molestie

odio. Vellt nulla sed mattis risus ul Urna ex. Uma in maurs luctus quis, lorem orci
accumsan dul hac interdum arcu sit vestibulum gui

Loram ipsum dolor sit amet, cansectetur adipiscing elit, sed do eiusmod tempor incididunt
ut Iabore et dolore magna aliqua. Ut enim ad minim veniam, quis nosirud exercitation
ullameco Iabaris nisi ut aliquip ex ea commodo consequat Duis aute irure dolor in
reprehenderit in voluptate vellt esse cilum dolare eu fugial nulla pariatur. Excepleur sint
occaecal cupidatat non proident, sunt in culpa qui

Bawu wegebp 20mob!

Meiiteie CoOBPAREHAR BHCLUEND MOPAINE, & TEHAS PANKH W WECTD OBYUEHKA KAPOR

wHpoROMY KDYTY (i ) ydacTHe B Mozenn
PAIEWTHA, PaSHOOBPASHEH 1 GOTATEIA ONIST HOHCYTISTALLAR © LMPOKHA BKTHEOM TPEGyIOT
OT HAC BNANK3A CHCTEM MACCOBOTD YHaCTHA. [lOBCEANERNAR NDAKTKA NOKAINEAET, 410
AANEHEAWSE PAIAMTHE PAMMMMLX HODM BATENLKOCTH COCOGCTEYET NOAFOTONA W
PEANHIAUAM CYUIECTBEHS

Pucynox 26 — C6op http-rpaduxa

3azaavbor
OCOBaA  PAIHOBMIHOCT  AIHTEKTYDS
PERYDPEHTHBIX HEAPOHHBIX CETER.
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& 050
025
0.00

Jlo HopManu3auuu:

10¢

0 20 40 60 o 20 40 60 o 25 50
987 988 989
10
Nocne HOpManniauwmw:

08
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©

=2

[
04
0z
0.0

0.0 05 10 00 05 10 0.0 05 10
987 988 989

Pucynok 27 —Hopmanuzanus naHHBIX

60000

=4 PycKpunto

— threshold

[ ] nmmmi mun 1
20000 40000 60000 80000 100000
e

62500

PucyHnok 28 — Br160p mOporoBoro 3Ha4eHUs

wariable
— recall
precision

65000 67500 70000 72500 75000 77500 80000
threshald

Pucynox 29 — Br160p oporoBoro 3HaueHUst
oTHOocHTeNbHO recall u precision
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I 4 PycKpunto

Pe3ynbraT paboTbl anroputma
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Pucynok 30 — OGHapy KeHue aHOMATHit "
-0
0 1
Predicted label

Pucynok 32 — OmuOku epBoro ¥ BTOPOTro poaa

WWW.ruscrypto.ru




MbpuaHaa HeMPOHHAA ceTb

Python3 Coop JaHHBIX IIpexopadoTka
manage.py , 3anyck Web
runserver [IPILTOXKEHIA

HHHITHATH3A IS
cnos middleware

HTTP-tpaduka

Jobasnenmne !
AHOMAITIIT < ITepexBaT

( Hopmammizammsa )

< ToxkeHH3aIIHI )‘

DopmupoBaHiie
CEeKBeHITHIL

I'nopaaHas HeHPOHHAS CeTh

input 2 input:

[(None, 1, 120)]

InputLayer | output:

[(None, 1, 120)]

=) KoHbepeHuua
[@ PyCK[;VII'ITO

bidirectional 2(lstm_2)

input: | (None, 1, 120)

Bidirectional(LSTM) | output: | (None, 1, 60)
dropout_2 | input: | (None, 1, 60)
Dropout | output: | (None, 1, 60)
bottleneck | input: | (None, 1, 60)
LSTM output: | (None, 30)

Knaccudmkaro =
b P IToncTpoiika
‘ ITporrozuporanie I—-l PacueT ommoxit I—’ BECOBBIX
3 Ko2(h GHIIEHNTOB
ABRTOKOIHPOBIIIK
Caxartie
ITogcTpoiika
PacueTt HCTD:
BoccTanosneHne 6 BECOBBIX
OIITHOKH
ko3 dieHTOB
IlepeMenIrBaHIe
BBEIOOpKIL e
Huanmmaonsanmnsg obvuenus
apaMeTpoB

Ad
accrgukaTop
obyaeH

Pucynok 33 — biok-cxema ruOpuaHOi HEHpOHHOHU ceTH

repeat vector 1 | input: (None, 30) dense 1 | input: | (None, 30)
RepeatVector | output: | (Nons, 1, 30) Dense | output: | (None, 30)
bidirectional 3(lstm_3) | input: | (None, 1, 30) dense 2 | input: | (None, 30)
Bidirectional(LSTM) | output: | (None, 1, 60) Dense | output: | (None, 20)
y ¥
dropout_3 | input: | (None, 1, 50) dense 3 | input: | (None, 20)
Dropout | output: | (None, 1, 60) Dense | output: | (None, 10)
4
decoder-output | input: (None, 1, 60) classificate-output | input: | (None, 10)
Dense output: | (None, 1, 120) Dense output: | (None, 6)

PucyHnok 34 — Mozenbs HEpOHHOM ceTH
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OTobparxkeHne AaHHbIX

vl iy ., . & noanomaly TIPS I ;
o R, . . »  sqlinjection s o8 i ¥
g o T s traversal LY P LS

| b enceding traversal e LA
) ' 8 [ ) i, ¢
. e R tan Bt Tt Wi By

server side template injection

Pucynok 35 — BusyanbsHoe npecTaBieHUEe BEKTOPHOTO OTOOPaKEHHs
JIaHHBIX, O/IaBaEMbIX Ha BXOJ] THOPUIHON HEHPOHHOW ceTH

no anomaly

5ql injection

traversal

encoding traversal

e

server side template injection

=) KoHbepeHuua
E@ PchI;vm (o]

Pucynox 36 — CkpbITble JIaTEHTHBIE ITPEACTaBICHHS OTyYEeHHbIE B

PE3YIbTATE CKATUA PIH(bOpMaI_IHI/I ABTOKOJUPOBIINKOM
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ObyyeHue rmbpraHOMN HEMPOHHOM CETH @ ki o

Decoder loss Accuracy Encoder loss
21000 Iteration 0 1.00 1 —— Iteration 0
Iteration 1 064 —— lteration 1
Iteration 2 0.95 - ' — |teration 2
20800 7 [teration 3 —— |teration 3
lteration 4 0.90 - 0.5 = |teration 4
Iteration 5 — lteration 5
20600 Iteration 6 —— lteration @
Iteration 7 0.85 1 : 0.4 1 —— lIteration 7
5 Iteration 8 E T ::erat!on ? 5 —— Iteration 8
2 0400 lteration 9 | £ 0.80 — |t2:gt:32 3 p 0s. —— lteration 9
—— lteration 3
0.75 4 —— |teration 4
20200 — |teration 5 0.2
0.70 - - |teration &
— |teration 7
) 0.1+
20000 065 | - Iterat!on 8
— |teration 9
T T T T T T T T T T T T T T T T T T T T T T T T
0 2 4 6 8 10 12 14 0 2 4 5] 8 10 12 14 0 2 4 i} 8 10 12 14
Epochs Epochs Epochs

Pucynok 37 — OO0yuenue aexojepa u kinaccudpukatopa Ha 15 smoxax B 10 uteparmii ¢ nepeMenInBaHueM JaHHBIX
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Pe3yn bTaT pa6OTbI dJ/ITOPUTMaA @ KoHGepeHUWA

PycKpunTo
10- — —= precision recall fl-score support classifiers
-
-
-~ xxe 0579972 0.444089 0.503016 939.000000 Logistic Regression
-
-
08 - ,.—‘" no anomaly 0.903699 0.999436 0.949159 7089.000000 Logistic Regression
-~
-
» ,,t" server side template injection 0.986715 0.857293 0.917462 953.000000 Logistic Regression
= -
% 06 - ,-"'" sgl injection 0.923077 0.581498 0.713514 908.000000 Logistic Regression
2 -7
= ‘_,-*"' traversal 0552239 0558190 0.555198 928.000000 Logistic Regression
2 -
E 0 __*.-"’. encoding traversal 0.980000 0.895699 0.935955 930.000000 Logistic Regression
[ ._f
. ,.-" accuracy 0.868137 0.868137 0.868137 0.868137 Logistic Regression
f"’ — ROC curve of class xxe {area = 1.00) L )
Pt —— ROC curve of class no anomaly {area = 1.00) macro avg 0.820950 0.722701 0.762384 11747.000000 Logistic Regression
02- ’f’ —— ROC curve of class server side template injection {(area = 1.00]
-~ ROC curve of class sqgl injection (area = 0.99) weighted avg 0.864330 0.868137 0.860543 11747.000000 Logistic Regression
‘,-” —— ROC curve of class traversal (area = 1.00}
’.-" —— ROC curve of class encoding traversal (area = 1.00)
0o - - : ‘ . \ \ - .
0o 0.2 0.4 0E 0.8 10 Pucynok 40 — Orenka logistics regression
False Positive Rate
Pucynox 38 — ROC-kpuBas rubpuaHoi HEHpOHHOH ceTH precision recall fl-score support classifiers
precision recall fl-score support xxe 0.457529 0.252386 0.325326 939.000000 Linear DA
no anomaly 0.959525 0.979828 0.969570 7089.000000 Linear DA
Xxe 0.83 0.95 0.83 1292
no anomaly 0.99 1.00 0.99 0266 server side template injection 0.834297 0.908709 0.869915 953.000000 Linear DA
server side template injection 1.00 0.99 0.99 1265 sql injection  0.803077 0574830 0.670090  908.000000  Linear DA
sgl injection 0.96 0.93 0.95 1271
traversal 0.94 0.80 0.86 1263 traversal 0.478916 0.685345 0563830  928.000000  Linear DA
encoding traversal 0.99 0.99 0.99 1305 encoding traversal 0.839836 0.879570 0.859244  930.000000 Linear DA
accuracy 0.97 15662 accuracy 0.853409 0.853409 0.853409 0.853409 Linear DA
_macro avg 6.95 0.94 0.94 15662 macroavg 0.728363 0.713456 0.709662 11747.000000 Linear DA
weighted avg 0.97 0.97 0.97 15662
weighted avg 0.849702 0.853409 0.846051 11747.000000 Linear DA
Pucynok 39 — Ouenka ruOpuaHON HEHPOHHOW ceTH Pucynok 41 — Omnenka Linear DA
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KOHdepeHuus

@ PycKpunTo

Cnacmnboo 3a BHUmMaHue!

[1aHHbIe nccnegoBaHUA BbIMOMHAKTCSA NMPU PoUHAHCOBOWU
nopaepxke 'panta PH® Ne 21-71-20078 B CI'16 ®L| PAH.
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