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ʇʨʠʤʝʥʝʥʠʝ 
ʰʠʬʨʦʚʘʥʠʷ ʚ ʢʘʯʝʩʪʚʝ 
ʤʝʪʦʜʘ ʦʙʝʟʣʠʯʠʚʘʥʠʷ 
ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ

ɸʣʝʢʩʝʡ ʃʫʢʘʮʢʠʡ



ʉʦʜʝʨʞʘʥʠʝ

Åɺ ʯʝʤ ʧʨʦʙʣʝʤʘ?

Åʌɿ-242 ʠ ʥʝʫʸʤʥʦʝ ʞʝʣʘʥʠʝ ʨʝʛʫʣʷʪʦʨʘ ʟʘʧʨʝʪʠʪʴ ʚʩʝ 

Åʏʪʦ ʪʘʢʦʝ ʦʙʝʟʣʠʯʠʚʘʥʠʝ?

Åʂʘʢ ʨʝʘʣʠʟʦʚʘʪʴ ʦʙʝʟʣʠʯʠʚʘʥʠʝ?

Åʄʦʞʝʪ ʣʠ ʰʠʬʨʦʚʘʥʠʝ ʙʳʪʴ ʤʝʪʦʜʦʤ ʦʙʝʟʣʠʯʠʚʘʥʠʷ?

Åʏʪʦ ʥʘ ʵʪʫ ʪʝʤʫ ʜʫʤʘʶʪ ʚ ʤʠʨʝ?

Åɼʦʣʞʥʦ ʣʠ ʙʳʪʴ ʰʠʬʨʦʚʘʥʠʝ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʤ?



ɺ ʯʝʤ ʧʨʦʙʣʝʤʘ?

ʂʘʢ ʧʦʪʨʝʙʠʪʝʣʴ

Åʇʦʢʫʧʘʝʪʝ ʥʘ Amazon

Åʇʦʩʝʱʘʝʪʝ EuroCrypt

Åʀʩʧʦʣʴʟʫʝʪʝ Gmail

Åʗʚʣʷʝʪʝʩʴ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 
Facebook

Åʀʩʧʦʣʴʟʫʝʪʝ WhatsUp

Åʇʨʠʤʝʥʷʝʪʝ iCloud

Åɸʨʝʥʜʫʝʪʝ ʘʚʪʦʤʦʙʠʣʠ ʚ Hertz

ʂʘʢ ʧʦʩʪʘʚʱʠʢ/ʧʨʦʠʟʚʦʜʠʪʝʣʴ

Åʇʦʣʴʟʫʝʪʝʩʴ Amazon AWS, 
Google.Docs

Åʀʤʝʝʪʝ ʜʦʯʝʨʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ ʟʘ 
ʧʨʝʜʝʣʘʤʠ ʈʌ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ 
ɽɸʕʉ

Åʇʨʠʤʝʥʷʝʪʝ ʦʙʱʝʜʦʩʪʫʧʥʳʝ 
ʩʝʨʚʠʩʳ Web-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

Åʇʨʦʚʦʜʠʪʝ ʢʦʥʬʝʨʝʥʮʠʶ ʚ 
ɹʝʣʦʨʫʩʩʠʠ



ʏʪʦ ʠʟ ʵʪʦʛʦ ʩʣʝʜʫʝʪ?

Åʈʝʘʣʠʟʘʮʠʷ ʧʦʣʦʞʝʥʠʡ ʌɿ-242 çʦ ʟʘʧʨʝʪʝ 
ʭʨʘʥʝʥʠʷ ʇɼʥʨʦʩʩʠʷʥ ʟʘ ʛʨʘʥʠʮʝʡè
Åɹʘʟʳ ʇɼʥ, ʚ ʢʦʪʦʨʳʭ ʧʨʦʠʩʭʦʜʠʪ ʧʝʨʚʠʯʥʘʷ ʨʝʛʠʩʪʨʘʮʠʷ 
ʠ ʘʢʪʫʘʣʠʟʘʮʠʷ ʇɼʥʨʦʩʩʠʷʥ, ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʩʷ ʥʘ 
ʪʝʨʨʠʪʦʨʠʠ ʈʌ
Åʍʦʪʷ ʩʣʦʚʘ çʪʦʣʴʢʦè ʚ ʟʘʢʦʥʝ ʥʝʪ, ʧʦ ʩʫʪʠ ʚʚʦʜʠʪʩʷ ʟʘʧʨʝʪ 
ʭʨʘʥʝʥʠʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʈʌ
Åʅʘʢʘʟʘʥʠʝ ʟʘ ʥʘʨʫʰʝʥʠʝ
Åɺʳʚʝʜʝʥʠʝ ʈʂʅ ʠʟ ʧʦʜ ʜʝʡʩʪʚʠʷ 

294-ʌɿ

Åɺʩʪʫʧʠʣ ʚ ʩʠʣʫ ʩ 1 ʩʝʥʪʷʙʨʷ 2015 ʛʦʜʘ

Åʇʝʨʚʳʝ ʥʘʨʫʰʠʪʝʣʠ ʫʞʝ ʟʘʙʣʦʢʠʨʦʚʘʥʳ
Åʈʝʘʣʴʥʳʝ ʥʘʨʫʰʠʪʝʣʠ, ʥʝʟʘʢʦʥʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʠʝ 
ʇɼʥʩ ʟʘʨʫʙʝʞʥʳʭ ʩʘʡʪʦʚ



ʈʘʟʲʷʩʥʝʥʠʝ ʈʦʩʢʦʤʥʘʜʟʦʨʘ: ʯʪʦ ʪʘʢʦʝ 
ʙʘʟʘ ʜʘʥʥʳʭ?

Åɹʘʟʘ ʜʘʥʥʳʭ - ʵʪʦ 
ʫʧʦʨʷʜʦʯʝʥʥʳʡ ʤʘʩʩʠʚ ʜʘʥʥʳʭ, 
ʥʝʟʘʚʠʩʠʤʳʡ ʦʪ ʚʠʜʘ 
ʤʘʪʝʨʠʘʣʴʥʦʛʦ ʥʦʩʠʪʝʣʷ 
ʠʥʬʦʨʤʘʮʠʠ ʠ ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʩʨʝʜʩʪʚ ʝʛʦ ʦʙʨʘʙʦʪʢʠ (ʘʨʭʠʚʳ, 
ʢʘʨʪʦʪʝʢʠ, ʵʣʝʢʪʨʦʥʥʳʝ ʙʘʟʳ 
ʜʘʥʥʳʭ)
Åʊʘʙʣʠʮʳ ʚ Excel, Word



ʈʘʟʲʷʩʥʝʥʠʝ ʈʦʩʢʦʤʥʘʜʟʦʨʘ: ʟʘʧʨʝʪ 
ʟʝʨʢʘʣ ʠ ʛʨʘʞʜʘʥʩʪʚʦ ʇɼʥ



ʂʦʛʦ ʌɿ-242 ʢʘʩʘʝʪʩʷ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ?

Åɺʩʝ ʠʥʦʩʪʨʘʥʥʳʝ ʢʦʤʧʘʥʠʠ, 
ʨʘʙʦʪʘʶʱʠʝ ʚ ʈʦʩʩʠʠ

Åɺʩʝ ʠʥʦʩʪʨʘʥʥʳʝ ʢʦʤʧʘʥʠʠ, 
ʨʘʙʦʪʘʶʱʠʝ ʜʣʷ ʨʦʩʩʠʡʩʢʠʭ 
ʛʨʘʞʜʘʥ
Åɺ ʪʦʤ ʯʠʩʣʝ ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ ʠ 
ʘʨʝʥʜʫʝʤʳʝ ʟʘ ʨʫʙʝʞʦʤ ʎʆɼʳ

Åɺʩʝ ʨʦʩʩʠʡʩʢʠʝ ʢʦʤʧʘʥʠʠ, 
ʨʘʙʦʪʘʶʱʠʝ ʟʘ ʨʫʙʝʞʦʤ

Åʅʦ ʪʦʣʴʢʦ ʥʘ ʦʧʝʨʘʪʦʨʦʚʇɼʥ

1

2

3

?



ʇʦʪʝʥʮʠʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʟʘ 
ʥʝʠʩʧʦʣʥʝʥʠʝ ʌɿ-242
Åɹʣʦʢʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʨʫʙʝʞʥʳʤ ʨʝʩʫʨʩʘʤ, ʚ ʢʦʪʦʨʳʭ ʚʝʜʝʪʩʷ 
ʦʙʨʘʙʦʪʢʘ ʇɼʥʨʦʩʩʠʡʩʢʠʭ ʛʨʘʞʜʘʥ(ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʢʣʠʝʥʪʦʚ)

Åɹʣʦʢʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʘ ʢ ʟʘʨʫʙʝʞʥʳʤ ʨʝʩʫʨʩʘʤ ʠ ʪʨʝʪʴʠʭ ʬʠʨʤ, ʚ 
ʢʦʪʦʨʳʭ ʚʝʜʝʪʩʷ ʦʙʨʘʙʦʪʢʘ ʇɼʥʨʦʩʩʠʡʩʢʠʭ ʛʨʘʞʜʘʥ (ʩʦʪʨʫʜʥʠʢʦʚ ʠ 
ʢʣʠʝʥʪʦʚ)

Åʇʦʪʝʥʮʠʘʣʴʥʦʝ ʩʥʠʞʝʥʠʝ ʧʨʦʜʘʞ ʨʝʰʝʥʠʡ ʠ ʥʝʚʦʟʤʦʞʥʦʩʪʴ 
ʚʳʧʦʣʥʝʥʠʷ ʩʝʨʚʠʩʥʳʭ ʦʙʷʟʘʪʝʣʴʩʪʚ ʠʟ-ʟʘ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ 
ʙʣʦʢʠʨʦʚʘʥʠʷ ʦʩʥʦʚʥʦʛʦ ʩʘʡʪʘ

Åʈʝʧʫʪʘʮʠʦʥʥʳʝʨʠʩʢʠ

Åɸʜʤʠʥʠʩʪʨʘʪʠʚʥʘʷ ʠ ʫʛʦʣʦʚʥʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʦʪʩʫʪʩʪʚʫʝʪ
Åʆʜʥʘʢʦ ʝʩʪʴ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʥʝʚʳʧʦʣʥʝʥʠʝ ʧʨʝʜʧʠʩʘʥʠʷ ʈʂʅ ʧʦ 
ʨʝʟʫʣʴʪʘʪʘʤ ʥʘʜʟʦʨʥʳʭ ʤʝʨʦʧʨʠʷʪʠʡ



ʖʨʠʩʜʠʢʮʠʡ ʜʣʷ ʈʂʅ ʥʝ ʩʫʱʝʩʪʚʫʝʪ

Åʌɿ-242 çʨʘʩʧʨʦʩʪʨʘʥʷʝʪ ʩʚʦʝ ʜʝʡʩʪʚʠʝ ʥʘ ʣʠʮ 
(ʦʧʝʨʘʪʦʨʦʚ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ), 
ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʩʚʦʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʥʘ 
ʪʝʨʨʠʪʦʨʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ, ʪʦ ʝʩʪʴ 
ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʨʦʩʩʠʡʩʢʠʝ ʢʦʤʧʘʥʠʠ, 
ʪʘʢ ʠ ʥʘ ʠʥʦʩʪʨʘʥʥʳʝè

Åçɿʘʢʦʥ ʦʧʨʝʜʝʣʠʣ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʠʩʧʦʣʥʝʥʠʷ 
ʥʦʨʤʳ ʦ ʣʦʢʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ ʠʥʦʩʪʨʘʥʥʳʤʠ 
ʢʦʤʧʘʥʠʷʤʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʢʦʪʦʨʳʝ 
ʦʩʫʱʝʩʪʚʣʷʶʪ ʜʝʷʪʝʣʴʥʦʩʪʴ ʥʘ ʪʝʨʨʠʪʦʨʠʠ 
ʈʦʩʩʠʠ ʙʝʟ ʦʙʨʘʟʦʚʘʥʠʷ ʦʬʠʮʠʘʣʴʥʳʭ 
ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚ ʠʣʠ ʠʥʳʭ ʬʦʨʤ ʶʨʠʜʠʯʝʩʢʠʭ 
ʣʠʮè



ʖʨʠʩʜʠʢʮʠʡ ʜʣʷ ʈʂʅ ʥʝ ʩʫʱʝʩʪʚʫʝʪ

Åɽʩʣʠ ʀʥʪʝʨʥʝʪ-ʩʘʡʪ
Åʀʩʧʦʣʴʟʫʝʪ ʜʦʤʝʥ .ru, .su, .ʨʬ
Åʀʤʝʝʪ ʨʫʩʩʢʦʷʟʳʯʥʫʶ ʚʝʨʩʠʶ (ʜʘʞʝ ʩ ʧʦʤʦʱʴʶ 
ʧʣʘʛʠʥʘ Google.Translate)
Åʀʩʧʦʣʥʷʝʪ ʜʦʛʦʚʦʨ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʌ (ʜʦʩʪʘʚʢʘ 
ʪʦʚʘʨʘ, ʦʢʘʟʘʥʠʝ ʫʩʣʫʛʠ ʠʣʠ ʧʦʣʴʟʦʚʘʥʠʝ 
ʮʠʬʨʦʚʳʤ ʢʦʥʪʝʥʪʦʤ)

Åʪʦ ʩʘʡʪ ʜʦʣʞʝʥ ʦʪʚʝʯʘʪʴ ʥʦʨʤʘʤ ʌɿ-242

Åʆʙʨʘʙʦʪʢʘ ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʇɼʥʥʝ ʷʚʣʷʝʪʩʷ 
ʠʩʢʣʶʯʝʥʠʝʤ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʌɿ-242



ʅʦʚʘʷ ʪʨʘʢʪʦʚʢʘ ʧʦʥʷʪʠʷ 
çʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝè

Åʇʦʜ ʢʦʥʪʨʦʣʴ ʧʦʧʘʜʘʶʪ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʩʘʤʠ ʧʦ ʩʝʙʝ, ʙʝʟ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʩʦʦʪʥʝʩʝʥʳ ʩ 
ʢʦʥʢʨʝʪʥʳʤ ʩʫʙʲʝʢʪʦʤ
Åʉʚʝʜʝʥʠʷ ʦʙ ʘʢʪʠʚʥʦʩʪʠ ʘʥʦʥʠʤʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʝʪʠ, IP- ʠ ʄɸʉ-
ʘʜʨʝʩʘ, ʬʘʡʣʳ cookies, ʦʩʦʙʝʥʥʦʩʪʠ ʧʦʚʝʜʝʥʠʷ ʚ ʠʥʪʝʨʥʝʪʝ, 
ʛʝʦʣʦʢʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʠ ʪ.ʧ.
Åʕʪʠ ʩʚʝʜʝʥʠʷ ʥʘʟʚʘʥʳ ɹʦʣʴʰʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤʠ ʜʘʥʥʳʤʠ 
(ʟʘʢʦʥʦʧʨʦʝʢʪ ʧʦ ʥʠʤ ʫʞʝ ʧʠʰʝʪʩʷ)

Åʅʘʣʠʯʠʝ çʩʯʝʪʯʠʢʦʚè Google Analytics, Webtrends, 
ʗʥʜʝʢʩ.ʄʝʪʨʠʢʘ ʪʨʝʙʫʝʪ ʧʦ ʤʥʝʥʠʶ ʈʂʅ ʩʦʛʣʘʩʠʷ ʥʘ 
ʦʙʨʘʙʦʪʢʫ ʠʤʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ



ʂʘʢ ʙʦʨʦʪʴʩʷ ʩ ʵʪʠʤ 
ʙʨʝʜʦʤ?



ʏʪʦ ʪʘʢʦʝ ʦʙʝʟʣʠʯʠʚʘʥʠʝ ʇɼʥ?

Åʆʙʝʟʣʠʯʠʚʘʥʠʝ - ʜʝʡʩʪʚʠʷ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʳʭ ʥʝʚʦʟʤʦʞʥʦ 
ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʧʨʝʜʝʣʠʪʴ 
ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʇɼʥʢʦʥʢʨʝʪʥʦʤʫ ʩʫʙʲʝʢʪʫ ʇɼʥ
Åʩʪ.3 ʌɿ-152 çʆ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭè

Åʆʙʝʟʣʠʯʠʚʘʥʠʝ ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʧʝʨʝʩʪʘʶʪ 
ʙʳʪʴ ʧʝʨʩʦʥʘʣʴʥʳʤʠ ʠ ʪʨʝʙʦʚʘʥʠʷ ʌɿ ʢ ʥʠʤ ʫʞʝ ʥʝʧʨʠʤʝʥʠʤʳ



ʇʦʟʠʮʠʷ ʨʝʛʫʣʷʪʦʨʘ (ʈʂʅ)



ʂʘʢ ʦʙʝʩʧʝʯʠʪʴ ʦʙʝʟʣʠʯʠʚʘʥʠʝ?



ɼʚʘ ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʘ ʦʙʝʟʣʠʯʠʚʘʥʠʷ

Åʆʙʝʟʣʠʯʠʚʘʥʠʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʮʝʩʩ ʫʜʘʣʝʥʠʷ ʩʚʷʟʠ 
ʤʝʞʜʫ ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʝʡ ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʠ 
ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ

Åʆʥʦ ʤʦʞʝʪ ʙʳʪʴ ʦʩʫʱʝʩʪʚʣʝʥʦ ʜʚʫʤʷ ʨʘʟʥʳʤʠ ʩʧʦʩʦʙʘʤʠ
Åʩ ʧʦʤʦʱʴʶ ʫʜʘʣʝʥʠʷ ʠʣʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʧʨʠ ʢʦʪʦʨʦʤ 
ʩʚʷʟʴ ʤʝʞʜʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʠ ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ ʣʠʙʦ 
ʧʨʝʢʨʘʱʘʝʪʩʷ, ʣʠʙʦ ʧʝʨʝʩʪʘʝʪ ʙʳʪʴ ʫʥʠʢʘʣʴʥʦʡ ʠ ʫʢʘʟʳʚʘʝʪ ʥʘ 
ʥʝʩʢʦʣʴʢʦ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ
Åʧʫʪʝʤ ʫʚʝʣʠʯʝʥʠʷ ʧʦʧʫʣʷʮʠʠ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʧʨʠ ʢʦʪʦʨʦʤ ʩʚʷʟʴ 
ʤʝʞʜʫ ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʠ ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ ʧʝʨʝʩʪʘʝʪ 
ʙʳʪʴ ʫʥʠʢʘʣʴʥʦʡ



ʄʝʪʦʜʳ ʦʙʝʟʣʠʯʠʚʘʥʠʧ̫ʦ NIST SP800-122

Åɸʙʩʪʨʘʛʠʨʦʚʘʥʠʝ ʇɼʥïʩʜʝʣʘʪʴ ʠʭ ʤʝʥʝʝ ʪʦʯʥʳʤʠ
Åʅʘʧʨʠʤʝʨ, ʧʫʪʝʤ ʛʨʫʧʧʠʨʦʚʘʥʠʷ ʦʙʱʠʭ ʠʣʠ ʥʝʧʨʝʨʳʚʥʳʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ

Åʉʢʨʳʪʠʝ ʇɼʥïʫʜʘʣʠʪʴ ʚʩʶ ʠʣʠ ʯʘʩʪʴ ʟʘʧʠʩʠ ʇɼʥ
Åʇɼʥʥʝ ʜʦʣʞʥʳ ʙʳʪʴ ʠʟʙʳʪʦʯʥʳʤʠ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʮʝʣʠ

Åɺʥʝʩʝʥʠʝ ʰʫʤʘ ʚ ʇɼʥïʜʦʙʘʚʠʪʴ ʥʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʧʦʩʪʦʨʦʥʥʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʇɼʥ

Åɿʘʤʝʥʘ ʇɼʥïʧʝʨʝʩʪʘʚʠʪʴ ʧʦʣʷ ʦʜʥʦʡ ʟʘʧʠʩʠ ʇɼʥʩ ʪʝʤʠ ʞʝ 
ʩʘʤʳʤʠ ʧʦʣʷʤʠ ʜʨʫʛʦʡ ʘʥʘʣʦʛʠʯʥʦʡ ʟʘʧʠʩʠ

Åɿʘʤʝʥʘ ʜʘʥʥʳʭ ʩʨʝʜʥʠʤ ʟʥʘʯʝʥʠʝʤ ïʟʘʤʝʥʠʪʴ ʚʳʙʨʘʥʥʳʝ ʜʘʥʥʳʝ 
ʩʨʝʜʥʠʤ ʟʥʘʯʝʥʠʝʤ ʜʣʷ ʛʨʫʧʧʳ ʇɼʥ



ʄʝʪʦʜʳ ʦʙʝʟʣʠʯʠʚʘʥʠʷ ʧʦ NIST SP800-122

Åʈʘʟʜʝʣʝʥʠʝ ʇɼʥʥʘ ʯʘʩʪʠ ïʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʘʙʣʠʮ 
ʧʝʨʝʢʨʝʩʪʥʳʭ ʩʩʳʣʦʢ
Åʅʘʧʨʠʤʝʨ, ʜʚʝ ʪʘʙʣʠʮʳ ïʦʜʥʘ ʩ ʌʀʆ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʩʫʙʲʝʢʪʘ 
ʇɼʥ, ʚʪʦʨʘʷ ïʩ ʪʝʤ ʞʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʩʫʙʲʝʢʪʘ ʇɼʥʠ ʦʩʪʘʣʴʥʦʡ 
ʯʘʩʪʴʶ ʇɼʥ

Åʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʧʝʮʠʘʣʴʥʳʭ ʘʣʛʦʨʠʪʤʦʚ
Åʅʘʧʨʠʤʝʨ, ʤʘʩʢʠʨʦʚʘʥʠʝ ʇɼʥʠʣʠ ʧʦʜʤʝʥʘ ʦʪʜʝʣʴʥʳʭ ʩʠʤʚʦʣʦʚ 
ʜʨʫʛʠʤʠ

Åʀʜʝʘʣʴʥʳʤ ʚʘʨʠʘʥʪʦʤ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʣʛʦʨʠʪʤʦʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ (ʰʠʬʨʦʚʘʥʠʝ ʠʣʠ ʭʝʰʠʨʦʚʘʥʠʝ)



ʆʙʝʟʣʠʯʠʚʘʥʠʝ ʧʦ ʩʪʘʥʜʘʨʪʘʤ ISO

Åʉʪʘʥʜʘʨʪ ISO 25237-2008: Health 
informatics ïPseudonymization

Åʇʩʝʚʜʦʥʠʤʠʟʘʮʠʷïʩʧʝʮʠʬʠʯʥʳʡ ʪʠʧ 
ʦʙʝʟʣʠʯʠʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʫʜʘʣʷʝʪ 
ʘʩʩʦʮʠʘʮʠʶ ʩ ʩʫʙʲʝʢʪʦʤ ʇɼʥʠ ʜʦʙʘʚʣʷʝʪ 
ʘʩʩʦʮʠʘʮʠʶ ʤʝʞʜʫ ʥʘʙʦʨʦʤ ʦʩʦʙʝʥʥʦʩʪʝʡ, 
ʢʘʩʘʶʱʠʭʩʷ ʩʫʙʲʝʢʪʘ ʇɼʥʠ ʦʜʥʠʤ ʠʣʠ 
ʙʦʣʝʝ ʧʩʝʚʜʦʥʠʤʘʤʠ



ʆʙʝʟʣʠʯʠʚʘʥʠʝ ʧʦ ɻʆʉʊʫ

Åʉʪʘʥʜʘʨʪ ɻʆʉʊ ʈ 55036-2012 
çʀʥʬʦʨʤʘʪʠʟʘʮʠʷ ʟʜʦʨʦʚʴʷ. 
ʇʩʝʚʜʦʥʠʤʠʟʘʮʠʷè

Åʆʙʝʟʣʠʯʠʚʘʥʠʝ - ʜʝʡʩʪʚʠʷ, ʚ ʨʝʟʫʣʴʪʘʪʝ 
ʢʦʪʦʨʳʭ ʫʜʘʣʷʝʪʩʷ ʩʚʷʟʴ ʤʝʞʜʫ 
ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʠʭ ʜʘʥʥʳʭ ʠ 
ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ

Åʇʩʝʚʜʦʥʠʤʠʟʘʮʠʷ- ʦʩʦʙʳʡ ʩʣʫʯʘʡ 
ʦʙʝʟʣʠʯʠʚʘʥʠʷ, ʧʨʠ ʢʦʪʦʨʦʤ ʧʦʤʠʤʦ 
ʫʜʘʣʝʥʠʷ ʧʨʷʤʦʡ ʩʚʷʟʠ ʩ ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ 
ʩʦʟʜʘʝʪʩʷ ʩʚʷʟʴ ʤʝʞʜʫ ʢʦʥʢʨʝʪʥʦʡ 
ʩʦʚʦʢʫʧʥʦʩʪʴʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʵʪʦʛʦ ʩʫʙʲʝʢʪʘ 
ʠ ʦʜʥʠʤ ʠʣʠ ʥʝʩʢʦʣʴʢʠʤʠ ʧʩʝʚʜʦʥʠʤʘʤʠ



ʆʙʝʟʣʠʯʠʚʘʥʠʝ ʧʦ ɻʆʉʊʫ

Åɺ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 
ʚʳʜʝʣʷʶʪʩʷ ʜʚʝ ʟʘʜʘʯʠ
Åʧʝʨʚʘʷ - ʟʘʱʠʪʘ ʦʧʝʨʘʪʠʚʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 
ʧʝʨʩʦʥʘʣʴʥʳʤ ʜʘʥʥʳʤ (ʥʘʧʨʠʤʝʨ, ʚ ʚʝʙ-
ʧʨʠʣʦʞʝʥʠʷʭ),
Åʚʪʦʨʘʷ - ʟʘʱʠʪʘ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, 
ʭʨʘʥʷʱʠʭʩʷ ʚ ʙʘʟʘʭ ʜʘʥʥʳʭ

Åʉʪʘʥʜʘʨʪ ɻʆʉʊ ʈ 55036-2012 
çʀʥʬʦʨʤʘʪʠʟʘʮʠʷ ʟʜʦʨʦʚʴʷ. 
ʇʩʝʚʜʦʥʠʤʠʟʘʮʠʷè ʧʦʩʚʷʱʝʥ ʧʦʩʣʝʜʥʝʡ 
ʟʘʜʘʯʝ



ʈʝʢʦʤʝʥʜʘʮʠʠ ʎɹ ʧʦ ʦʙʝʟʣʠʯʠʚʘʥʠʶ

Åʄʝʪʦʜʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ 
ʨʘʟʨʘʙʦʪʘʥʳ ɸʩʩʦʮʠʘʮʠʝʡ ʨʦʩʩʠʡʩʢʠʭ 
ʙʘʥʢʦʚ ʠ ɸʩʩʦʮʠʘʮʠʝʡ ʨʝʛʠʦʥʘʣʴʥʳʭ 
ʙʘʥʢʦʚ ʈʦʩʩʠʠ (ɸʩʩʦʮʠʘʮʠʝʡ çʈʦʩʩʠʷè) 
ʩʦʚʤʝʩʪʥʦ ʩ ɹʘʥʢʦʤ ʈʦʩʩʠʠ ʜʣʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʤʝʪʦʜʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 
ʧʨʠʤʝʥʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ɹʉ ʈʌ 
ʂʦʤʧʣʝʢʩʘ ɹʈ ʀɹɹʉ



ʈʝʢʦʤʝʥʜʘʮʠʠ ʎɹ ʧʦ ʦʙʝʟʣʠʯʠʚʘʥʠʶ

Åʇʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ, 
ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʚ ʀʉʇɼʥ, ʤʦʞʥʦ 
ʦʙʝʟʣʠʯʠʪʴ ʩ ʮʝʣʴʶ ʧʦʥʠʞʝʥʠʷ ʫʨʦʚʥʷ 
ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

Åʇʦʣʥʦʩʪʴʶ ʦʙʝʟʣʠʯʠʪʴ ʚʩʝ 
ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʥʝʚʦʟʤʦʞʥʦ ïʚ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʚʩʝʛʜʘ ʙʫʜʫʪ 
ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʪʝʭʥʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ, ʥʘ 
ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʨʦʮʝʩʩ, 
ʦʙʨʘʪʥr ʡ↑ ʦʙʝʟʣʠʯʠʚʘʥʠʶ



NIST, ISO, ɻʆʉʊ ʠ 
ʨʝʢʦʤʝʥʜʘʮʠʠ ɹʘʥʢʘ 
ʈʦʩʩʠʠ ʜʦʧʫʩʢʘʶʪ 
ʧʨʠʤʝʥʝʥʠʝ ʢʨʠʧʪʦʛʨʘʬʠʠ 
ʢʘʢ ʤʝʪʦʜʘ ʦʙʝʟʣʠʯʠʚʘʥʠʷ



ʂʨʠʧʪʦʛʨʘʬʠʷ ʢʘʢ ʤʝʪʦʜ ʦʙʝʟʣʠʯʠʚʘʥʠʷ

Åʆʙʝʟʣʠʯʠʚʘʥʠʝ ʥʘ ʦʩʥʦʚʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ 
ʠʩʧʦʣʴʟʫʝʪ ʮʝʧʦʯʢʫ ʙʘʟʦʚʳʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʠ 
ʩʦʧʫʪʩʪʚʫʶʱʠʭ ʘʣʛʦʨʠʪʤʦʚ
Åʍʝʰʠʨʦʚʘʥʠʝ

Åɻʝʥʝʨʘʮʠʶ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ

Åɻʝʥʝʨʘʮʠʶ ʢʣʶʯʝʡ

Åʐʠʬʨʦʚʘʥʠʝ

Åɹʘʟʦʚʳʝ ʬʫʥʢʮʠʠ ʣʦʛʠʯʝʩʢʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʙʠʪʦʚʳʭ ʩʪʨʦʢ



ʊʨʝʙʦʚʘʥʠʡ ʢ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤ 
ʘʣʛʦʨʠʪʤʘʤ, ʩʪʦʡʢʦʩʪʠ ʠ 
ʩʝʨʪʠʬʠʢʘʮʠʠ ʥʝ 
ʧʨʝʜʲʷʚʣʷʝʪʩʷ



ʏʪʦ ʜʫʤʘʝʪ ʦʩʥʦʚʥʦʡ ʨʝʛʫʣʷʪʦʨ ʧʨʦ 
ʦʙʝʟʣʠʯʠʚʘʥʠʝ?

Åʇʨʠʢʘʟ ʦʪ 5.09.2013 ˉ996

Åʈʘʟʨʘʙʦʪʘʥ ʚʦ ʠʩʧʦʣʥʝʥʠʝ ʇʦʩʪʘʥʦʚʣʝʥʠʷ 
ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʦʪ 21.03.2012 ˉ211

Åʅʦʩʠʪ ʨʝʢʦʤʝʥʜʘʪʝʣʴʥʳʡ ʭʘʨʘʢʪʝʨ 

Åʅʝ ʪʨʝʙʫʝʪ ʥʝʦʙʨʘʪʠʤʦʩʪʠ ʇɼʥ



ʄʝʪʦʜʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʈʂʅ ʧʦ 
ʦʙʝʟʣʠʯʠʚʘʥʠʶ

Åʄʝʪʦʜʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʨʠʤʝʥʝʥʠʶ 
ʧʨʠʢʘʟʘ ʧʦ ʦʙʝʟʣʠʯʠʚʘʥʠʶ

Åʇʨʝʜʣʘʛʘʶʪ ʜʣʷ ʨʘʟʥʳʭ ʩʮʝʥʘʨʠʝʚ ʦʙʨʘʙʦʪʢʠ ʇɼʥ
ʘʣʴʪʝʨʥʘʪʠʚʳ, ʦʧʠʩʳʚʘʶʪ ʠʭ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ 
ʥʝʜʦʩʪʘʪʢʠ, ʜʘʶʪ ʧʨʠʤʝʨʳ ʧʨʠʤʝʥʝʥʠʷ

Åʇʨʠʚʝʜʝʥʘ ʪʘʙʣʠʮʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʤʝʪʦʜʦʚ 
ʦʙʝʟʣʠʯʠʚʘʥʠʷ ʩʚʦʡʩʪʚʘʤ ʦʙʝʟʣʠʯʝʥʥʳʭ ʜʘʥʥʳʭ, 
ʨʘʩʩʤʦʪʨʝʥʳ ʚʦʧʨʦʩʳ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʨʘʙʦʪʢʠ 
ʦʙʝʟʣʠʯʝʥʥʳʭ ʜʘʥʥʳʭ, ʜʘʥʳ ʧʨʘʚʠʣʘ ʠ 
ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʨʘʙʦʪʝ ʩ ʦʙʝʟʣʠʯʝʥʥʳʤʠ ʜʘʥʥʳʤʠ


